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A. Introduction         

Sexual harassment is a well-known social problem that affects peo-
ple at work, school, military installations, and social gatherings. (Ba-
rak, 2005)

A worldwide phenomenon, it has been thoroughly investigated in re-
cent decades in terms of prevalence, correlates, individual and or-
ganiational outcomes, and prevention; the range of studies provides 
an interdisciplinary perspective covering psychological, sociological, 
medical, legal, and educational aspe1cts of the phenomenon. (Ibid)

1 Although men face harassment, women are the most 
likely victims.2 In many environments on the Inter-
net, some users find themselves so captivated by 
their cyberspace lifestyle that they want to spend 
more and more time there, sometimes to the neg-
lect of their in-person life (Suler, 1999). They may 
not be entirely sure why they find themselves so en-
grossed. They can’t accurately verbalize an explana-
tion for their ‘addiction’. The humorous substitution 
of words in the Palace Spa suggests that it is an unna-
meable ‘thing’ – a compelling, unnameable, hidden 
force. It’s not the chat room or the newsgroup or the 
e-mail that is eating one’s life, but the internal, un-
conscious dynamic it has ignited (Ibid). Indeed, the 

Internet has two faces, positive and negative (Barak 
and King, 2000). Its positive aspect is that it enables 
the enrichment and improvement of human func-
tioning in many areas, including health, education, 
commerce and entertainment. On its negative side, 
the Internet may provide a threatening environment 
and expose individuals to great risks (Ibid).

2  In the context of women using the Internet, Mora-
han-Martin (2000) noted the ‘promise and perils’ fa-
cing female Net users. Sexual harassment and of-
fence on the Internet is considered a major obstacle 
to the free, legitimate, functional and joyful use of 
the Net, as these acts drive away Net users as well 
as cause significant emotional harm and actual da-
mage to those who remain users, whether by choice 
or by duty. 

B.  Harassment in Cyberspace 

3 ‘Sexual harassment is a prevalent phenomenon in 
face-to-face, social environments’ (Barak, 2005). The 
harassment of women in the military (Fitzgerld, Ma-
gley, Drasgow & Waldo, 1999), at work (Richman et 

the most important of which is: the threat of sexual ha-
rassment. On such account, this paper aims to provide 
an overview of the issues and risks pertinent to sexual 
harassment and seeks to offer some solutions based on 
the necessity of pursuing a tri-fold policy encompass-
ing strategic and regulatory, technical, and cultural ap-
proaches.

Abstract:  This paper addresses and analyses 
the growing threat of sexual harassment in cyberspace. 
Digital transactions and communications have, over 
the past decade, been increasingly transpiring at an in-
creasingly accelerated rate. This non-linear progres-
sion has generated a myriad of risks associated with the 
utilization of information and communication technol-
ogies (ICTs) in cyberspace communications, amongst 
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al., 1999) and schools (Timmerman, 2003) is receiving 
increased attention from both policymakers and the 
popular media. ‘Sexual harassment is not a local phe-
nomenon, but exists in all countries and cultures, 
although its perceptions and judgment, and conse-
quently definitions, significantly differ from one cul-
ture to another’ (Barak, 2005). 

I. Classification of Sexual 
Harassment Behaviours 

4 Till (1980) classifies sexual harassment behaviours 
into five categories: (1) sexist remarks or behavi-
our, (2) solicitation of sexual activity by promise or 
rewards, (3) inappropriate and offensive, but sanc-
tion-free sexual advances, (4) coercion of sexual ac-
tivity by threat of punishment and (5) sexual crimes 
and misdemeanours. Following extensive pilot work, 
the suggestion was made (by Fitzgerald et al., 1995) 
to change the classification of types of sexual harass-
ment into three different categories: gender harass-
ment, unwanted sexual attention and sexual coer-
cion. According to this study,  

[g]ender harassment involves unwelcome verbal and visual com-
ments and remarks that insult individuals because of their gender 
or that use stimuli known or intended to provoke negative emotions. 
These include behaviors such as posting pornographic pictures in pu-
blic or in places where they deliberately insult, telling chauvinistic 
jokes, and making gender related degrading remarks. (Barak, 2005)

5  Unwanted sexual attention covers a huge range of 
behaviours from being touched without permission, 
causing fear or distress, sexual name calling and ha-
rassment to rape and sexual assault.3 Unwanted se-
xual attention can happen to both women and men 
and between people of the same and opposite sex.4 

6  Sexual coercion exists along a continuum, from for-
cible rape to nonphysical forms of pressure that 
compel girls and women to engage in sex against 
their will. The touchstone of coercion is that a wo-
man lacks choice and faces severe physical or social 
consequences if she resists sexual advances.5

7  All three types of sexual harassment may exist off-
line or on the Internet. ‘However, because of the vir-
tual nature of cyberspace, most expressions of se-
xual harassment that prevail on the Net appear in 
the form of gender harassment and unwanted sexual 
attention’ (Barak, 2005). 

Sexual coercion is distinctly different online than it is offline in that tac-
tile force is not possible; however, the prevalence of verbal uses of th-
reats, rewards, intimidation or some other form of pressure can be per-
ceived as just as forceful as if it were in person. A unique feature of online 
interactions is that a perpetrator may possess technical skills which al-
low hacking into the victim’s computer and/or ‘cyberstalking’ to follow 
a victim from digital place to place, which is often perceived as quite th-
reatening to the victim. (Ibid)

II. Gender Harassment 

8  ‘Gender harassment in cyberspace is very common. 
It is portrayed in several typical forms that Internet 
users encounter very often, whether communicated 
in verbal or in graphical formats and through either 
active or passive manners of online delivery’ (Barak, 
2005). Active verbal sexual harassment mainly ap-
pears in the form of offensive sexual messages, ac-
tively initiated by a harasser toward a victim. ‘These 
include gender-humiliating comments, sexual re-
marks, so-called dirty jokes, and the like’ (Ibid). 

9 This type of gender harassment is usually practi-
ced in chat rooms and forums; however, it may also 
appear in private online communication channels, 
such as the commercial distribution through email 
(a kind of spamming) of pornographic sites, sex-
shop accessories, sex-related medical matters, such 
as drugs such as Viagra and operations similar to pe-
nis enlargement. (Ibid)  

10  Some scholars (Biber, Doverspike, Baznik, Cober & 
Ritter) investigated people’s responses to online 
gender harassment in academic settings compared 
with traditional face-to-face forms of harassment (Li, 
2005). A survey was administered to 270 undergra-
duate students in the US. The study examined a total 
of eight potential sexual harassment acts: (1) sexu-
ally explicit pictures; (2) content; (3) jokes; (4) miso-
gyny; (5) use of nicknames; (6) requests for company; 
(7) requests for sexual favours; and (8) comments 
about dress (Ibid). The results showed that certain 
behaviour, such as requests for company, misogyny, 
the use of sexist nicknames, and comments about 
dress were seen as differentially harassing depen-
ding on the discourse medium (Ibid). Participants did 
not hold more relaxed standards for online behavi-
our. Rather, they had similar or even more stringent 
standards for online behaviour. Females perceived 
online jokes as more harassing than the same be-
haviour in a face-to-face environment, while males 
rated jokes as more harassing in the traditional en-
vironment (Ibid). Females tended to act rather cau-
tiously (in comparison with a face-to-face setting) 
in defining the parameters of sexual harassment on-
line. Compared with their male counterparts, they 
were more stringent in their judgment of behavi-
our as harassment because they took sexually expli-
cit online pictures, jokes and requests for company 
more seriously (Ibid). 

11 ‘Passive verbal sexual harassment on the other hand, 
is less intrusive, as it does not refer to one user com-
municating messages to another. In this category, 
the harasser does not target harassing messages di-
rectly to a particular person or persons but, rather, 
to potential receivers’ (Barak, 2005). Nicknames and 
terms or phrases clearly attached to personal details 
often encompass this form of sexual harassment, 
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e.g. ‘Sweet Tits’ as  a nickname or ‘Want to  blow my 
pole?’ as an offensive phrase (Schenk, 2008). This 
category also includes explicit sexual messages at-
tached to one’s personal details in communication 
software or on a personal web page (Barak, 2005). 

12  On a different note (Scott, Semmens, and Will-
oughby, 2001), illustrated how flaming creates a ho-
stile environment for women. 

Although flaming is not necessarily aimed at women, it is conside-
red, in many instances, to be a form of gender harassment because 
flaming is frequently, typically, and almost exclusively initiated by 
men. The common result of flaming in online communities is that 
women depart from that environment or depart the Internet in ge-
neral—what has been termed being ‘flamed out’. Flamed out high-
lights the fact that the use of male violence to victimize women and 
children, to control women’s behaviour, or to exclude women from 
public spaces entirely, can be extended into the new public spaces of 
the Internet. (Barak, 2005)

13 A constructive solution has been the design of wo-
men-only sanctuaries that offer communities where 
flaming is rare and obviously not identified with 
men.

14  Graphic-based harassment can be active or passive.6 
Active graphic gender harassment refers to the in-
tentional sending of erotic, pornographic, lewd and 
lascivious images and digital recordings by a haras-
ser to specific or potential victims. Graphic harass-
ment often occurs via email, instant messaging, re-
directed/automatic linking and pop-ups7 (Schenk et 
al., 2008). 

III. Cyberstalking  

15  Another area of research that has provided insight 
into cybersexual harassment is cyberstalking. Bocji 
(2004) defined cyberstalking as a group of behaviours 
in which the use of information and communications 
technology is intended to cause emotional distress to 
another person. Behaviours associated with cyber-
stalking include making threats, false accusations 
(false-victimization), abusing the victim, attacks on 
data and equipment, attempts to gather information 
about the victim, impersonating the victim, encoura-
ging others to harass the victim, ordering goods and 
services on behalf of the victim, arranging to meet 
the victim and physical assault (Schenk, 2008). 

16 Imagine a distressed woman discovering the fol-
lowing message on the Internet that was falsely at-
tributed to her: 

Female International Author, no limits to imagination and fantasies, 
prefers groups macho/sadistic interaction…stop by my house at [cur-
rent address]. Will take your calls day or night at [current telephone 
number]. I promise you everything you’ve ever dreamt about. Seri-
ous responses only.8 

17 Or imagine the fear generated by the following email 
messages sent over and over again from someone 
who remained anonymous, but seemed to have spe-
cific knowledge of the recipient’s personal life:9

 I’m you worst nightmare. Your troubles are just beginning.

18 Some scholars believe that cyberstalking is synony-
mous with traditional offline stalking because of the 
similarities in content and intent (Goodno, 2007). 

19 Similarities that are pointed to include a desire to 
exert control over the victim, and, much like offline 
stalking, cyberstalking involves repeated harassing 
or threatening behaviour, which is often a prelude 
to more serious behaviours. While these similarities 
do exist, cyberstalking differs from offline stalking 
in the following ways (Ibid): 

•	 Cyberstalkers can use the Internet to instantly 
harass their victims with wide dissemination. 
For example, an offline stalker may harass the 
victim by repeatedly telephoning the victim. 
However, every telephone call is a single event 
that requires the stalker’s action and time. This 
behaviour can easily snowball online because, 
with only one action, the stalker can create a 
harassing email message that the computer sys-
tematically and repeatedly sends to the victim 
thousands upon thousands of times. 

•	 Cyberstalkers can be physically far removed 
from their victim. Offline stalking often entails 
situations where the stalker is physically near 
the victim. Cyberstalkers, however, can use 
the Internet to terrify their victims no matter 
where they are; thus, the victims simply cannot 
escape. The Internet provides cyberstalkers a 
cheap and easy way to continue to contact their 
victim from anywhere in the world. In addition, 
there is a sinister element to the secrecy of the 
cyberstalker’s location. The uncertainty of the 
cyberstalker’s location can leave the victim in a 
state of constant panic as she is left wondering 
whether her stalker is in a neighbouring house 
or a neighbouring state. Finally, the physical lo-
cation of the cyberstalker can create several ju-
risdictional problems, because this act can take 
place across state lines. 

•	 Cyberstalkers can remain nearly anonymous. 
The environment of cyberspace allows offenders 
to overcome personal inhibitions. The ability to 
send anonymous harassing or threatening com-
munications allows a perpetrator to overcome 
any hesitation, unwillingness or inabilities he 
may encounter when confronting a victim in 
person. Perpetrators may even be encouraged 
to continue these acts. 
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•	 Cyberstalkers can easily impersonate the 
victim. Unlike offline stalking, the cyberstalker 
can easily take on the identity of the victim and 
create havoc online. While pretending to be the 
victim, the cyberstalker can send lewd emails, 
post inflammatory messages on multiple bul-
letin boards and offend hundreds of chat room 
participants. The victim is then banned from 
bulletin boards, accused of improper conduct 
and flooded with threatening messages from 
those the stalker offended in the victim’s name. 

20 In many ways, the Internet makes many of the frigh-
tening characteristics of offline stalking even more 
intense. It provides cyberstalkers with twenty-four-
hour access, instantaneous connection, efficient and 
repetitious action and anonymity (Goodno, 2007).  
On top of all this, cyberstalkers can easily pretend 
that they are different people. The possibilities open 
to cyberstalkers are as endless as the borders of the 
ubiquitous Internet.

IV. Online Sexual Harassment 
on Social Media 

21 Online Social Networks or Social Networking Sites 
(SNS’s) are one of the most remarkable technological 
phenomena of the 21st century, with several SNS’s 
now among the most visited websites globally. SNS’s 
may be seen as informal but all-embracing identity 
management tools, defining access to user-created 
content via social relationships.10

22  Over the past five years, the popularity of Social Net-
working Sites (SNS’s) has increased spectacularly, at-
tracting an extraordinary number of users, of which 
a significant proportion are teenagers. An EU Kids 
Online study showed that in Europe, 77% of 13- to16-
year-olds have a profile on a social networking site 
(Lievens, 2012), even though most social network si-
tes put the minimum age required to create a profile 
at 13. The study also found that 38% of 9- to 12-year-
olds are already active on SNS’s (Ibid). According to 
a US study which examined the social media use of 
12- to 17-year-olds, 80% of American teenagers are 
active on social network sites, of which 93% are pre-
sent on Facebook (Ibid). 

23 Sociologically, the natural human desire to connect 
with others, combined with the multiplying effects 
of Social Network (SN) technology, can make users 
less discriminating in accepting ‘friend requests’. 
Users are often not aware of the size or nature of the 
audience accessing their profile data, and the sense 
of intimacy created by being among digital ‘friends’ 
often leads to disclosures which are not appropriate 
to a public forum.

24  As the Council of Europe put it in 2011 in their Re-
commendation on the protection of human rights 
with regard to social networking services, SNS’s have 
‘a great potential to promote the exercise and enjoy-
ment of human rights and fundamental freedoms, in 
particular the freedom to express, to create and to 
exchange content and ideas, and the freedom of as-
sembly’ (Lievens, 2012). However, the fact that SNS’s 
allow users to communicate through status updates, 
through messages on ‘walls’ or through instant mes-
saging, to share photo or video fragments, and to 
connect with old or new ‘friends’, also entails a num-
ber of risks, the most important of which include 
stalking and bullying.11

1. Stalking on Social Media 

25 Stalking typically involves threatening behaviour 
in which the perpetrator repeatedly seeks contact 
with a victim through physical proximity and/or 
phone calls (offline stalking), but also by electronic 
means, such as Instant Messenger and messaging on 
SNS’s. Statistics on cyberstalking suggest that stal-
king using SNS’s is increasing.12 

26 In a 2005 study of one university’s Facebook net-
work, between 15 and 21% of users disclosed both 
their full current address as well as at least two 
classes they were attending. Since a student’s life is 
mostly dominated by class attendance, the combina-
tion of address and class schedule provides the phy-
sical location of the user throughout most of the day 
(and night).13 A much larger number of users, 78%, 
provided instant messaging (IM) contact informa-
tion suitable for tracking their online status. Emer-
ging mobile-based social network sites such as Twit-
ter tend to emphasise location data even more. It can 
also be seen from the other threat descriptions that 
SNS’s provide many other more subtle methods for 
stalkers to track their targets.14 

27 The impact of cyberstalking via social networks on 
the victim is well known, and can range from mild 
intimidation and loss of privacy to serious physical 
harm and psychological damage. In Seattle two girls 
aged 11 and 12 were charged in 2011 with first-de-
gree computer trespassing and cyberstalking, for 
allegedly posting sexually explicit photos and com-
ments on the Facebook page of a 12-year-old class-
mate.15 The two girls charged in the case were also 
accused of using the third girl’s computer address to 
send out instant message solicitations for sex using 
her name. The children involved are all middle-
school classmates and live in the suburban city of 
Issaquah, east of Seattle. The two accused offenders 
are believed to be the youngest individuals ever 
charged with cyberstalking and computer trespas-
sing in King County.16 
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2. Bullying on Social Media 

28 On a different note, social networks like Bebo, Face-
book, Twitter, Youtube and MySpace are sometimes 
sites of cyberbullying, because people can post abu-
sive messages and pictures on other people’s walls, 
pages or profiles. 

29 In a study of 799 youth ages 12-17, it was found that 
90% of youth using social media said that when they 
witness online meanness, they ignore it (Levy et al., 
2012).  Eight per cent of youth reported having ex-
perienced some form of online bullying, such as 
through email, a social network site or instant mes-
saging. Eighty per cent said they have defended the 
victims (Ibid). Seventy-nine per cent said that they 
have told the other person to stop being mean. About 
67% of teens who have witnessed online cruelty have 
also witnessed others joining in – and 21% said they 
have also joined in the harassment (Ibid).

30 In addition, a 2006 study found out that ‘about one 
out of ten youngsters have been involved in fre-
quent cyberbullying: 3.3% exclusively as a victim, 
5.0% exclusively as a perpetrator, and 2.6% as both a 
victim and a perpetrator’.17 ‘The majority of youngs-
ters (63.8%) believe cyberbullying is a “big problem”. 
This figure may reflect either a general assessment 
of the issue in the eyes of the youngsters, or it may 
indicate that they find it a serious problem for those 
being bullied’.18 Whether this is due in whole, in part 
or in combination to the increased use and develop-
ment of social networks, increased platform compa-
tibility, increased access to the Internet, ease of mul-
timedia creation and distribution, or indeed to the 
increasing recognition that there are a group of acts 
which utilise technology that are identifiable as bul-
lying is not currently known.19 Social networks tend 
to offer an array of tools to users – for example, in 
addition to profile and people search there may also 
be blogging or micro-blogging facilities, instant mes-
saging, chat rooms, community and collaboration 
areas etc. which together constitute a very useful 
‘suite’ of tools for the bully. Each of these elements 
can be used positively or potentially misused.20 The 
forms of cyberbullying behavior that can be carried 
out on social networks include the following:21

•	 Flaming: Online fights using electronic messa-
ges with angry and vulgar language.

•	 Harassment: For example, repeatedly sending 
hurtful or cruel and insulting messages; gaining 
access to another’s username and password in 
order to send inappropriate messages to friends’ 
lists.

•	 Denigration: Setting up accounts pretending to 
be people in order to humiliate them; sending 
or posting gossip or rumours about a person to 
damage his or her reputation or friendships, e.g. 

the creation of ‘Hate’ websites, the posting of jo-
kes, cartoons, gossip and rumours, all directed at 
a specific victim; posting harmful, untrue and/
or cruel statements or pictures, and inviting 
others to do the same, or to comment on them.

•	 Impersonation: Pretending to be someone else 
and sending or posting material to get that per-
son in trouble, put them in danger or to damage 
their reputation or friendships.

•	 Outing: Sharing someone’s secrets or embarras-
sing information or images online.

•	 Trickery: Talking someone into revealing sec-
rets or embarrassing information, then sharing 
it online.

•	 Exclusion: Intentionally and cruelly excluding 
someone from an online group, for example, a 
group of offline friends deciding to ignore a spe-
cific individual as a form of punishment.

•	 Threatening behaviour: Either direct or indi-
rect (interestingly, Willard includes threats to 
hurt someone or to harm oneself).

V. Online Grooming 

31 Online grooming can be described as ‘an adult ac-
tively approaching and seducing children via the 
Internet (especially through social network sites, 
profile sites, chat rooms, news groups, etc.), with 
the ultimate intention of committing sexual abuse 
or producing child pornographic material depicting 
the child concerned’ (Kool, 2011). Although groo-
ming has always existed, the online version thereof 
is relatively new. Digital communication has enor-
mously increased in Western societies. Research into 
young people’s Internet behaviour has shown that 
they spend a considerable part of their free time roa-
ming the Internet, often with insufficient supervi-
sion (Ibid). The Internet offers potential abusers am-
ple opportunity to enter into digital contact with 
children in relative anonymity, which can lead to 
offline and/or online sexual abuse (Ibid).

32 For grooming to be a criminal offence, as referred 
to in European regulations, at least one act towards 
committing the offence is required, aiming to orga-
nise a meeting with the child and intending to have 
sexual contact (Ibid). 

33 In the process of grooming, the perpetrator creates 
the conditions which will allow him/her to abuse the 
children while remaining undetected by others, and 
the child is prepared gradually for the time when the 
offender first engages in sexual molestation (Child-
net International, 2009). Offenders may groom child-
ren through a variety of means. For example, an of-
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fender may take a particular interest in the child and 
make him or her feel special. He may well treat the 
child emotionally like an adult friend, sharing inti-
mate details about his sex life and adult relationships 
(Ibid). Another grooming technique is through the 
gradual sexualisation of the relationship. Offenders 
thus test the child’s reaction to sex by bringing up 
sexual matters, having sexual materials around or 
engaging in sexualised talking (Ibid). 

34  In December 2012, Daniel Enright, 21, from Austra-
lia was charged with sexually assaulting two teen-
agers he allegedly groomed online.22 The offender 
approached the girls via the social networking web-
site ‘Facebook’ before sending them text messages 
where he allegedly posed as a photographer looking 
for models. The charges included 11 counts of groo-
ming girls under the age of 16 for sexual activity by 
sending them text messages. 23 

35 Enright was also charged with soliciting child por-
nography via text messages and sending menacing 
or harassing text messages.24

VI. Sextortion 

36 Sextortion is ‘a form of sexual exploitation where 
people are extorted with a nude image of themsel-
ves they shared on the Internet’ (De la Cerna, 2012). 
Victims are later coerced into performing sexual acts 
with the person doing the extorting, and are coer-
ced into performing hard-core pornography (Ibid).

37 Sextortion also refers to a form of sexual blackmail 
in which sexual information or images are used to 
extort sexual favours from the victim.25 Social me-
dia and text messages are often the source of the se-
xual material and the threatened means of sharing 
it with others.26 

38 Incidents of sextortion have been prosecuted under 
various criminal statutes, including extortion, bri-
bery, breach of trust, corruption, sexual coercion, 
sexual exploitation, sexual assault, child pornogra-
phy, computer hacking and wiretapping. 

39 In April 2010 an offender from Alabama, USA, was 
sentenced to 18 years in prison after he admitted 
sending threatening emails on Facebook and MyS-
pace extorting nude photos from more than 50 
young women in Alabama, Pennsylvania and Mis-
souri (Wilson, 2010). 

40 In Wisconsin, New Berlin, Anthony Stancl, 18, recei-
ved 15 years in prison in February 2010 after prose-
cutors said he posed as a girl on Facebook to trick 
male high school classmates into sending him nude 
cell phone photos, which he then used to extort 
them for sex (Ibid). 

41 In the same year, a 31-year-old California man was 
arrested on extortion charges after authorities said 
he hacked into more than 200 computers and thre-
atened to expose nude photos he found unless their 
owners posed for more sexually explicit videos. 
Forty-four of the victims were juveniles. Federal pro-
secutors said he was even able to remotely activate 
some victims’ webcams without their knowledge and 
record them undressing or having sex (Ibid). 

42 In October 2012, a Canadian teen girl began an online 
relationship with a boy, during which she sent him 
intimate photos of herself.27 The boy then used the 
photos in an attempt to manipulate and coerce the 
girl into sending him a video of herself.28 When she 
refused, the boy gained access to her email account 
and sent the photos to several of her email contacts. 
The boy was charged with making, possession and 
distribution of child pornography, extortion, and th-
reatening death.29

43 In another case, “‘In [i]n January 2013 a Glendale 
man allegedly hacked hundreds of online accounts 
and extorted some 350 women and teenage girls into 
showing him their naked bodies”’ (Los Angeles News 
Online, Jan 29, 2013). This incident is further descri-
bed as such:

The offender hacked into the women’s Facebook, Skype and email ac-
counts. He then changed the passwords to lock victims out of their 
own accounts and then searched emails or other files for naked or se-
minaked photos of the victims (Ibid).  He then posed as a friend, per-
suading them to strip while he watched via Skype, captured images 
of them, or both. When the women discovered that the offender was 
posing as a friend, he often blackmailed them with the nude photos 
he had fraudulently obtained to coerce more stripping. In some ca-
ses, he’s accused of posting the nude photos to the victims’ Facebook 
pages when they refused his demands. (Ibid)

VII. Age Play 

44 “‘Second lLife”’ is not even immune from sexual of-
fences. In everyday language, “‘Second lLife”’ is often 
referred to, as an online computer game.30  Avatars 
are frequently called “‘players”’ and the conditions 
set up by “‘Linden Lab”’ are considered the rules of 
the game (Hoeren, 2009). The established Second Life 
practice of so-called “‘age play”’, in which users re-
quest sex with other players who dress up as child 
avatars, has encouraged a growth in players posing 
as children in order to make money (Kierkegaard, 
2008). Age play is in world sexual activity between 
a child avatar and an adult avatar. Sex is an impor-
tant feature in Second lifeLife. Participants can make 
their avatars look like anything they want and create 
software renderings of whatever equipment they 
want to use (Ibid). They even go to the extent of ac-
tually purchasing scripts and making the avatars en-
gage in simulated sex.
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C.  Prevalence of Sexual 
Harassment in Cyberspace 

45 Many authors refer to sexual harassment on the In-
ternet and describe it as prevalent and risky. Leiblum 
and Döring (2002) argued that the Internet provides 
a convenient vehicle, commonly used, to force se-
xuality on women through non-social (logging into 
web pages) and social (interpersonal communica-
tion) uses of the Net. 

46 Sexual harassment appears on the Internet in a pe-
culiarly virulent form.31 This is because there are 
many more men than women using online services, 
and each male user seems to spend more time on-
line than female users.32 Surveys suggest the propor-
tions of people are around 94% male, and that the 
male presence is dominant in content. Also, the ano-
nymity of the Net gives an atmosphere of seclusion, 
where the harasser feels that he may behave in an 
unacceptable manner with impunity.33

47  Casey & McGarth consider cyberspace as an ideal en-
vironment for sex offenders to commit sexual ha-
rassment and imposition because of its characte-
ristics. Firstly, it is difficult to locate the IP address 
of cybercriminals (Lovet, 2009). Secondly, cybercri-
minals may use cryptography to encrypt evidence 
(Ibid). Thirdly, the transnational nature of cyber-
crime raises an issue because legal and repressive 
systems in the world are currently based on sove-
reign jurisdictions with borders. Frequently, in a cy-
bercrime scenario, the attacker sits in country A, and 
without moving an inch, engages in cybercriminal 
action targeting a victim in country B. The theore-
tical problem is therefore: as follows: knowing the 
crime occurs in country B, while the criminal is in 
country A, how can the criminal be prosecuted and 
under which jurisdiction? (Ibid). 

48 Cunneen and Stubbs (2000) reported an incident in 
which an Australian citizen solicited sex among Fi-
lipino women through the internetInternet in re-
turn for economic privileges. Cooper et al., (2002) 
mentioned the case of an internetInternet user with 
a paraphilia-related disorder who obsessively used 
chat rooms to communicate his sexual thoughts to 
women. 

49 According to “Journal of Adolescent Health (47, 
2010”), only 18% of youth use chat rooms, ; however, 
the majority of Internet-initiated sex crimes against 
children are initiated in chat rooms.34 In 82% of on-
line sex crimes against minors, the offender used 
the victim’s social networking site to gain informa-
tion about the victim’s likes and dislikes.35 65% of on-
line sex offenders used the victim’s social networ-
king site to gain home and school information about 
the victim.36 26%  of online sex offenders used the 

victim’s social networking site to gain information 
about the victim’s whereabouts at a specific time.37 

50  In 2006 one in seven kids received a sexual solicita-
tion online. Over half (56%) of kids sexually solici-
ted online were asked to send a picture; 27% of the 
pictures were sexually- oriented in nature. 44% per 
cent of sexual solicitors were under the age of 18.38 
4 % of all youth Internet users received aggressive 
sexual solicitations, which threatened to spill over 
into “‘real life”’.  These solicitors asked to meet the 
youth in person, called them on the telephone or 
sent offline mail, money or gifts.  Also, four per cent 
of youth had distressing sexual solicitations that left 
them feeling upset of extremely afraid.39 

51 Of aggressive sexual solicitations of youth (when the 
solicitor attempted to establish an offline contact 
via in-person meeting or phone call), 73% of youth 
met the solicitor online. 80% of online offenders 
against youth were eventually explicit with youth 
about their intentions, and only 5% concealed the 
fact that they were adults from their victims. The 
majority of victims of Internet-initiated sex crimes 
were between 13 to 15 years old; 75% were girls and 
25% were boys.40 

52 In 2008, 14 % of students in 10th- to 12th grade have 
accepted an invitation to meet an online stranger 
in-person and 14 % of students, who are usually the 
same individuals, have invited an online stranger 
to meet them in-person.41 14 % of 7th- through 9th 
grade students reported that they had communica-
ted with someone online about sexual things; 11 % 
of students reported that they had been asked to talk 
about sexual things online; 8 % have been exposed to 
nude pictures and 7 % were also asked for nude pic-
tures of themselves online.42 59 % of 7th- through 9th 
grade victims said their perpetrators were a friend 
they know knew in-person; 36 % said it was someone 
else they know; 21 % said the cyber offender was a 
classmate; 19 % indicated the abuser was an online 
friend; and 16 % said it was an online stranger.43 9 
% of children in 7th- through 9th grade have accep-
ted an online invitation to meet someone in-person 
and 10 % have asked someone online to meet them 
in-person. 13 % of 2nd- through 3rd grade students 
report that they used the Internet to talk to people 
they do not know, 11 % report having been asked 
to describe private things about their body and 10 
% have been exposed to private things about some-
one else’s body.44

D.      Legal Regulation 

53 There have been calls in the United States for speci-
fic cyberstalking legislation (Elison et al., 1998). It is 
argued that victims of cyberstalking are inadequa-
tely protected as existing laws are too inflexible to 
cover online harassment (Ibid). Under this section, 
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we shall focus on the legal regulation of online se-
xual harassment in the USA, the United Kingdom 
and according to the Council of Europe & the Euro-
pean Union. 

I. United States 

54 Under 18 U.S.C. 875(c), it is a federal crime, punis-
hable by up to five years in prison and a fine of up 
to $250,000, to transmit any communication in in-
terstate or foreign commerce containing a threat to 
injure the person of another. Section 875(c) applies 
to any communication actually transmitted in in-
terstate or foreign commerce – thus it includes th-
reats transmitted in interstate or foreign commerce 
via the telephone, email, beepers or the Internet.45

55 Although 18 U.S.C. 875 is an important tool, it is not 
an all-purpose anti-cyberstalking statute. First, it ap-
plies only to communications of actual threats. Thus, 
it would not apply in a situation where a cyberstalker 
engaged in a pattern of conduct intended to harass 
or annoy another (absent some threat). Also, it is not 
clear that it would apply to situations where a per-
son harasses or terrorizes another by posting mes-
sages on a bulletin board or in a chat room encou-
raging others to harass or annoy another person.46 

56 Certain forms of cyberstalking also may be prosecu-
ted under 47 U.S.C. 223. One provision of this statute 
makes it a federal crime, punishable by up to two ye-
ars in prison, to use a telephone or telecommunica-
tions device to annoy abuse, harass, or threaten any 
person at the called number. The statute also requi-
res that the perpetrator not reveal his or her name. 
(Ssee 47 U.S.C. 223(a)(1)(C)). Although this statute is 
broader than 18 U.S.C. 875 – in that it covers both 
threats and harassment – Section 223 applies only 
to direct communications between the perpetrator 
and the victim. Thus, it would not reach a cyber-
stalking situation where a person harasses or terro-
rizes another person by posting messages on a bul-
letin board or in a chat room encouraging others to 
harass or annoy another person. Moreover, Section 
223 is only a misdemeanormisdemeanour, punisha-
ble by not more than two years in prison. 

57 In addition, Title VII of the Civil Rights Act of 1964, 
a federal law, prohibits sex harassment in employ-
ment, including harassment based on sex, preg-
nancy, childbirth, and related medical conditions. 
The Equal Employment Opportunity Commission 
(EEOC) is the federal agency charged with enforcing 
these provisions. Under Title VII, online content can 
be considered illegal sexual harassment if it is un-
welcome, of a sexual nature, and is severe or perva-
sive enough to create a hostile work environment.47

58 President Clinton signed a bill into law in October 
1998 that protects children against online stalking. 

The statute, 18 U.S.C. 2425, makes it a federal crime 
to use any means of interstate or foreign commerce 
(such as a telephone line or the Internet) to knowin-
gly communicate with any person with intent to so-
licit or entice a child into unlawful sexual activity.48 
While this new statute provides important protec-
tions for children, it does not reach harassing phone 
calls to minors absent a showing of intent to entice 
or solicit the child for illicit sexual purposes.

59  California was the first state to pass a stalking law 
in 1990, and all the other states have since followed. 
The first US State state to include online communi-
cations in its statutes against stalking was Michigan 
in 1993. Under the Michigan Criminal Code, “‘ha-
rassment”’ is defined as conduct directed toward a 
victim that includes repeated or continuing uncon-
sented contact, that would cause a reasonable indi-
vidual to suffer emotional distress, and that actu-
ally causes the victim to suffer emotional distress. 
Unconsented contact under the Michigan Code spe-
cifically includes sending mail or electronic com-
munications to that individual. A number of other 
US States states besides Michigan have anti-stalking 
laws that include electronic harassment. These sta-
tes include: Arizona,49 Alaska,50 Connecticut,51 New 
York,52 Oklahoma,53 and Wyoming.54

60  In the US, Michigan was the first state to charge so-
meone with online stalking (Ellison, 1998). Andrew 
Archambeau refused to stop sending email messa-
ges to a woman he met through a computer dating 
agency and was charged under Michigan stalking 
laws in May 1994. Archambeau’s lawyers sought to 
challenge the constitutionality of these anti-stalking 
laws. In January 1996, however, Archambeau howe-
ver pleaded no contest to the stalking charge (Ibid). 

61  McGraw highlights further difficulties in using anti-
stalking legislation to combat online harassment 
(Ellison et al., 1998). In a number of states, McGraw 
explains, the language of the statute requires physi-
cal activity, thus exempting email harassment (Ibid). 
Some state statutes also require a “‘credible threat”’ 
of serious physical injury or death. In such states, 
email harassment is unlikely to meet this standard 
(Ibid). This was true in the Jake Baker case.55 Using 
the pseudonym “‘Jake Baker”’, Abraham Jacob Alk-
habaz, a student at the University of Michigan, pos-
ted stories to a newsgroup called “‘alt.sex.stories”’. 
One of Baker’s stories described the rape, torture 
and murder of a woman. Baker used the real name 
of a fellow student from the University of Michigan 
for the victim. Baker also corresponded with a rea-
der of the story via email who used a pseudonym of 
“‘Arthur Gonda”’ in Canada. In over 40 emails both 
men discussed their desire to abduct and physically 
injure women in their local area. Baker was arres-
ted and held without bail and was charged with the 
interstate transmission of a threat to kidnap or in-
jure another. Though most described Baker as a quiet 
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“‘computer geek”’ with no history of violence, the 
stories he posted on the Internet were horrific and 
disturbing. Nevertheless, a US District Court Judge 
dismissed the case against Baker, ruling that the th-
reats lacked a specific intent to act or a specific tar-
get required under the Michigan stalking law.

62  Finally, federal legislation is needed to fill the gaps 
in current law. While most cyberstalking cases will 
fall within the jurisdiction of state and local autho-
rities, there are instances – such as serious cyber-
harassment directed at a victim in another state or 
involving communications intended to encourage 
third parties to engage in harassment or threats – 
where state law is inadequate or where state or lo-
cal agencies do not have the expertise or the resour-
ces to investigate and/or prosecute a sophisticated 
cyberstalking case. Therefore, federal law should be 
amended to prohibit the transmission of any com-
munication in interstate or foreign commerce with 
intent to threaten or harass another person, where 
such communication places another person in fear 
of death or bodily injury to themselves or another 
person. Because of the increased vulnerability of 
children, the statute should provide for enhanced 
penalties where the victim is a minor. Such targe-
ted, technology-neutral legislation would fill exis-
ting gaps in current federal law, without displacing 
the primary law enforcement role of state and local 
authorities and without infringing on First Amend-
ment-protected speech. 

II. United Kingdom 

63 Existing UK laws are sufficiently flexible to encom-
pass online stalking, email harassment, child por-
nography offences and online grooming.56 The Tele-
communications Act 1984, Section 43, for example, 
makes it an offence to send by means of a public te-
lecommunications system a message or other matter 
that is grossly offensive or of an indecent, obscene 
or menacing character. For the purposes of the Act, 
a public telecommunication system is any telecom-
munications system57 so designated by the Secretary 
of State and is not confined to British Telecom’s tele-
phone system. The Act therefore potentially covers 
the sending of offensive email messages in some in-
stances.58 The Act will not apply, however, in cases 
where the data is transmitted by using a local area 
network unless part of the transmission is routed 
through a public telecommunications system.59 So, 
whether the Act applies to email harassment will de-
pend upon the telecommunications network used, 
but the Act is not limited to voice communications.

64  The Protection from Harassment Act 1997 may also 
be invoked in cases of online harassment. This Act 
provides a combination of civil and criminal mea-
sures to deal with stalking. It creates two criminal 

offences, the summary offence of criminal harass-
ment60  and an indictable offence involving fear of vi-
olence.61 Under Section 2 it is an offence to pursue a 
course of conduct which amounts to the harassment 
of another where the accused knew or ought to have 
known that the course of conduct amounts to ha-
rassment. A person commits an offence under Sec-
tion 4 if he pursues a course of conduct which cau-
ses another to fear, on at least two occasions, that 
violence will be used against him. It is sufficient that 
the accused ought to have known that his course of 
conduct would cause the other to so fear on each of 
those occasions. 

65  The Act also gives courts the power to impose res-
training orders on convicted defendants, prohibi-
ting them from further conduct which may be inju-
rious to the victim. Breach of such an order carries a 
potential sentence of five years’ imprisonment. Ha-
rassment includes both alarm and distress, though 
harassment, alarm and distress are not specifically 
defined in the Act and so these terms are to be gi-
ven their ordinary meaning. The range of behavi-
our covered by the Act is thus potentially extremely 
wide. The sending of abusive, threatening emails or 
the posting of offensive material would constitute 
an offence under Section 2 of the Act, as long as it 
amounts to a course of conduct (for example, more 
than one e-mail must be sent) and the offender knew 
or ought to have known that his conduct amounted 
to harassment.

66  On a different note, sections 14 & 15 of the Sexual Of-
fences Act 2003 make it an offense to arrange a mee-
ting with a child, for oneself or someone else, with 
the intent of sexually abusing the child. The meeting 
itself is also criminalized. The Protection of Child-
ren and Prevention of Sexual Offences (Scotland) Act 
2005 introduced a similar provision for Scotland. 

67 Thus, a crime may be committed even without the 
actual meeting taking place and without the child 
being involved in the meeting (for example, if a po-
lice officer has taken over the contact and pretends 
to be that child). 

68  In January 2012, Scotland Yard investigated what 
was believed to be one of the first cases of cyber-stal-
king involving Twitter in the United Kingdom.62 The 
Metropolitan Police confirmed it examined claims 
that a 37-year-old man has had allegedly been tar-
geting two women who claim to have received of-
fensive, racist and sexually demeaning tweets and 
emails. It is believed the alleged harassment has had 
gone on since the beginning of November 2011 and 
involved as many as five victims.63 The pair are were 
thought to have been targeted because of their views 
on Israel and the Iraq war. According to those fami-
liar with the case, the man has had allegedly sent 
more than 16,000 tweets to the victims and tried to 
contact one of them at work. Although they blocked 
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the tweets, the sender has varied his Twitter address 
as his messages have becoame more threatening. 
His alleged tweets included the warnings: “‘I am in 
a war to the death. Stay well clear for your own sa-
fety. Don’t ever tweet me again”’; “‘Remember watch 
your back 24 hours a day 7 days a week for life”’; and 
“‘Want me to tweet you your death place?”’ Twitter 
has consequently taken down all of the offensive 
tweets.64

III. The Council of Europe 

69 The Council of Europe has pointed to the importance 
of addressing cyberbullying in several documents, 
such as the Recommendation on empowering child-
ren in the new information and communications en-
vironment (Council of Europe, 2006), the Declara-
tion on protecting the dignity, security and privacy 
of children on the Internet (Council of Europe, 2008), 
the Recommendation on measures to protect child-
ren against harmful content and behaviour and to 
promote their active participation in the new infor-
mation and communications environment (Council 
of Europe, 2009) and the Recommendation on the 
protection of human rights in social networks (Coun-
cil of Europe, 2012).

70  Aside from these recommendations and declara-
tions, the European Convention on Human Rights 
(ECHR), one of the cornerstones of human rights 
protection in Europe, provides guarantees with re-
gard to the freedom of expression (article Article 
10 ECHR) and the right to privacy (article Article 8 
ECHR).

71  The right to freedom of expression protects a broad 
range of speech. Already in 1976, the European Court 
of Human Rights (ECHR) argued in the case Handy-
side v. UK that article Article 10 is applicable not only 
“‘to information or ideas that are favourably recei-
ved or regarded as inoffensive or as a matter of in-
difference, but also to those that offend, shock or 
disturb”’ (Lievens, 2012). Whether an act which can 
be classified as cyberbullying (for instance, a series 
of negative comments on someone’s Facebook wall 
which may be hurtful to the person who is targe-
ted) may be considered a protected ‘expression’ or 
not will need to be judged on a case-by-case basis, 
taking all circumstances into account (Ibid). An im-
portant element in this delicate consideration might 
be the motivation or intent of the offender. Howe-
ver, it is important to note that article Article 10 is 
not an absolute right. According to paragraph 2, re-
strictions on the freedom of expression may be im-
posed if they are (1) prescribed by law, (2) introduced 
with a view to specified interests such as the protec-
tion of health or morals or the protection of the re-
putation or the rights of others, and (3) necessary in 
a democratic society (Ibid).

72  Acts of cyberbullying may also infringe on the right 
to privacy of an individual, guaranteed by article Ar-
ticle 8 ECHR. An interesting case in this context is 
K.U. v. Finland (Lievens, 2012). The case dealt with 
an advertisement on a dating site, placed by unk-
nown persons, in the name of a 12-year-old boy wi-
thout his knowledge. This advertisement included 
the age of the boy, a description of his physical cha-
racteristics, a link to his website which contained a 
picture and a telephone number, and a statement 
that he was seeking an intimate relationship with a 
boy. At the time of the facts it was not possible ac-
cording to Finnish legislation to obtain the identity 
of the person who placed the advertisement from 
the Internet provider (Ibid). The Court considered 
the applicability of article Article 8 ECHR indisputa-
ble and emphasised that “‘[c]hildren and other vul-
nerable individuals are entitled to State protection, 
in the form of effective deterrence, from such grave 
types of interference with essential aspects of their 
private lives”’. The fact that no effective steps could 
be taken to identify and prosecute the person who 
placed the advertisement, and thus the failure by the 
Finnish government to fulfillfulfil its positive obli-
gation to provide a framework of protection, led the 
Court to decide that article Article 8 ECHR had been 
violated (Ibid). 

IV. The European Union 

73 In December 2011, the European Union adopted the 
Directive on Combating the Sexual Abuse and Sexual 
Exploitation of Children and Child pornography.65 
The approach of this Directive to offences concer-
ning child pornography is similar to the approach 
of the Lanzarote Convention.66 Article 5 contains the 
(range of) punishments that should be applied to the 
acquisition, possession, knowingly obtaining access 
to, distribution, dissemination, transmission, offe-
ring, supplying or making available of child porno-
graphy. In addition, article Article 8 specifically al-
lows Member States to decide whether article Article 
5(2) and (6) apply to the production, acquisition or 
possession of material involving children who have 
reached the age of sexual consent where that mate-
rial is produced and possessed with the consent of 
those children and only for the private use of the 
persons involved, in so far as the acts did not involve 
any abuse. As recital 20 put it:

This Directive does not govern Member States’ policies with regard to 
consensual sexual activities in which children may be involved and 
which can be regarded as the normal discovery of sexuality in the 
course of human development, taking account of the different cultu-
ral and legal traditions and of new forms of establishing and main-
taining relations among children and adolescents, including through 
information and communication technologies. These issues fall out-
side of the scope of this Directive. Member States which avail them-
selves of the possibilities referred to in this Directive do so in the exer-
cise of their competences.
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74 The European Union has also repeatedly pointed out 
that cyberbullying is an important issue that needs 
to be tackled, for instance in the framework of the 
Safer Internet Programme, or in the European Strat-
egy for a better internetInternet for children (Euro-
pean Commission, 2012). With regard to legislation, 
the most relevant and applicable provisions are in-
cluded in the Data Protection Directive. As the Euro-
pean Data Protection Supervisor has stated:

75 “When individuals put information about third parties, for ex-
ample, comments on their appearances or behaviors, indepen-
dently of whether this constitutes legally cyber-harassment, they 
disclose personal information of their victims. For example, their 
real name, their address, school, etc. The principles and obliga-
tions embodied in the EU data protection legislation are fully ap-
plicable to the disclosure of this information, which under EU le-
gislation qualifies as personal data, in forums or social networks. 
For example, data protection legislation requires informing and 
in many cases obtaining the consent of individuals before pu-
blishing information that relates to them. Obviously, those en-
gaged in cyber harassment do not inform, much less ask for the 
consent of their victims to publish their personal data, thus, auto-
matically breaching data protection legislation”. (Lievens, 2012). 

76 It is possible to file a complaint with the national 
Data Protection Authority or go to court in case of a 
violation of the Data Protection Directive.

E. Tackling Online Sexual 
Harassment 

77 From logical, theoretical, and pragmatic perspecti-
ves, knowing the associated problem,  and risks as-
sociated therewith, and the ills resulting therefrom 
them is an indispensable step towards a possible so-
lution. Furthermore, such a determination consti-
tutes an integral part of devising effective vaccines 
and serums to eradicate and prevent this evil. Having 
discussed the diverse aspects of the vexing problem 
of online sexual harassment, we shall now address 
some of the its potential solutions thereto. Thus, we 
shall analyzeanalyse in this section the importance 
of establishing multinational public – -private colla-
boration, educating internetInternet users, perpet-
rators and victims and regulating the liability of in-
ternetInternet service providers. 

I. Establishing Multidimensional 
Public-private Private 
Collaboration 

78 To tackle online sexual harassment effectively, it is 
essential to establish multidimensional public-pri-
vate collaboration between law enforcement agen-
cies, the information technology industry and ISPs. 
Without efficient private –- public cooperation, 

online sexual harassment will never be tackled 
effectively. 

79 The private sector needs to be assured of a confi-
dential relationship in which information can be 
exchanged for investigative and intelligence pur-
poses. Furthermore, law enforcement, prosecutors 
and judges often do not have the necessary techni-
cal means and knowledge to investigate and prose-
cute these types of crimes. Law enforcement agen-
cies must work in partnership with those who will 
influence the operating environment so that all con-
cerned can better anticipate changes in criminal be-
haviorbehaviour and technological misuse.  

II. Using Innovative Software 

80 New and innovative software programs which ena-
ble users to control the information they receive 
are constantly being developed. There are, for ex-
ample, technical means by which internetInternet 
users may block unwanted communications. Tools 
available include “‘kill”’ files and “‘bozo”’ files which 
delete incoming email messages from individuals 
specified by the user. Such tools are included with 
most available email software packages. In addi-
tion, programs such as Eudora and Microsoft Out-
look have filter features which that can automati-
cally delete emails from a particular email address 
or those which contain offensive words. Chat- –room 
contact can be blocked as well.

81  There is also specially designed software to filter or 
block unwanted email messages. These tools, such as 
CyberSitter67 and Netnanny,68 are designed mainly to 
block the access of children to sexually explicit web-
sites and newsgroups, but can also be used to filter 
out and block email communications. Some of this 
software can additionally filter words through the 
incoming and outgoing email messages. The man-
datory use of such software, especially at access le-
vel, by libraries and ISPs is criticized within the US, 
because the decisions taken to block certain websi-
tes are arbitrary and within the discretion of the pri-
vate companies that develop these systems (Ellison 
et al., 1998). They are also defective, since most of 
them block such websites as the Middlesex County 
Club or Mars Explorer, while trying to block the word 
“‘sex”’; or block websites by looking at the keywords 
in the meta-tags offered by the individual html files 
(Ibid). These tools may be of some use to victims 
of cyber-stalkers to filter out unwanted messages, 
nonetheless. 

82  These approaches may be useful in situations where 
the communications are merely annoying but may 
be useless in situations in which threatening com-
munications are not received by the intended victim. 
A victim who never “‘receives”’ the threat may not 
know he or she is being stalked, and may be alerte-
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red, for the first time, when the stalker shows up to 
act on his or her threats.

III. Educating Internet Users, 
Perpetrators and Victims 

83 The education of potential perpetrators on how to 
behave online is one of the important steps to in 
tackle tackling internetInternet sexual harassment. 
In addition, the education of internetInternet users 
and victims is the first step towards self-protection. 

84  The reason educational approaches are so vital is be-
cause they can help teach perpetrators how to be-
have in and victims how to respond to a wide variety 
of situations (Szoka et al., 2009). Education teaches 
lessons and builds resiliency, providing skills and 
strength that can last a lifetime. That was the cen-
tral finding of a blue-ribbon panel of experts conve-
ned in 2002 by the National Research Council of the 
National Academy of Sciences to study how best to 
protect children in the new, interactive, “‘always-
on”’ multimedia world (Ibid). Under the leadership 
of former U.S. Attorney Attorney-General Richard 
Thornburgh, the group produced a massive report 
that outlined a sweeping array of methods and tech-
nological controls for dealing with potentially ob-
jectionable media content or online dangers (Ibid). 
Ultimately, however, the experts used a compelling 
metaphor to explain why education was the most 
important strategy on which parents and policyma-
kers should rely (Ibid): 

“Technology—in the form of fences around pools, pool alarms, and 
locks—can help protect children from drowning in swimming pools. 
However, teaching a child to swim—and when to avoid pools—is a far 
safer approach than relying on locks, fences, and alarms to prevent 
him or her from drowning. Does this mean that parents should not 
buy fences, alarms, or locks? Of course not—because they do provide 
some benefit. But parents cannot rely exclusively on those devices to 
keep their children safe from drowning, and most parents recognize 
that a child who knows how to swim is less likely to be harmed than 
one who does not. Furthermore, teaching a child to swim and to exer-
cise good judgment about bodies of water to avoid has applicability 
and relevance far beyond swimming pools—as any parent who takes 
a child to the beach can testify”.

85 In addition, there are many websites and books 
which provide information for self-protection from 
cyber-stalkers for online users. Women are also ad-
vised, where possible, to adopt either a male or gen-
der neutral user name. Internet users should re-
gularly check their online profile (finger files) or 
biography to see what information is available to 
a potential stalker. They are also advised to under-
stand how the privacy settings of their social net-
work sites work and customize these privacy set-
tings to block strangers from obtaining personal 
information. 

IV. Regulating the Liability of 
Internet Service Providers 

86 Although the status of ISPs in some European coun-
tries is very much debatable , – for instance, whe-
ther they are publishers, distributors or common 
carriers – , the Internet industry should also have 
a similar responsibility (Chawki, 2009). The tricky 
question remains: how to achieve this? While it 
may be difficult to control the content of the Inter-
net, its provision by the ISPs may be controlled. In 
France, for example, La Loi pour la Confiance dans 
l’Economie Numérique LEN defines the liability and 
clarifies the role and responsibility of ISPs.69 The ob-
jective of this law is to provide impetus to the digi-
tal economy in France in order to reinforce confi-
dence in the use of such new technology and thereby 
ensure its growth.70 This law has transposed the E-
commerce Directive 2000/31/CE into French law to-
gether with part of the Directive on Privacy and Elec-
tronic Communications 2002/58/EC. The (LEN) has 
been heavily modified during its passage through 
the pipeline of parliamentary procedure,71 and has 
been the subject of criticism and has met with vo-
ciferous opposition from a number of quarters, in 
particular ISPs and user groups, claiming the draft 
(LEN) threatened free expression on the Internet 
and placed a significant and unfair burden on ISPs 
to censor online content (Taylor, 2004). Many ac-
tions have also been undertaken by EDRI72 member 
IRIS, which launched a petition against this provi-
sion in the draft law, together with the French Hu-
man Rights League, the G10-solidaires association of 
trade- unions, and two non-commercial providers.73 
The petition has been signed by more than 8,000 in-
dividuals and 170 organisations. 

87  Other actions have been undertaken by ODEBI, an 
association of Internet users, and by Reporters wi-
thout Borders (RSF).74 Considerable lobbying conti-
nued prior to the second reading of the Bill by the 
Senate, which took place on 8th April, 2004. At the 
second reading, the Senate voted to adopt the (LEN), 
but with certain crucial modifications. Actually, ar-
ticle Article 6 provides that ISPs are not liable for in-
formation transmitted or hosted unless they have 
actual knowledge of illegal activity or information 
of facts or circumstances from which the illegal acti-
vity or information is apparent; or if upon obtaining 
such knowledge or awareness they act expeditiously 
to remove or to disable access to the information. 
With respect to contractual provisions on an ISP’s li-
ability, it should be noted that these provisions are 
not enforceable against third parties in France. As 
a result, a contractual exemption of liability cannot 
be used with regard to a third party (not subscri-
bing with an ISP) who has suffered harm as a result 
of unlawful content broadcast on the networks, for 
example, or an act of infringement. person habitu-
ally engaged in prostitution.75 



Online Sexual Harassment

2013 83 4

88  On a different note, The Association des Fournisseurs 
d’Accès et des Services Internet (AFA)76 requires its 
members to offer their customers tools for (i) the fil-
tering of illegal or harmful content; (ii) the regula-
tion of unwanted bulk mail; and (iii) a point of con-
tact for the reporting of illegal or harmful content. 
In this way the responsibility for receiving or sen-
ding content is passed back to the customers – the 
customers are given the tools to determine them-
selves what information (illegal, harmful, necessary, 
etc.) they would like to receive or send.77  The AFA 
makes a specific reference to the workings of the In-
ternet Content Rating Association (ICRA) in offering 
systems capable of filtering content (both against il-
legal and harmful content and for the protection of 
minors) and members are expected to abide with by 
ICRA’s procedures. The implication of the rules rela-
ting to illegal and harmful content is as follows: 78 

• An ISP has no responsibility to monitor and re-
move material on its own initiative;

• If the ISP removes information at the request of 
law enforcement agencies or private organisa-
tions acting as monitors of Internet content it 
should not be held responsible for the removal;

• If on the other hand an ISP does not follow the 
requests of law enforcement agencies and pri-
vate organisations then it is in breach of these 
rules and may be liable for the consequences.  

89 AFA does not have a formal complaints mechanism. 
When complaints are received they are passed onto 
the member and it is up to the member to handle 
the complaint.79 The Statute founding AFA as an as-
sociation, however, allows for a member to be ex-
pelled from the association, amongst other reasons, 
if the member acts against rules set by the AFA. In 
both cases, member ISPs apparently follow the ru-
les of their association.80 It can be argued that in cer-
tain circumstances, it is in the ISP’s own interest to 
do so for this guarantees a certain amount of protec-
tion against liability. An ISP that does not follow the 
rule of its own association exposes itself to legal lia-
bility. Furthermore, AFA is represents strong lobby 
groups with government and with policy groups. It 
thus benefits an ISP to be a member of the associa-
tion and not risk expulsion.81 

F. Future Prospects 

90 It’s clear that online sexual harassment is not going 
to disappear. While cybercrime is an unwanted side 
effect of the Internet age, it’s also part of a broader 
crime landscape. If there’s a use for something, so-
meone will always find a way to abuse it, and this 
includes computer technology and the connecti-
vity provided by the Internet. Crime can never be 
eliminated, so tackling online sexual harassment is 

less about “‘winning the war”’ than about mitiga-
ting the risks associated with using the Internet. To 
manage the risk, the global society clearly needs a 
legal framework, together with appropriate and ef-
fective law enforcement agencies. There’s little ques-
tion that law enforcement agencies have developed 
increasing expertise in dealing with high-tech crime 
during the last decade, including joint policing ope-
rations across national borders. This must be further 
developed if we are to deal effectively with online 
sexual harassment. In particular, the extension of 
international legislation beyond developed coun-
tries, and the development of a “‘cyber-Interpol”’ to 
pursue criminals across geo-political borders, would 
contribute greatly to the fight against online sexual 
harassment. Law enforcement, however, is only part 
of the solution. We also need to ensure that individu-
als understand the risks and have the knowledge and 
tools to minimise their exposure to this threat. This 
problem is exacerbated by the growing number of 
people accessing the Internet for the first time. Soci-
ety must find imaginative and varied ways of raising 
public awareness about online sexual harassment 
and about methods which can be used to mitigate the 
risks. The “‘information super-highway”’ is no diffe-
rent to any other public road. We need well-desig-
ned roads, safe cars, clear signs and competent dri-
vers. In other words, we need a blend of appropriate 
legislation, effective policing and public awareness.

G. Conclusion 

91 Due to the seeming invisibility and anonymity of the 
Internet, online sexual harassment has become a se-
rious and social concern. The solution is not neces-
sarily to avoid the Internet and other digital tech-
nologies; rather, more Internet safety education and 
prevention information are needed to raise aware-
ness for youths, adults and practitioners. Adults, in-
cluding helping professionals, who are not confident 
and do not feel well-versed in new digital technolo-
gies, must acknowledge that the Internet is a new 
space for individuals to connect and converse, both 
positively and negatively. Having the knowledge and 
skills to help online sexual harassment victims is ne-
cessary in this new era. 

References:

A. Barak, Sexual Harassment on the Internet, Social 
Science Computer Review , vol. 23 no. 1, [2005]. 

A. Barak, Cross – c-Cultural Perspectives on Sexual 
Harassment. In W. O’Donohue (Ed.) Sexual Harass-
ment: Theory, Research & Treatment, (Boston, Al-
lyn & Bacon), [1997]. 



2012 

Mohamed Chawki

84 4

J. Richman et al., Sexual Harassment and Genera-
lized Workplace Abuse among University Employees: 
Prevalence and Mental Health Correlates, American 
Journal of Public Health, 89, [1999]. 

J. Suler, To Get What You Need: Healthy and Patho-
logical Internet Use. CyberPsychology and Behavior, 
2, [1999], 385 – -394. 

K. Mitchell, D. Finkelhor & J. Wolak, The Exposure 
of Youth to Unwanted Sexual Material on the Inter-
net: A National Survey of Risk, Impact, and Preven-
tion. Youth & Society, 34, [2003]. 

L. Ellison & Y. Akdeniz, Cyberstalking: The Regula-
tion of Harassment on the Internet, Criminal Law Re-
view, December, [1998]. 

L. Fitzgerald, M. Gelfand & F. Drasgow, Measuring 
Sexual Harassment: Theoretical and Psychometric 
Advances. Basic and Applied Social Psychology, 17, 
[1995]. 

L. Fitzgerld, V. Magley, F. Drasgow & C. Waldo, 
Measuring Sexual Harassment in the Military, The 
Sexual Experiences Questionnaire (SEQ – DoD). Mi-
litary Psychology, 11, [1999]. 

M. Chawki, Online Child Sexual Abuse: The French 
Response, Journal of Digital Forensics, Security & 
Law, Vol. 4, No. 4, [2009]. 

M. de la Cerna, Sextortion, [Online], Cebu Daily News, 
available at: <www.newsinfo.inquirer.net>, (visited 
16/03/2013). 

McGuire & E. Casey, Forensic Psychiatry and the In-
ternet: Practical Perspectives on Sexual Predators 
and Obsessional Harassers in Cyberspace. Journal of 
the American Academy of Psychiatry and the Law, 
30, [2002]. 

N. Levy et al., Bullying in a Networked Era: A Lite-
rature Review, Berkman, Research Publication No. 
2012 – 17, [2012], available online. 

P. Bocij, Cyberstalking: Harassment in the Internet 
Age and How to Protect Your Family, Westport, CT: 
Praeger, [2004]. 

Q. Li, Gender and CMC: A Review on Conflict and Ha-
rassment, Australasian Journal of Educational Tech-
nology, 2005, 21 (3), pp. 382 – 406. 

R. Kool, Prevention by All Means? A Legal Compari-
son of the Criminalization of Online Grooming and 
Its Enforcement, Utrecht Law Review, Vol. 7, No. 3, 
[2011]. 

S. Kierkegaard, Cybering, Online Grooming and Age 
Play, Computer Law & Security Report, 24, [2008]. 

A. Barak & A. King, The Two Faces of the Internet: 
Introduction to the Special Issue on the Internet and 
Sexuality. CyberPsychology and Behavior, 3, [2000].

A. Chaudhuri, Are Social Networking Sites a Source 
of Online Harassment for Teens? Evidence from Sur-
vey Data, Net Institute, Online Working Paper, [2008]. 

A. Cooper, I. McLoughlin, P. Reich, J. Kent-Ferraro, 
Virtual Sexuality in the Workplace: A Wake-up 
Call for Clinicians, Employers and Employees. In A. 
Cooper (Ed.) Sex and the Internet: A Guidebook for 
Clinicians, (New York, Brunner – Routledge), pp. 109 
– 128, [2002]. 

A. Cooper, G. Golden & J. Kent-Ferraro, Online Se-
xual Behaviors in the Workplace: How Can Human 
Resource Departments and Employee Assistance Pro-
grams Respond Effectively? Sexual Addiction and 
Compulsivity, 9, [2002]. 

B. Szoka et al., Cyberbullying Legislation: Why Edu-
cation is Is Preferable to Regulation, The Progress 
& Freedom Foundation, Volume 16, Issue 12, [2009].

C. Cunneen & J. Stubbs, Male Violence, Male Fantasy 
and the Commodification of Women through the In-
ternet. Interactive Review of Victimology, 7, [2000]. 

C. Wilson, Feds: Online Sextortion of Teens on the 
Rise, Online, NBCNews, available at <www.nbcnews.
com>, (visited (16/3/ March 2013). 

D. Harvey, Cyberstalking and Internet Harassment: 
What the Law Can doDo, Online, Internet Safety 
Group, available at <www.netsafe.org.nz>, [2003]. 

D. Sacco et al., Sexting: Youth Practices and Legal Im-
plications, Berkman Center for Internet & Society, 
Research Publication No. 2010 – 8, [22 June, 22, 2010]. 

D. Taylor, Internet Service Providers (ISPs) and their 
Responsibility for Content under New French Legal 
Regime, Computer Law and Security Report, Vol. 20, 
Issue 4. 

E. Lievens, Bullying & Sexting in Social Networks 
from a Legal Perspective: Between Enforcement 
and Empowerment, ICRI Working Paper 7/20102, 
[20 June 20, 2012]. 

F. Till, Sexual Harassment: A Report on the Sexual 
Harassment of Students. (Washington DC, Advisory 
Council on Women’s Educational Programs), [1980]. 

G. Lovet, Fighting Cybercrime: Technical, Judicial & 
Ethical Challenges, Virus Bulletin Conference, Sep-
tember [2009], available at <www.fortiguard.com>.

J. Morahan- – Martin, Women and the Internet: Pro-
mise and Perils. CyberPsychology and Behavior, 3, 
[2000]. 



Online Sexual Harassment

2013 85 4

S. Leiblum & N. Döring, Sex and the Internet: A Gui-
debook for Clinicians, New York: Brunner- – Rout-
ledge, [2002]. 

S. Schenk et al., Cyber- – Sexual Harassment: The De-
velopment of the Cyber- – Sexual Experiences Ques-
tionnaire, McNair Journal, Vol. 12, Issue 1, [2008]. 

T. Hoeren, The European Liability and Responsibi-
lity of Providers on Online – Platforms Such as Se-
cond Life , JILT, 1 [2009]. 

1 Mohamed CHAWKI, LL.B, BA, LL.M, Ph.D is a Senior Judge; 
Founder and Chairman of the International Association of 
Cybercrime Prevention (IACP) , Paris, France; & and Research 
Fellow at the Center of Terrorism Law , St. Mary’s University 
School of Law, Texas, USA. ; Email: chawki@cybercrime-fr.
org; . Yassin el SHAZLY, LL.B, LL.M, Ph.D is a Senior Lecturer 
at the Faculty of Law, University of Ain-Shams, Cairo, Egypt; 
& and Legal Expert at the National Telecommunication Super-
visory Authority. ; Email: yassin_shazly@hotmail.com.  

2 See B. Roberts & R. Mann, Sexual Harassment in the Work-
place: A Primer, available at: <www3.uakron.edu>, (visited 
14/02/ February 2013).

3 See Unwanted Sexual Attention, available at: <www.getiton/
nhs.uk>, (visited 17/03/ March 2013).

4  Ibid.
5 See The Center for Health and Gender Equity, Ending Violence 

against Women, [1999], available at <www.info.k4health.org>, 
(visited 14/02/ February 2013).

6 See Internet Harassment, available at <www.unc.edu>, (visi-
ted 14/02/ February 2013).

7 Ibid.
8 See N. Goodno, Cyberstalking, a New Crime: Evaluating the Ef-

fectiveness of Current State and Federal Laws , Missouri Law 
Review, Vol. 72, [2007].

9 Ibid.
10 See ENISA Position Paper No. 1 “‘Security Issues and Recom-

mendations for Online Social Networks”’, edited by Giles Hog-
ben, [October 2007]. Available at <www.enisa.europa.eu>, (vi-
sited 18/03/ March 2013).

11 Ibid.
12 See ENISA Position Paper No. 1 “‘Security Issues and Recom-

mendations for Online Social Networks”’, edited by Giles Hog-
ben, [October 2007]. Available at <www.enisa.europa.eu>, (vi-
sited 18/03/ March 2013).

13 Ibid.
14 Ibid.
15 See E. Porterfield, Facebook Cyberstalking Shocker: Preteen 

Girls Charged In Issaquah Case, available at <www.huffington-
post.com> (visited 18/03/ March 2013).

16 Ibid.
17 See ENISA Position Paper No. 1 “‘Security Issues and Recom-

mendations for Online Social Networks”’, edited by Giles Hog-
ben, [October 2007]. Available at <www.enisa.europa.eu>, (vi-
sited 18/03/ March 2013).

18 Ibid.
19 Ibid.
20 Ibid.
21 Ibid.

22 See Online Grooming Accused in Court, available at <www.
theherald.com.au> , (visited 21/03/ March 2013).

23 Ibid.
24 Ibid.
25 See Sextortion, available at <www.gistmania.com>, (visited 

17/03/ March 2013).
26 Ibid.
27 See Teen Arrested on Sexting Extortion Charges, available 

at <www.newstalk1010.com>, (visited 18/03/ March 2013).
28 Ibid.
29 Ibid.Ibid
30 See <www.secondlife.com>.  
31 See Catherine Waerner, Thwarting Sexual Harassment on 

the Internet, available at: <www.uow.edu.au>, (visited (14/3/ 
March 2013).

32 Ibid.
33 Ibid.
34 See Predator Statistics, available at <www.internetInternetsa-

fety101.org> , (visited 18/03/ March 2013).
35 Ibid.
36 Ibid.
37 Ibid.
38 Ibid.
39 Ibid.
40 Ibid.
41 Ibid.
42 Ibid.
43 Ibid.
44 Ibid
45 See Cyberstalking, available at <www.cyberguards.com> , (vi-

sited 21/03/2013).
46 Ibid
47 Ibid.
48 Ibid.
49 Arizona Criminal Code (1995): 13 -– 2921.
50 Alaska Criminal Law Sec. 11.41.270.
51 Connecticut Penal Code Sec. 53a -– 183.
52 New York Penal Code § 240.30.
53 Oklahoma Code (1996): § 21 -– 1173.
54 Wyoming Code, 6 – 2 -– 506.
55 See United States v. Baker, 104 F. 3d 1492,  [Jan. 29, 1997].
56 See Sexual Offences Act 2003, Sections 45 and 15.
57 A ‘telecommunications system”’ is defined in section 4(1) of 

the Telecommunications Act 1984 as “‘a system for the con-
veyance, through the agency of electric, magnetic, electro-
magnetic, electro-chemical or electro-mechanical energy, of: 
(a) Speech, music and other sounds. (b) Visual images. (c) Si-
gnals serving for the impartation.....of any matter otherwise 
than in the form of sounds or visual images...”’.

58 The Criminal Justice and Public Order Act 1994, s.92 increased 
the maximum fine for an offence under section 43 to level 5 
from level 3 and made it an imprisonable offence with a maxi-
mum term of six months. The new sentencing powers brings 
the penalty more into line with the maximum sentence for 
transmitting indecent or obscene material through the post 
(which is 12 months’ imprisonment) contrary to section 11(2) 
of the Post Office Act 1953.

59 Also note that the Malicious Communications Act 1988 s.1 
creates an offence of sending letters which convey, inter alia, 
threats with the purpose of causing distress or anxiety. The 



2012 

Mohamed Chawki

86 4

Act does not however cover telecommunications messages, 
however.

60 A person guilty of this offence is liable to imprisonment for a 
term not exceeding six months: s.2(2).

61 A person guilty of this offence is liable to imprisonment for a 
term not exceeding five years: s.4(4).

62 See Cyberstalker Targets Women in 16,000 Tweets, availa-
ble at <www.quarduian.co.uk>, (visited 20/03/ March 2013).

63 Ibid.
64 Ibid.
65 See Directive 2011/92/EU of the European Parliament and 

of the Council of 13 December 2011 on Combating the Se-
xual Abuse and Sexual Exploitation of Children and Child 
Pornography.

66 Following the ratification by the Netherlands on 1 March 2010 
and San Marino on 22 March 2010, the Council of Europe Con-
vention on the Protection of Children against Sexual Exploi-
tation and Sexual Abuse (CETS 201) entered into force on 1 
July 2010.

67 See <www.cybersitter.com>.
68 See <http://www.netnanny.com/netnanny>.
69 Before adopting this law, the responsibility of ISPs was gover-

ned by the French law n°2000-719 of 1st August 2000. Under 
this law, ISPs were liable under French civil or criminal re-
sponsibility for the illegal content of the web sites to which 
they provide access, only if they have not promptly under-
taken the appropriate measures to block access to such con-
tent after a judicial decision. See Estelle Halliday v Valen-
tin Lacambre.

70 « ‘Elle a pour objectif d’adapter la législation actuelle au dé-
veloppement de l’économie numérique afin de renforcer la 
confiance dans l’économie électronique et d’assurer le dé-
veloppement de ce secteur, tout en établissant un cadre ju-
ridique stable pour les différents acteurs de la société de 
l’information’ ». Sénat (2007), Loi n° 2004-575 du 21 juin 2004 
pour la confiance dans l’économie numérique, Report, Paris. 
Available at <www.senat.frwww.senat.fr>.

71 In fact, the Senate has deleted the amendments to Article 2 
of the LEN covering the regime governing the responsibi-
lity of ISPs that had been included by the National Assembly. 
This thereby removed the specific obligation to monitor cer-
tain types of content, including paedophilepedophile and ra-
cist material, which undermined the general principle of no 
obligation to monitor content generally, ; See see D. Taylor 
op. cit. p. 270.

72 European Digital Rights was founded in June 2002. Currently 
35 privacy and civil rights organisations have EDRI member-
ship. They are based or have offices in 21 different countries 
in Europe. 

73 See French Draft Law Obliges Providers to Monitor Internet, 
available at <www.edri.orgwww.edri.org>.

74 Ibid.
75 Article 225 – 6.
76 The AFA was created in 2000; it is the amalgamation of two 

previous associations: the Association Française des Profes-
sionnels de l’Internet created in 1996 and the Association des 
Fournisseurs d’Accès à des Services en ligne et à l’Internet 
created in 1997. Both associations were set up mainly to de-
fine common practices regarding illegal content, especially 
child pornography.

77 See J. Bonnici, Internet Service Providers and Self –Regula-
tion: A Process to Limit Internet Service Providers Liability 
in Cyberspace, available at <www.rug.nl>.

78 Ibid.
79 Ibid.

80 Ibid.
81 Ibid.



Breathing Space for Cloud-Based Business Models 

2013 87 4

Breathing Space for Cloud-
Based Business Models 
Exploring the Matrix of Copyright Limitations, Safe Harbours 
and Injunctions

by Martin Senftleben,  Ph.D.; Professor of Intellectual Property, VU University Amsterdam; Senior Consultant, Bird 
& Bird, The Hague.

© 2013 Martin Senftleben

Everybody may disseminate this article by electronic means and make it available for download under the terms and 
conditions of the Digital Peer Publishing Licence (DPPL). A copy of the license text may be obtained at http://nbn-resolving.
de/urn:nbn:de:0009-dppl-v3-en8.

This article may also be used under the Creative Commons Attribution-Share Alike 3.0 Unported License, available at http://
creativecommons.org/licenses/by-sa/3.0/.

Recommended citation: Martin Senftleben, Breathing Space for Cloud-Based Business Models; Exploring the Matrix of 
Copyright Limitations, Safe Harbours and Injunctions, 4 (2013) JIPITEC 2, para 87

Keywords:  Cloud Computing; Economic Policy Concerns; European Law; Competition Law

A. Cloud-Based Service

1 Before embarking on a discussion of breathing space 
for cloud-based business models, it is necessary to 
clarify the type of websites that will be addressed 
in the following analysis. As it is difficult to trace 
the conceptual contours of the ‘cloud’,1 a wide va-
riety of online platforms inevitably enters the pic-

ture. If the ‘cloud’ is equated with the Internet, the 
discussion may even degenerate into a general de-
bate on the scope of copyright protection in the di-
gital environment. 

2 To avoid this generalization, the present inquiry will 
focus on services that offer individual users the op-
portunity of storing copyrighted material on an on-

Abstract:  Cloud-based services keep form-
ing, changing and evaporating like clouds in the sky. 
They range from personal storage space for films 
and music to social media and user-generated con-
tent platforms. The copyright issues raised by these 
platforms seem as numerous as the liquid droplets 
and frozen crystals constituting clouds in the atmo-
sphere of our planet. As providers of cloud-based ser-
vices may seek to avoid dependence on creative indus-
tries and collecting societies, one of these questions 
concerns the breathing space that copyright law of-
fers outside the realm of exclusive rights. Which lim-
itations of protection can serve as a basis for the de-
velopment of new business models? Which safe har 

 
 
bours may be invoked to avoid secondary liability for 
copyright infringement? Which obligations may result 
from injunctions sought by copyright owners? After 
outlining relevant cloud services (section 1) and iden-
tifying the competing interests involved (section 2), 
the inquiry will address these influence factors – limi-
tations, safe harbours and injunctions (section 3). The 
analysis will yield the insight that the most effective 
protection of copyright in the cloud is likely to result 
from acceptance of a compromise solution that, instead 
of insisting on the power to prohibit unauthorised use, 
leaves room for the interests of users and the business 
models of platform providers (concluding section 4).
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line platform.2 This clarification still leaves room for 
the inclusion of various types of platforms and ser-
vices. A distinction can be drawn, however, with re-
gard to the size of the target audience:

• an online platform for posting photographs, 
such as Flickr, or an online platform for posting 
videos, such as YouTube, allows individual users 
to make content generally available on the In-
ternet. In this case, the general public with ac-
cess to the Internet is the target audience.

• a social networking site, such as Facebook, al-
lows individual users to post various types of 
works, such as texts, photographs and videos. 
In this case, the target audience is not the gene-
ral public. It is a specific group of Internet users 
having access to the personal webpages of the 
individual user providing content.

• a digital locker service allowing individual users 
to upload personal copies of protected works to 
personal cloud storage space for later downloa-
ding or streaming on multiple devices, or a pri-
vate video recorder allowing users to obtain re-
cordings of TV programmes for the purpose of 
watching them at a more convenient time. In 
this case, the target audience is confined to the 
individual user.

B. Interests Involved

3 On the basis of this outline of relevant storage servi-
ces, the different stakeholders involved can be iden-
tified: copyright owners, platform providers and in-
dividual users. If cloud-based services are used to 
disseminate protected works without prior authori-
zation, copyright owners may want to invoke their 
exclusive rights to prohibit the use or claim an ap-
propriate reward.3 They will point out that without 
the enforcement of their rights, sufficient incentives 
for new creativity, on-going investment in cultural 
productions and an adequate income from creative 
work cannot be ensured.4 

4 Platform providers, however, will argue that a gene-
ral obligation to monitor the data streams genera-
ted by users is too heavy a burden, and that instead, 
the risk of platforms being held liable for copyright 
infringement must be minimized. Otherwise, expo-
sure to that risk would force them to close down 
their websites. The vibrant Internet as we know it 
today would cease to exist.5 

5 Finally, individual users benefitting from cloud-
based services are not unlikely to emphasize that 
their interests go far beyond mere convenience and 
entertainment. Online platforms for publishing pho-
tographs and videos afford them the opportunity to 
get actively involved in the creation of online con-

tent. Enhanced user participation strengthens the 
role of the Internet as a democratic medium that 
offers room for a wide variety of opinions and con-
tributions.6 Social media offer new forms of self-ex-
pression and social interaction. Private video recor-
ders can be seen as a service facilitating access to TV 
streams and, therefore, as a means of supporting the 
receipt of information.7

6 The protection of copyright is thus to be reconciled 
with several competing interests. Against this back-
ground, policy makers are not unlikely to weigh the 
rationales of copyright protection against other va-
lues, such as freedom of expression and informa-
tion, the interest in maintaining an open Internet, 
the freedom to conduct a business and a participa-
tory Internet culture. Moreover, it must not be over-
looked that at the policy level, economic considera-
tions may play a crucial role. As a medium that keeps 
generating new business models, the Internet still 
offers a remarkable potential for economic growth.8 
Breathing space for the development of cloud-based 
services, therefore, can be part of a country’s inno-
vation policies.9 

C. Survey of Flexibility Tools

7 Given the diversity of interests involved, it is not 
surprising that different strategies have emerged 
to regulate the impact of copyright protection on 
cloud-based services. A survey of available regula-
tory instruments leads to a matrix of copyright li-
mitations, safe harbours for hosting, and injunctions 
against online platforms. Copyright limitations can 
be adopted to exempt certain forms of generating 
online content from the control of the copyright ow-
ner (subsection C I). Safe harbours for hosting servi-
ces can be introduced to shield platform providers 
against the risk of secondary liability for infringing 
content made available by users (subsection C II). In-
junctions against platforms providers (subsection C 
III) can be granted to allow copyright owners to take 
action against infringers.

I. Copyright Limitations

8 As clarified above, the present inquiry focuses on 
services that offer individual users the opportunity 
of storing copyrighted material on an online plat-
form. Depending on the involvement of the user in 
the creation of the content, and the target audience 
that is reached, different limitations of copyright 
can become relevant in this context. Breathing space 
may result from inherent limits of exclusive rights, 
such as limits set to the right of adaptation in nati-
onal law. It may also result from the adoption of ex-
ceptions that exempt certain forms of use from the 
control of the copyright owner. To provide an over-
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view, amateur remixes of protected works (C I 1) can 
be distinguished from the use of links (C I 2) and pri-
vate copying (C I 3). The discussion, finally, leads to 
whether a more flexible approach to limitations is 
required to keep pace with the fast development of 
cloud-based services (C I 4).

1. Quotations, Adaptations and Remixes

9 In many cases, users of cloud-based services will up-
load their own literary or artistic creations to on-
line platforms and social networking sites. If the 
protected work of another author is quoted, adap-
ted or remixed, however, the question arises whe-
ther a copyright limitation can be invoked to justify 
the unauthorised use. In most countries, the debate 
on user-generated content has not yet led to agree-
ment on specific exceptions.10 The inclusion or ad-
aptation of protected material thus depends on the 
scope of traditional copyright limitations. The ta-
king of portions of a protected work can constitute 
a permissible quotation.11 An adaptation seeking to 
ridicule the original work may fall under the exem-
ption of parody.12 

10 In copyright systems providing for an open-ended 
fair use limitation, specific criteria may be available 
to draw a line between infringing copying and per-
missible remix and reuse. Under the US fair use doc-
trine, for instance, the notion of transformative use 
traditionally constitutes an important factor capa-
ble of tipping the scales to a finding of fair use.13 In 
the famous parody case Campbell v Acuff-Rose, the 
US Supreme Court explained with regard to the fair 
use analysis: 

The central purpose of this investigation is to see […] whether the 
new work merely supersedes the objects of the original creation […] 
or instead adds something new, with a further purpose or different 
character, altering the first with new expression, meaning, or mes-
sage; it asks, in other words, whether and to what extent the new 
work is ‘transformative’.14

11 In comments on the fair use doctrine, the notion of 
transformative use is understood in the sense of pro-
ductive use. The fair use must aim to employ the co-
pyrighted matter in a different manner or for a pur-
pose different from the original. Mere repackaging 
or republication is insufficient. By contrast, a use ad-
ding value to the original, transforming the original 
in new information, new aesthetics, new insights 
and understandings, constitutes ‘the very type of 
activity that the fair use doctrine intends to protect 
for the enrichment of society’.15 The identification 
of use that supports freedom of speech and cultu-
ral follow-on innovation, therefore, lies at the core 
of the analysis. 

12 This rationale can serve as a guiding principle when 
a distinction must be drawn between infringing and 
permissible user-generated content. In Warner Bros. 

and J.K. Rowling v RDR Books, for instance, the US 
District Court for the Southern District of New York 
assessed the contents of an online Harry Potter fan 
site in the light of the notion of transformative use.16 
The platform Harry Potter – The Lexicon provides 
an encyclopaedia of the individual characters, ma-
gic spells, beasts, potions, etc. described in the Harry 
Potter books.17 Inevitably, this requires the reuse of 
parts of the original Harry Potter books. The Court, 
however, took as a starting point that The Lexicon 
was transformative: 

Because it serves these reference purposes, rather than the enter-
tainment or aesthetic purposes of the original works, the Lexicon’s 
use is transformative and does not supplant the objects of the Harry 
Potter works…18

13 The recognition of this added value to the general 
public, however, did not hinder the judge from hol-
ding that verbatim copying on the fan site amounted 
to copyright infringement where it was in excess of 
the legitimate purpose of providing a reference tool. 
The wholesale taking of substantial portions of back-
ground material provided by J.K. Rowling herself, for 
instance, did not constitute fair use. The Court thus 
drew a line between permissible content supporting 
the transformative character of the website and in-
fringing content that was unnecessary for the refe-
rence purposes served by The Lexicon.

14 Breathing space for user-generated adaptations of 
copyrighted works may also result from inherent li-
mits set to the right of adaptation in national legisla-
tion. The adaptation right granted in the Dutch Co-
pyright Act, for instance, does not cover adaptations 
constituting ‘a new, original work’.19 Hence, certain 
forms of adaptations remain free from the outset.20 

A similar mechanism for providing breathing space 
can be found in the German Copyright Act which 
contains a free use principle exempting adaptations 
that constitute ‘independent works’,21 and the Aus-
trian Copyright Act which exempts ‘independent, 
new works’ resulting from an adaptation.22 Trans-
formations of protected works falling under these 
free adaptation rules are immune against copyright 
claims brought by the copyright owner whose work 
served as a basis for the adaptation. Traditionally, 
the courts in Austria, Germany and the Netherlands 
created room for parody in this way.23

15 When a free adaptation rule of this kind is invoked, 
the crucial question becomes which criteria are 
applied to identify those adaptations that can be 
deemed free in the sense that they do not affect the 
copyright owner’s right of adaptation. Under the 
German free adaptation rule, this question is answe-
red by requiring a transformation of the original 
work to have new features of its own that make the 
individual features of the original work fade away.24 
Applying this standard, the German Federal Court 
of Justice recognised in parody cases that the requi-
red distance from the original work, making its in-
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dividual features fade away, could not only be achie-
ved through substantial alterations of the original 
work. By contrast, an inner distance, such as the di-
stance created by a parodist’s mockery, could also 
be sufficient.25 

16 When applied broadly, this line of reasoning could 
become relevant in cases of user-generated content. 
Arguably, the individual, non-commercial nature of 
amateur remixes may also justify to assume an inner 
distance from the underlying original work. If the 
remix clearly constitutes an amateur creation that 
is presented on the Internet without profit motive, 
the contrast with the original work will be obvious 
to the Internet public. User-generated content fal-
ling in this category could then be exempted on the 
grounds that it constitutes an ‘independent work’ 
that makes the features of the original work fade 
away.26 The fact that the rules on free adaptations 
have often been applied in parody cases does not 
exclude an extension to other areas, such as user-
generated content. In the Perlentaucher case, for 
instance, the German Federal Court of Justice confir-
med the general applicability of the principles gover-
ning the determination of free adaptations. In this 
case, the question of a free adaptation arose with 
regard to abstracts derived from book reviews in 
the German newspaper Frankfurter Allgemeine Zei-
tung.27 The sound sampling case Metall auf Metall 
can serve as a further example of the universal ap-
plicability of the rules governing free adaptations.28

17 Breathing space for adaptations of protected works 
may thus follow from specific exceptions, such as the 
right of quotation and the exemption of parody. It 
may also result from open-ended copyright limita-
tions supporting transformative use and free adap-
tation rules leaving room for derivative works that 
keep a sufficient (inner) distance from the original 
work. When a remix or adaptation does not amount 
to copyright infringement, the resulting deriva-
tive work can be disseminated on the Internet wit-
hout encroaching upon the exclusive rights of the 
author whose work served as a basis for the remix. 
Breathing space for remixing and adapting protec-
ted works, thus, also creates breathing space for on-
line platforms and social media that allow users to 
present their remixes and adaptations to the public.

2. Embedded Content

18 For sharing information about a literary or artis-
tic creation, a user of cloud-based services need not 
necessarily upload the copyrighted work as such. 
Instead, a link can be sufficient to draw the atten-
tion of other users to protected content that has al-
ready been made available elsewhere on the Inter-
net. The user of a social networking platform, for 
instance, may use a link to ‘embed’ protected con-
tent from an external source in her personal pages. 

The external content may then be displayed within 
a frame that is integrated in the user’s webpages – 
a technique often referred to as ‘framing’ or ‘in-line 
linking’. In contrast to the traditional hyperlink with 
underlined blue text, visitors of the personal pages 
need not leave the networking site when following 
the link. By contrast, the embedded content – for ex-
ample, a music video – is shown within the frame-
work of the personal pages. This advanced form of 
embedded linking raises delicate copyright issues.29 

19 On the one hand, it may be argued that the embed-
ded link makes the work available for a new public 
– the group of Internet users having access to the 
user’s personal webpages. Viewed from this perspec-
tive, it may be qualified as a relevant act of commu-
nication to the public comparable with the further 
distribution of radio and TV signals in hotels, or a 
relevant act of public performance comparable with 
the playing of radio music in restaurants.30 This par-
allel is doubtful, however, because at least a classical 
hyperlink does not extend the audience. It merely 
indicates the location of content that has already 
been made available to the Internet audience on 
another webpage.31 With regard to ‘frames’ and ‘in-
line links’, it would have to be explained against this 
background why the use of a more advanced linking 
technique justifies the assumption that there is a 
new audience to be distinguished from the audience 
formed by Internet users in general.32

20 Given these doubts, an emphasis may be laid, on the 
other hand, on the fact that the embedded link only 
provides a reference to protected content that is al-
ready available for Internet users on another web-
site. As long as it is clear that the content stems from 
another online source,33 the embedded link does not 
differ substantially from a traditional hyperlink that, 
according to established case law, does not consti-
tute an infringing act of communication to the pub-
lic. In the EU, the German Federal Court of Justice 
recognised in its famous Paperboy decision that 
without search services availing themselves of hy-
perlinks to indicate the location of online content, 
the abundant information available on the Internet 
could not be found and used in an efficient way.34 In 
line with previous statements in literature,35 hyper-
links were seen as mere footnotes: a means of safe-
guarding freedom of information in the digital en-
vironment and ensuring the proper functioning of 
the Internet. Taking this insight as a starting point, 
the Court arrived at the conclusion that a hyperlink 
– the case concerned deep links to press articles – 
did not amount to copyright infringement: 

21 A person who sets a hyperlink to a website with 
a work protected under copyright law which has 
been made available to the public by the copyright 
owner, does not commit an act of exploitation un-
der copyright law by doing so but only refers to the 
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work in a manner which facilitates the access al-
ready provided.36

22 The Court fortified this approach by pointing out 
that the person setting the hyperlink refrained from 
keeping the work on demand or transmitting it her-
self. Moreover, that person had no control over the 
availability of the work. If the web page containing 
the work was deleted, the hyperlink would miss its 
target and become pointless.37 The courts in other 
EU Member States lent weight to similar arguments 
in the context of more advanced forms of linking. 
In the Vorschaubilder case, the Austrian Supreme 
Court, for instance, developed the following line of 
reasoning with regard to picture thumbnails of por-
trait photographs that had been displayed as search 
results together with the URL of the source webpage:

Only the person who has the original or a copy of a work can make 
that work available to other persons in a way that allows him to con-
trol access to the work. A person […] who only provides a link that can 
be used to view the work at its original location, however, only facil-
itates access to a file included in the source website without making 
that work available himself in the sense of § 18a of the Copyright Act. 
Under these circumstances, he does not control access, as the file can 
be deleted without his intervention….38

23 These examples show that breathing space for re-
ferences to online content can be derived from an 
interpretation of the exclusive rights of copyright 
owners that leaves room for the application of dif-
ferent kinds of links. The considerations supporting 
the refusal of copyright infringement in the Ger-
man Paperboy case and the Austrian Vorschaubilder 
case can be employed to exempt the use of ‘frames’ 
and ‘in-line links’ to provide references to external 
content on social networking pages.39 As long as the 
use does not amount to an infringement of other 
intellectual property rights or an act of unfair com-
petition, this exemption would have the result of 
platform providers being free to offer ‘framing’ and 
‘in-line linking’ as features of their platforms and 
users being free to refer to content available else-
where on the Internet. 

3. Digital Lockers

24 While breathing space for the use of cloud-based ser-
vices may thus result from limits that are set to ex-
clusive rights, copyright exceptions can also consti-
tute an important basis for new cloud-based services. 
The exemption of private copying, for instance, can 
serve as a basis for digital lockers or personal TV re-
corders. If a protected work is uploaded to a platform 
offering personal storage space for films and music, 
the creation of a cloud copy may qualify as a per-
missible act of private copying. This is true, at least, 
when the cloud copy is made by the private user and 
access to that copy is confined to the individual user 
making personal use of the digital locker for the pur-
pose of private study and enjoyment. 

25 In this vein, the US Court of Appeals for the Second 
Circuit held in the Cablevision case with regard to 
an online video recorder that, first, it was the user, 
rather than Cablevision as a provider, who did the 
copying produced by the recording system;40 and, 
second, that the transmission of works required for 
the playback function of the service did not amount 
to a relevant act of public performance

[b]ecause each RS-DVR playback transmission is made to a single 
subscriber using a single unique copy produced by that subscriber.41  

26 Similarly, the German Federal Court of Justice held 
in the Shift.TV case that, rather than the provider of 
the service, the private user of the automated sys-
tem for recording TV broadcasts was responsible for 
making copies of protected works, and that the pub-
lic required for an act of communication to the pu-
blic was missing because each individual copy was 
made available only to the subscriber who had made 
that copy.42 However, this decision in favour of the 
applicability of private use privileges did not hinder 
the German Federal Court of Justice from also fin-
ding that the transmission of over-the-air TV signals 
to the online recorders of private subscribers could 
be qualified as an infringing act of retransmission.43 

The Court, therefore, neutralized its initial finding 
in favour of private use by also holding that the au-
tomated Shift.TV system might encroach upon the 
retransmission right of broadcasting organizations.44 

27 From the outset, the invocation of private use as a 
defence was excluded by the Supreme Court of Ja-
pan in the Rokuraku II decision. In this case, an em-
phasis was laid on the preparatory acts of receiving 
and feeding TV broadcasts carried out by the service 
provider. As these preparatory acts finally enabled 
the private user to obtain a copy of the works, the 
Court held that it was not the private user, but the 
provider of the TV recorder system who made the 
copies of TV programmes.45 

28 These divergent court decisions do not come as a 
surprise. Traditionally, the exception for private co-
pying is one of the most controversial exceptions in 
copyright law.46 National private copying systems 
differ substantially in terms of scope and reach. Re-
strictive systems may not offer more than the op-
portunity to make a recording of a TV programme 
for the purpose of watching it at a more conveni-
ent time (‘time-shifting’).47 As demonstrated by the 
Cablevision case in the US, even a private copying 
regime with this limited scope may offer breathing 
space for an online service that facilitates time-shif-
ting by allowing subscribers to make a recording of 
TV programmes in the cloud. 

29 More generous private copying regimes are not con-
fined to time-shifting. Several continental European 
copyright regimes may generally allow the uploa-
ding of copies to personal storage space in the cloud 
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for private use as long as the initiative for the repro-
duction is taken by the private user.48 However, diffe-
rences between these more generous systems follow 
from the individual configuration of the use privi-
lege at the national level. Must the private copy be 
made by the private user herself? Or could it also be 
made by a third party on her behalf? In the latter 
case, does it matter whether this third person deri-
ves economic benefit from the private copying? Does 
private copying require the use of a legal source? Or 
may even an illegal source serve as a basis for a le-
gitimate private copy?49 Does it become relevant in 
this context whether the illegality was evident to 
the private user?50

30 While these nuances must be taken into account 
when determining the permissible ambit of opera-
tion of digital locker services, a further layer of legal 
complexity results from the fact that at least broad 
private copying exemptions not focusing on speci-
fic purposes will give rise to an obligation to provide 
for the payment of equitable remuneration. Other-
wise, the private copying regime is not unlikely to 
cause an unreasonable prejudice to the legitimate 
interests of the copyright owner in the sense of the 
third step of the international three-step test.51 The 
possibility of reducing an unreasonable prejudice to 
a reasonable level through the payment of equitable 
remuneration is reflected in the drafting history of 
the first international three-step test laid down in 
Article 9(2) BC. At the 1967 Stockholm Conference, 
Main Committee I – working on the substantive pro-
visions of the Berne Convention – gave the following 
example to illustrate this feature of the internatio-
nal three-step test:

A practical example might be photocopying for various purposes. If 
it consists of producing a very large number of copies, it may not be 
permitted, as it conflicts with a normal exploitation of the work. If it 
implies a rather large number of copies for use in industrial under-
takings, it may not unreasonably prejudice the legitimate interests of 
the author, provided that, according to national legislation, an equi-
table remuneration is paid. If a small number of copies is made, pho-
tocopying may be permitted without payment, particularly for indi-
vidual or scientific use.52 

31 The determination of an adequate level of equita-
ble remuneration for a broad private copying pri-
vilege is a challenging task. In the European Union, 
the Court of Justice of the European Union (CJEU) 
sought to provide an answer in the Padawan decis-
ion. The CJEU stated that

fair compensation must necessarily be calculated on the basis of the 
criterion of the harm caused to authors of protected works by the in-
troduction of the private copying exception.53

32 The Court also made it clear that a distinction had to 
be drawn between private users who could be expec-
ted to copy protected works,54 and professional users 
who were unlikely to make private copies. While the 
payment of fair compensation had to cover the use 
made by private users, professionals would use the 

available storage space for professional purposes not 
involving the unauthorised reproduction of the pro-
tected works of third parties. Professional users thus 
had to be exempted from the payment obligation.55 

33 In the case of a digital locker in the cloud, this ap-
proach taken in the EU would mean that the calcu-
lation of equitable remuneration requires an assess-
ment of the harm flowing from the cloud service 
and a distinction between private and professional 
use. The impressive list of prejudicial questions on 
adequate remuneration that is currently pending 
before the CJEU56 indicates that the application of 
this standard poses substantial difficulties already 
with regard to traditional storage media and copy-
ing equipment.57 Private copying in the cloud is not 
unlikely to generate further prejudicial questions in 
the near future.58

4. Update of Exceptions

34 Besides the difficulty of ascertaining the amount of 
equitable remuneration, the uploading of private 
copies to digital lockers in the cloud also raises im-
portant questions with regard to the further deve-
lopment of the exception for private copying and 
copyright exceptions in general. In practice, the pro-
vider of private storage space in the cloud is not un-
likely to avoid the multiplication of identical private 
copies on the server. If several subscribers upload 
the same film to their individual digital lockers, the 
provider may decide to give these users access to 
one central master copy instead of allowing them 
to make several identical copies.

35 In light of the rules established in copyright law, 
however, use of a master copy that can be accessed 
by a potentially large group of subscribers gives rise 
to the question whether the use can still be quali-
fied as an act of private copying. On the one hand, 
the use possibilities of the individual users are not 
enhanced. From a functional perspective, the mas-
ter copy is only used to achieve a result identical to 
the situation arising from the storage of a unique 
private copy for each individual subscriber. On the 
other hand, the use of a single master copy for the 
execution of several requests may be seen as an in-
fringing act of making this master copy available to 
a broader public.59 From a technical perspective, the 
fact remains that the subscriber does not have ac-
cess to a unique cloud copy made on the basis of the 
file she has on her personal computer. Instead, she 
obtains access to a master copy that is made availa-
ble by the provider of the digital locker. 

36 Hence, the question arises whether the private copy-
ing exception can be interpreted flexibly on the ba-
sis of a functional analysis or must be read narrowly 
in line with a technical analysis. A functional analy-
sis would focus on the use possibilities of the private 
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user. As long as these possibilities are not enhan-
ced in comparison with a situation where a unique 
copy is made for each individual subscriber, use of a 
master copy would still fall within the scope of the 
private copying exception. The breathing space for 
digital locker services would thus increase. A tech-
nical analysis, by contrast, would allow the scrutiny 
of each individual act of use carried out by the pro-
vider of cloud storage space. Accordingly, it makes 
a difference whether each subscriber makes and ob-
tains access to her own unique copy (communication 
to the public may be denied), or whether instead, the 
provider offers access to a master copy (communi-
cation to the public may be assumed). 

37 In the EU, room for a flexible, functional approach 
to cloud-based private copying services cannot rea-
dily be derived from CJEU jurisprudence. Formally, 
the CJEU adhered to the dogma of strict interpre-
tation of copyright exceptions in the Infopaq/DDF 
case. Scrutinizing the mandatory exemption of tran-
sient copies in EU copyright law,60 the Court poin-
ted out that for the interpretation of each of the cu-
mulative conditions of the exception, it should be 
borne in mind that,

according to settled case-law, the provisions of a directive which de-
rogate from a general principle established by that directive must 
be interpreted strictly […]. This holds true for the exemption provi-
ded for in Article 5(1) of Directive 2001/29, which is a derogation from 
the general principle established by that directive, namely the requi-
rement of authorisation from the rightholder for any reproduction 
of a protected work.61

38 According to the Court, 

[t]his is all the more so given that the exemption must be interpre-
ted in the light of Article 5(5) of Directive 2001/29, under which that 
exemption is to be applied only in certain special cases which do 
not conflict with a normal exploitation of the work or other subject-
matter and do not unreasonably prejudice the legitimate interests 
of the rightholder.62

39 This further consideration seems to indicate that 
the Court infers, from the three-step test enshrined 
in the Information Society Directive, the necessity 
of a strict interpretation of exceptions. In Football 
Association Premier League, however, the decision 
in Infopaq/DDF did not hinder the Court from em-
phasizing with regard to the same exemption the 
need to guarantee its proper functioning and en-
sure an interpretation that takes due account of the 
exemption’s objective and purpose. The Court exp-
lained that, in spite of the required strict interpreta-
tion of the conditions set forth in Article 5(1) of the 
Information Society Directive,

the interpretation of those conditions must enable the effectiveness 
of the exception thereby established to be safeguarded and permit 
observance of the exception’s purpose as resulting in particular from 
recital 31 in the preamble to the Copyright Directive and from Com-
mon Position (EC) No 48/2000 adopted by the Council on 28 Septem-
ber 2000 with a view to adopting that directive (OJ 2000 C 344, p. 1).63

40 The Court went on to explain more generally that

[i]n accordance with its objective, that exception must allow and en-
sure the development and operation of new technologies and safegu-
ard a fair balance between the rights and interests of right holders, 
on the one hand, and of users of protected works who wish to avail 
themselves of those new technologies, on the other.64

41 In light of these considerations, the Court concluded 
that the transient copying at issue in Football Associ-
ation Premier League, performed within the memory 
of a satellite decoder and on a television screen, was 
compatible with the three-step test in EU copyright 
law.65 This ruling seems to indicate that the CJEU, as 
many national courts in EU Member States, formally 
adheres to the dogma of a strict interpretation of 
exceptions. The adoption of this general principle, 
however, need not prevent the Court from arriving 
at a more balanced solution in individual cases.66 By 
contrast, the dogma of strict interpretation itself 
may be applied rather flexibly by the Court.

42 Against this background, it is of particular interest 
that in Painer/Der Standard, the CJEU again under-
lined the need for a fair balance between ‘the rights 
and interests of authors, and […] the rights of users 
of protected subject-matter’.67 More specifically, the 
Court clarified that the right of quotation in EU co-
pyright law68 

was intended to strike a fair balance between the right of freedom of 
expression of users of a work or other protected subject-matter and 
the reproduction right conferred on authors.69 

43 Along these lines drawn in the Football Associa-
tion Premier League and Painer/Der Standard de-
cisions, the CJEU may arrive at a flexible, functional 
approach to the exception for private copying with 
regard to digital lockers in the cloud. This flexible 
approach to the private copying exception would 
lead to additional revenue streams flowing from le-
vies that are due for private copying in the cloud.70 

It is noteworthy that the Court already opted for 
such a functional approach in the UsedSoft/Oracle 
case. Answering the question whether the down-
loading of software from the Internet exhausts the 
distribution right of the copyright owner, the Court 
drew a functional parallel with the sale of software 
on CD-ROM or DVD. According to the CJEU, it ma-
kes no difference

whether the copy of the computer program was made available to 
the customer by the rightholder concerned by means of a download 
from the rightholder’s website or by means of a material medium 
such as a CD-ROM or DVD.71

44 In this vein, it may be argued that it makes no diffe-
rence whether the private user has access to a cloud 
copy of her own copy of a film, or to a master copy 
of the same film that is used by the provider of digi-
tal lockers in the cloud to satisfy individual requests 
by private users who have the film in their perso-
nal collection.  
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II. Safe Harbours

45 Whereas copyright exceptions exempt certain forms 
of generating online content from the control of the 
copyright owner and, accordingly, lead to the exclu-
sion of direct liability for unauthorised use, safe har-
bours concern the question of secondary liability. A 
safe harbour can be introduced to shield platform 
providers against the risk of secondary liability for 
infringing content made available by users of on-
line platforms. Safe harbours for hosting are of par-
ticular importance in this context (section C II 1). 
The invocation of this type of safe harbour, howe-
ver, depends on appropriate reactions to notifica-
tions about infringing content (section C II 2). The 
breathing space for cloud-based services resulting 
from safe harbour regimes thus depends on the re-
quirements that follow from accompanying obliga-
tions, such as the establishment of efficient notice-
and-takedown systems.

1. Safe Harbour for Hosting

46 The so-called safe harbour for hosting relates to the 
storage of third-party content without any active in-
volvement in the selection of the hosted material. In 
the EU, the E-commerce Directive refers to an infor-
mation society service that consists of ‘the storage 
of information provided by a recipient of the ser-
vice’. This kind of safe harbour rests on the assump-
tion that a general monitoring obligation would be 
too heavy a burden for platform providers. Without 
the safe harbour, the liability risk would thwart the 
creation of platforms depending on third party con-
tent and frustrate the development of e-commerce.72 

47 With regard to safe harbours in the EU – covering all 
types of intellectual property73 – the conceptual con-
tours of the safe harbour for hosting have been cla-
rified by the CJEU in cases that concerned the unau-
thorised use of trademarks in keyword advertising 
and in offers made on online marketplaces.74 Because 
of the horizontal applicability of EU safe harbours 
across all types of intellectual property, the rules 
evolving from these trademark cases are also rele-
vant to cases involving copyrighted works. In Google 
France/Louis Vuitton, the CJEU qualified the adverti-
sing messages displayed by the Google keyword ad-
vertising service as third-party content provided by 
the advertiser and hosted by Google. These adverti-
sing messages appear once the search terms selected 
by the advertiser are entered by the Internet user. 
The advertising is thus triggered by specific ‘key-
words’. In the keyword advertising cases decided 
by the CJEU, these keywords consisted of protected 
trademarks. Accordingly, the question arose whe-
ther the search engine would be liable for trademark 
infringement. As to the applicability of the safe har-

bour for hosting in these circumstances, the Court 
pointed out that it was necessary to examine

whether the role played by that service provider is neutral, in the 
sense that its conduct is merely technical, automatic and passive, 
pointing to a lack of knowledge or control of the data which it stores.75 

48 The financial interest which Google has in its adver-
tising service is not decisive in the framework of this 
examination. An active involvement in the process 
of selecting keywords, by contrast, would be rele-
vant to the assessment of eligibility for the safe har-
bour.76 In the further case L’Oréal/eBay, the CJEU 
arrived at a more refined test by establishing the 
standard of ‘diligent economic operator’. The Court 
explained that it was sufficient,

in order for the provider of an information society service to be de-
nied entitlement to the exemption [for hosting], for it to have been 
aware of facts or circumstances on the basis of which a diligent eco-
nomic operator should have identified the illegality in question.77  

49 While stressing that this new diligence test should 
not be misunderstood to impose a general monito-
ring obligation on platform providers, the Court in-
dicated that, under this standard, own investigations 
of the platform provider would have to be taken into 
account. Moreover, a diligent economic operator 
could be expected to consider even imprecise or in-
adequately substantiated notifications received in 
the framework of its notice-and-takedown system. 
According to the Court,

the fact remains that such notification represents, as a general rule, 
a factor of which the national court must take account when deter-
mining [...] whether the [service provider] was actually aware of facts 
or circumstances on the basis of which a diligent economic operator 
should have identified the illegality.78

50 In sum, the current development of the require-
ments to be met for successfully invoking the safe 
harbour for hosting in the EU reflects a shift from 
a general exemption from investigations to an ob-
ligation to consider even imprecise notifications. 
Platform providers must set up a knowledge ma-
nagement system that reaches a certain level of 
sophistication.79 

51 On the one hand, this development may be deemed 
desirable and consistent when focusing on service 
providers that are highly profitable enterprises. 
Market leaders in the area of online information ser-
vices are capable of investing in enhanced content 
monitoring and improved knowledge management. 
On the other hand, it must not be overlooked that 
the prerequisites for invoking the safe harbour for 
hosting also determine the entrance level for new-
comers on the market. The prerequisite of neutra-
lity and passivity constitutes a relatively low ent-
rance requirement that can be met by newcomers 
even if their financial resources are limited. A chal-
lenging knowledge management obligation that re-
quires extra staff, by contrast, leads to a substantial 
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hurdle that newcomers without much capital may 
find insurmountable.

52 A high threshold for invoking the safe harbour for 
hosting, therefore, enhances the risk of market con-
centration. While well-established, profitable busi-
nesses may have little difficulty in fulfilling know-
ledge management obligations, the risk of being held 
liable because of insufficient knowledge manage-
ment is not unlikely to inhibit newcomers from en-
tering the market. Shying away from the risk of li-
ability for third-party content, they may sell their 
ideas for new platforms to market leaders with fewer 
budget constraints. As a result, the vibrant Internet 
we know today – an effervescent source of new busi-
ness models and services often invented and imple-
mented by small providers – may become a medium 
governed by only a few major players.80

2. Notice-and-Takedown Procedures

53 As to the diversity and openness of online content, 
the requirements with regard to notice-and-take-
down procedures are to be considered as well. In 
many countries, a platform provider availing itself 
of the immunity following from the safe harbour 
for hosting is under an obligation to promptly take 
action once sufficiently substantiated information 
about infringing content is received.81 While the ob-
ligation to take measures upon notification seems 
to constitute a widely-shared standard, a survey of 
national regulations in this area sheds light on sub-
stantial differences. The detailed norms in the US 
Digital Millenium Copyright Act include not only a 
notice-and-takedown mechanism but also rules on 
counter-notices that may lead to the reinstatement 
of content.82 

54 An unjustified takedown can thus be corrected if the 
user who had posted the content sends a counter-
notice and rebuts the arguments supporting the in-
itial takedown. Ultimately, unjustified ‘censorship’ 
may thus be remedied if the effort to bring a suc-
cessful counter-notice keeps within reasonable li-
mits. Nonetheless, concerns about unjustified take-
downs have been articulated even under this system 
of notices and counter-notices.83 Against this back-
ground, it is of particular interest that recent legis-
lation in Canada departs from the notice-and-take-
down model and provides for a notice-and-notice 
system instead.84 When receiving information about 
infringing content, the platform provider is not obli-
ged to remove the content. It is sufficient for the pro-
vider to inform the user who had posted the content 
about the notice. The Canadian lawmaker, therefore, 
does not see a need for a prompt removal of allege-
dly infringing content.85

55 EU legislation reflects an opposite focus on removal. 
Rules on counter-notices are sought in vain. The EU 

system generally provides for notice-and-takedown 
rather than preferring notice-and-notice procedu-
res with regard to certain kinds of websites, such 
as social media. Upon receipt of a sufficiently subs-
tantiated notification about infringing content, the 
platform provider is obliged to act expeditiously to 
remove or disable access to the content at issue.86 It 
is an open question whether this rudimentary har-
monization stopping at the takedown step offers 
sufficient safeguards against unjustified removals. 
The current notice-and-action initiative in the EU 
may address this issue. Besides a quicker takedown 
for rights owners and increased legal certainty for 
platform providers, additional safeguards for fun-
damental rights, such as freedom of expression, are 
on the agenda.87 

III. Injunctions Against Platforms   

56 The survey of legal standards defining the brea-
thing space for cloud-based services would be in-
complete without the consideration of injunctions 
which copyright owners may obtain against plat-
forms hosting infringing content. Under EU legisla-
tion, copyright owners are in a position to apply for 
an injunction against intermediaries whose services 
are used by a third party to infringe a copyright or 
related right.88 Irrespective of the immunity against 
secondary liability that may follow from safe har-
bours for hosting, online platforms may thus be ob-
liged to take measures against infringing use of their 
services. The liability question is to be distinguis-
hed from obligations resulting from an injunction. 
In particular, the exemption from liability for hos-
ting does not shield an online platform against ob-
ligations to terminate or prevent an infringement.89

1. Impact on Cloud-Based Services

57 The potential impact of these injunctions on cloud-
based services must not be underestimated. At EU 
level, the conceptual contours of injunctions see-
king to terminate and prevent infringing use have 
been traced in cases concerning trademark rights. In 
the context of measures against trademark infringe-
ment on online marketplaces, the CJEU clarified in 
the L’Oréal/eBay case that it was possible

to order an online service provider, such as a provider making an 
online marketplace available to internet users, to take measures 
that contribute not only to bringing to an end infringements com-
mitted through that marketplace, but also to preventing further 
infringements....90

58 While the Court pointed out that this did not im-
ply a general and permanent prohibition on the use 
of goods bearing a specific trademark,91 it did make 
clear that measures had to be taken against repeat 
infringers. The Court explained that
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if the operator of the online marketplace does not decide, on its own 
initiative, to suspend the [infringer] to prevent further infringements 
of that kind by the same seller in respect of the same trade marks, it 
may be ordered, by means of an injunction, to do so.92

59 Hence, a proper balance is to be found between the 
interest of the right owner in effectively stopping 
current and preventing future infringements, and 
the interest of online platforms in not becoming 
subject to a general monitoring obligation that may 
be too heavy a burden to continue the cloud-based 
service. Hence, the question of threshold require-
ments to be met by newcomers seeking to set up a 
new cloud-based service platform again becomes re-
levant in this context. As knowledge management 
obligations arising from safe harbour regimes, ob-
ligations resulting from injunctions may constitute 
an entrance barrier for newcomers. A heavy obli-
gation with regard to the termination and preven-
tion of copyright infringement is not unlikely to 
form a market entry requirement that newcomers 
without many financial resources will find difficult 
to meet. Too heavy a termination and prevention 
obligation, therefore, enhances the risk of market 
concentration.

2. Filtering Online Content

60 The complexity of the balancing exercise resulting 
from these considerations clearly comes to the fore 
in the debate on the filtering of online content – a 
debate that, in the EU, culminated in the Scarlet/Sa-
bam ruling rendered by the CJEU. The background 
to this ruling was an initiative taken by the Belgian 
collecting society Sabam to impose an obligation on 
the Internet access provider Scarlet to put an end 
to the infringement of copyright through P2P net-
works. Sabam sought an order that would have obli-
ged Scarlet to generally prevent its customers from 
sending or receiving files containing a musical work 
of the authors, composers and editors represented 
by Sabam if these right owners have not given their 
prior permission. 

61 In its decision, the CJEU addressed the different in-
terests at stake by balancing copyright protection 
against freedom of expression and information, the 
right to privacy of Internet users, and the freedom 
of conducting a business enjoyed by online interme-
diaries. On its merits, the balancing carried out by 
the Court can be understood as an attempt to esta-
blish a harmonious relationship between different 
legal positions supported by fundamental rights and 
freedoms.93

62 In the context of this complex balancing of rights 
and freedoms, the Court found that the broad injunc-
tion sought by Sabam – amounting to the establish-
ment of a system for the general filtering of online 
content – encroached upon the fundamental rights 

and freedoms of Internet users and online interme-
diaries. For this reason, the Court rejected the in-
junction sought by SABAM:

Consequently, it must be held that, in adopting the injunction re-
quiring the ISP to install the contested filtering system, the national 
court concerned would not be respecting the requirement that a fair 
balance be struck between the right to intellectual property, on the 
one hand, and the freedom to conduct business, the right to protec-
tion of personal data and the freedom to receive or impart informa-
tion, on the other.94

63 The ruling illustrates the outer limits of injunctions 
against online intermediaries: a general filtering ob-
ligation goes too far. Online intermediaries are neit-
her obliged to embark on a systematic analysis of 
online data streams nor bound to collect data about 
users sending copyrighted content via the network. 
Moreover, a general filtering system is hardly capa-
ble of distinguishing adequately between unlawful 
and lawful content. Its introduction would inevita-
bly affect lawful communications, such as the sen-
ding of files with permissible parodies or quotations 
of protected musical works, or with musical works 
that have already fallen into the public domain.

64 The rejection of a general filtering obligation in Scar-
let/SABAM, however, leaves the question unanswe-
red whether specific filters remain permissible, such 
as a filtering obligation relating to a specific music 
file and a specific user.95 As discussed above, the CJEU 
already held in L’Oréal/eBay that measures against 
repeat infringers are legitimate. Against this back-
ground, it can be hypothesized that, between the two 
poles explored in CJEU jurisprudence – the general 
filtering rejected in Scarlet/Sabam and the specific 
filtering in the case of repeat infringers – there is 
room for configuring intermediate filtering systems 
that may give rise to new litigation and further att-
empts to balance the right to intellectual property 
against freedom of expression and information, the 
right to privacy, and freedom to conduct a business.96 

3. Blocking of Website Access

65 A variation of the filtering theme – the blocking of 
access to websites hosting or facilitating the disse-
mination of infringing content – already led to in-
junctions against Internet access providers in seve-
ral EU Member States.97 These cases shed light on an 
important difference between access and hosting 
services. While the ban on general filtering systems 
in Scarlet/Sabam exempts Internet access providers 
from the obligation to filter all communications run-
ning through their networks, the ban did not hinder 
national courts from impeding access to individual 
hosting platforms by ordering Internet access pro-
viders to block access to these websites. While the 
courts are prepared to keep the burden of filtering 
within certain limits, there seems to be increasing 
willingness to order the blocking of platforms that 
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host infringing content or systematically facilitate 
copyright infringement.

66 A general court practice of granting injunctions that 
oblige Internet access providers to block access to 
online platforms, however, may finally lead to indus-
try standards impacting the diversity of online con-
tent. Once the courts have clarified the prerequisi-
tes for the blocking of websites in several decisions, 
the creative industries and telecom operators may 
find it too burdensome to continue arguing about 
access control before the courts. Instead, they may 
return to the negotiation table to reach agreement 
on platforms that should be blocked. 

67 This scenario gives rise to concerns about de facto 
censorship of online content without control 
through democratic institutions. The creative in-
dustries will strive for the blocking of websites that 
are suspected of facilitating copyright infringement. 
Telecom companies will seek to minimize costs and 
risks by reaching a widely shared standard on blo-
cked content.98 However, parties seeking to safegu-
ard the openness of the Internet and diversity of 
online content may be absent from the negotiation 
table.99 In consequence, the list of blocked websites 
resulting from the negotiations may become longer 
than any list to which courts would have agreed af-
ter a careful balancing of all fundamental rights and 
freedoms involved. The voice of users appreciating 
information diversity and pluralism on the Internet 
may easily be overheard in negotiations focusing on 
the reconciliation of industry interests.100    

D. Conclusion

68 A survey of flexibility tools in the area of copyright 
law shows that breathing space for cloud-based ser-
vices can be derived from 

• a cautious interpretation of exclusive rights, in 
particular the right of adaptation and the right 
of communication to the public; 

• copyright exceptions for quotations, parodies 
and private copying; and 

• safe harbours that can be invoked by online plat-
forms hosting user-generated content. 

69 The availability of sufficient room for new servi-
ces finally depends on the obligations coming along 
with these flexibility tools. A flexible private copy-
ing regime will require the payment of equitable 
remuneration. Broad safe harbours for hosting will 
be accompanied by knowledge management obliga-
tions to be fulfilled in the context of notice-and-ta-
kedown procedures. Eligibility for immunity under 
a safe harbour regime does not exclude obligations 

arising from court orders to terminate or prevent 
copyright infringement. 

70 An examination of these influence factors leads to 
delicate questions about the scope of copyright pro-
tection and the limits of liability for infringement. 
Should the right of adaptation be understood to co-
ver amateur remixes of protected works that are 
presented on an online platform, such as YouTube? 
Should the right of communication to the public be 
extended to links that are embedded in a Facebook 
page? Should private copying exceptions cover the 
use of master copies by the providers of digital lo-
ckers? Should eligibility for the safe harbour for hos-
ting depend on a sophisticated knowledge manage-
ment system capable of memorizing all information 
that may help to identify infringing use? Should 
notice-and-takedown procedures be replaced with 
notice-and-notice procedures? Should the filtering 
of online content be permissible? Should websites 
that facilitate copyright infringement be blocked?

71 While it is beyond the scope of the present inquiry 
to answer all these questions, the overview of issues 
surrounding cloud-based services shows that copy-
right is embedded in a complex matrix of compe-
ting interests. User interests may be supported by 
the fundamental guarantee of freedom of expression 
and information, and the right to privacy. The pro-
viders of cloud-based services may invoke freedom 
of expression and information for enabling users to 
receive and impart information. In the EU, the fun-
damental freedom to conduct a business is to be fac-
tored into the equation as well. 

72 The Preamble of the Berne Convention recalls that 
the countries of the Berne Union are

equally animated by the desire to protect, in as effective and uni-
form a manner as possible, the rights of authors in their literary 
and artistic works…

73 While this desire is not reduced in any way when it 
comes to the question of breathing space for cloud-
based services, it follows from the analysis that in 
the cloud, protection ‘in as effective and uniform a 
manner as possible’ can only be achieved through a 
fair balancing of all rights and interests involved. In 
this balancing exercise, copyright represents an im-
portant value among others to be taken into account. 

74 Therefore, the most effective protection of copy-
right in the cloud follows from a weighing process in 
which the goals of copyright protection – incentives 
for the creative industry, an appropriate reward for 
the creative work of individual authors – are balan-
ced against the need to offer sufficient room for the 
fundamental rights and freedoms of users and pro-
viders of cloud-based services. 
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75 As a result of this balancing exercise, copyright will 
no longer be perceived as an outdated relic of the 
analogue past. Users and providers of cloud servi-
ces will understand that copyright is an integral part 
of the quid pro quo governing the use of cultural 
productions in the cloud. In consequence, copyright 
protection will no longer hang by the thread of ex-
clusive rights granted in copyright statutes – exclu-
sive rights that seem less and less enforceable. By 
contrast, copyright protection will obtain the social 
legitimacy and societal support necessary to uphold 
the copyright system in the cloud environment.101
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Abstract:  In this paper we present a model 
framework for placing grey literature documents into 
an online, publicly accessible repository, providing an 
effective mechanism to avoid liability for a grey liter-
ature repository operator. ‘Grey literature’ is a term 
(originating in library and information science) refer-
ring to documents that are not published commercially, 
e.g. research and technical reports, governmental doc-
uments and working papers. Despite their undeniable 
value (usually derived from their originality and from 
containing recent and up-to-date information), these 
documents are often difficult to access. This creates an 
obvious problem of not providing the public with valu-
able information associated with the necessity to fund 
the production of particular information that already 
exists and could have been easily offered to the pub-
lic. One of many possible solutions to make grey litera-

ture available seems to be the establishment of central-
ised on-line repositories of grey literature supported 
(or maintained) by official agencies. Putting aside the 
most important issue of financing such an effort, the 
agency has to face many difficult legal issues, among 
others. As the task of the agency would be to actively 
seek the documents to be placed into the repository, it 
also has to deal with several legal issues. In this paper 
we try to identify and discuss these legal problems and 
design a framework for obtaining GL documents from 
various subjects in such a way that the risk of copy-
right infringement would be minimised. The proposed 
framework is based on the practical experience gained 
from the efforts of the National Library of Technology 
(of Czech Republic) to establish the National Repository 
of Grey Literature.
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A. Introduction

1 Greyliterature (hereinafter referred to as ‘GL’) and 
its usage is an emerging phenomenon that is gradu-
ally drawing more and more academic attention.1 In 
the first section of this paper we will define GL, its va-
lue and its importance. In the second section we will 
discuss the issues of accessibility of GL, including its 

relation to the Open Access movement. These sec-
tions should provide for a theoretical introduction 
to the GL concept. Next the mode of operation for 
making GL available will be described. The main fo-
cus lies in identifying the possible problematic le-
gal issues (namely, copyright, liability for infringe-
ment and personal data processing) and proposing 
solutions for how to tackle them. Thus the system 
and workflow for rights clearing of GL documents 
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will be presented. The further parts then focus on 
the case study of a publicly funded GL repository in 
Czech Republic, namely the National Repository of 
Grey Literature (hereinafter referred to as ‘NRGL’). 
The paper concludes with remarks on the main is-
sues identified with both the NRGL and making the 
GL available to the public in general.

B. Defining grey literature

2 Due to the various types of documents and mate-
rials that could be marked as GL, it is not an easy 
task to provide a comprehensive and all-encompas-
sing definition of GL. The currently most-used one 
is the ‘New York definition’ of GL from 2004, which 
reads as follows: ‘[Grey literature is] that which is 
produced on all levels of government, academics, 
business and industry in print and electronic for-
mats, […] but which is not controlled by commer-
cial publishers, i.e., where publishing is not the pri-
mary activity of the producing body’.2 Contrary to 
traditionally published ‘white literature’ (i.e. books 
and journals), GL is therefore not primarily aimed at 
commercial dissemination and is not circulated by 
conventional distribution channels. This is indeed a 
very broad definition, leading some scholars to go as 
far as proclaiming that ‘virtually everything we read 
outside of journals and books can be considered grey 
literature’.3 Thus GL may entail diplomas and doc-
toral theses, research studies, various government 
reports, supplementary teaching materials, corpo-
rate prints (like manuals, product catalogues, annual 
reports, product handbooks) but also tweets, blog 
entries, programs of cultural events or even satel-
lite data.4 This plethora of documents that could be 
marked as grey literature poses a serious challenge 
to the attempts to regulate its use explicitly by law. 
Polčák5 developed a legal classification of GL based 
on the goals achieved by the production of the GL. 
Any GL may therefore fall under one of the following 
categories: (1) fulfilment of academic or qualifica-
tion obligations; (2) reporting academic activities; 
(3) exchanging ideas for academic discussion; (4) de-
veloping technical standards; or (5) compliance with 
legal obligations. Correspondingly, there is a signi-
ficant multitude of producers of GL. The spectrum 
ranges from mere individual researchers to organi-
sed teams employed by a university/research insti-
tution or governmental bodies. Consequently, the 
subject entitled to exercising the economic rights to 
the GL may vary. According to Polčák’s legal classifi-
cation of GL,6 the typical situations in GL production 
as regards the entity exercising the economic rights 
are the following: (1) works created by students or 
candidates; (2) works created by a researcher or a 
research team for its employer or subsidy provider 
or created by a hired agency; (3) works created by a 
single author; (4) works/public documents created 
by an official or employee of a professional organi-

zation; (5) works created by an employee for a pri-
vate or public employer. The term ‘grey literature’ 
itself is not reflected in any national, European or 
supranational act; it does not constitute any spe-
cial category of copyrighted works, and therefore 
the standard copyright rules apply. However, there 
are certain special peculiarities stemming from the 
various types of documents involved and from the 
producers of GL as will be practically demonstrated 
further in this paper.  

3 The value and importance of grey literature lies mainly 
in its complexity, topicality and financial availabi-
lity. As noted by Schöpfel and Farace, GL ‘represents 
a substantial part of the scientific production’.7  As 
GL is not published in a ‘traditional way’, it logically 
contains information not available/searchable/in-
dexed by the standard librarian tools (e.g. standard 
library catalogues). Due to this fact, GL should al-
ways be included in literature searches as it limits 
the potential bias.8 A mere reliance on the officially 
published sources may lead to a ‘subjective one si-
ded research path’.9 GL also contains more detailed 
information, an example being a technical report 
with detailed descriptions, diagrams and data sets 
that would be never published in traditional jour-
nals.10 Compared11 to ‘white literature’, GL tends to 
be more up-to-date as it is usually not subject to tra-
ditional and time consuming pre-publishing proces-
ses. The quality of GL literature is still debatable12 as 
it is usually not subject to a quality process like peer-
reviewing, in the case of published papers in traditi-
onal scientific journals. However, Seymour13 claims 
that grey literature is subject to various levels of in-
ternal quality assessment – an example being the re-
view process in the case of master’s or PhD theses. 
Also the ‘publishing’ institution’s name and repu-
tation is at stake, so a certain quality check is to be 
expected. Lastly, due to its non-commercial charac-
ter, GL is usually available for free as in ‘free beer’14, 
i.e. without monetary compensation. As discussed 
in the next section, the emergence of the Open Ac-
cess movement is also opening up GL, with ‘free’ in 
the sense of ‘free speech’.

C. Making grey literature available

4 The seminal disadvantage of GL, stemming logically 
from its definition mentioned above, is its complica-
ted availability.15 Boukacem-Zeghmouri and Schöp-
fel characterised GL even as ‘underground litera-
ture’,16 and called searching for it a ‘time-consuming, 
sometimes expensive and even frustrating experi-
ence’.17 One of the main reasons for the status quo 
of GL is the absence of a long-term archiving insti-
tution. Compared to ‘white literature’, where a de-
posit of a published work is a statutory obligation 
of the publisher, no such obligation is foreseen for 
the ‘publishers’ of GL.18 Thus GL cannot be obtained 
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in one place (i.e. bought or subscribed to like books 
and journals) because the multitude of GL ‘publi-
cation’ platforms corresponds to the numerous ty-
pes of GL producers as described above. The deve-
lopment of the Internet provided for yet another 
way to make GL available, e.g. on company or per-
sonal websites, blogs or in institutional reposito-
ries. Standard general search engines (e.g. Google) 
do not provide a solution to this problem because GL 
is mainly located in the ‘deep web’ that is not wholly 
indexed.19 Further, there is no centralised and stan-
dardised access point like the standard brick-and-
mortar library. This is caused mainly by the absence 
of interoperability standards, missing or incomplete 
metadata or restricted access to full-text. Systema-
tic collection and making available of GL, therefore, 
requires ‘specific attention, competency and proce-
dures’ 20 and, as will be elaborated further, a speci-
fic legal approach.21 

5 One possible solution, at least at the national level, 
seems to be a publicly funded national GL repository 
(as described in detail in the following sections).22 

Using appropriate standards and a common inter-
face, the national repositories could then be linked 
together and accessible via a unified (e.g. European 
GL) search engine. Such a theoretical concept, how-
ever, adds other legal issues that have to be tackled. 
Apart from the legal questions identified,23 the ac-
quisition and making available of GL constitutes a 
further use of the work. In addition, the sui generis 
database rights would need to be cleared because the 
collecting of GL could be facilitated in an automated 
manner and would equal extraction or re-utilisa-
tion of the whole or parts of the database content.24

6 Another challenge to GL is posed by the development 
of the Open Access movement,25 whose foundations 
were formulated in the famous BBB Statements.26 Ac-
cordingly, an Open Access document (contribution) 
should be: (1) accessible to the reader without any 
obstacles, preferably online; (2) granting the user a 
wide set of rights;27 and (3) deposited in a suitable 
form and in a repository ensuring long-term archi-
ving.28 The aim of the Open Access movement was 
aptly summarised by Bargheer et al. as ‘providing 
for an access to all the relevant information to all 
the researchers, students and teacher no matter of 
their location and/or financial situation’.29 Primarily 
the Open Access principles and the related effort of 
making scientific results openly available are targe-
ted at the standard peer-reviewed journals published 
by traditional publishing houses like Springer, Wiley 
or Elsevier. GL is characterised by its primarily non-
commercial means of distribution and thus meets 
the first of the above-mentioned Open Access con-
ditions as regards availability without remuneration.  
The application of the remaining conditions – i.e. 
rights granting and long-term accessibility – could 
be seen as the much-needed development in collec-
ting and making GL available. From a legal point of 

view, it has to be emphasised that Open Access prin-
ciples require more than just simply placing a docu-
ment online in an online repository.30 By doing so, 
GL could be used merely in the regime of copyright 
exceptions (limitations) and/or free use as provi-
ded for in the relevant national acts.31 The user of 
this GL would not be able to disseminate, re-use or 
build upon this document. Thus another expression 
of will of the subject exercising the rights to the work 
is needed – namely, a licence. According to the Berlin 
Declaration, such a licence shall grant ‘to all users a 
free, irrevocable, worldwide, right of access to, and 
a licence to copy, use, distribute, transmit and dis-
play the work publicly and to make and distribute 
derivative works, in any digital medium for any re-
sponsible purpose, subject to proper attribution of 
authorship’.32 Usually a licence is agreed upon bet-
ween two individual parties; however, this mode of 
contracting is unfeasible in the online environment. 
The practical use of such tailored individual licen-
sing would bring a significant raise in transactional 
costs both to the licensor and licensee. A viable solu-
tion to address this problem would be ‘public licen-
ces’.33 As the discussion of the legal nature of public 
licences is outside the scope of this article,34 we could 
very simply characterize them as a contract offered 
to an unspecified group of offerees that is concluded 
by use of the work. The terms of such a contract are 
specified in the chosen version of the ‘ready-made’ 
licence. To make the contracting process simpler, 
the terms (or a link directing to the full text of the li-
cence) are attached to the respective work. Further, 
the usage of a specific public licence can also be em-
phasised by using a graphic logo symbolising the re-
spective licence.  A plethora of standardised ‘ready-
made’ licences have been made available online for 
public use, the most prominent being the Creative 
Commons licensing suite.35 36 The author (or the sub-
ject entitled to exercise the rights to the copyrigh-
ted work) could choose from a variety of licensing 
options by using one of the pre-determined variants 
of the licensing agreement wording. The author may 
therefore prohibit/allow making of derivative works 
by opting/not opting for the licensing feature NoDe-
rivs (ND). A special option of this condition is the al-
lowance of making of derivative works only if the re-
sulting work is licensed under the same or a similar 
public licence (Share-Alike - SA). A further option is 
the exclusion or allowance of commercial use of the 
work, which is achieved by including/omitting the 
NonCommercial (NC). Every time the user is obliged 
to properly attribute the work to the author (Attri-
bution – BY) and thus respect its moral rights. The 
first two conditions of the abovementioned Open Ac-
cess principles are fulfilled by granting the user the 
relatively broad ‘worldwide, royalty-free, non-ex-
clusive, perpetual (for the duration of the applicable 
copyright)’37 licence to reproduce, distribute and pu-
blicly perform the licensed work. It must be noted 
that only the most permissive version of the Crea-
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tive Commons licence is compliant with the Open 
Access principles as noted above.38 However, using 
the Creative Commons licences in the context of ma-
king GL available under the Open Access principles 
again complicates the function of the GL repository 
from a legal point of view. Offering a work under 
one of the Creative Commons licenses itself means 
logically the granting of the licence, and thus has to 
be regarded as an exercise of economic rights that 
is reserved only for the properly entitled person. As 
no one is generally entitled to transfer more rights 
than he himself has, such use constitutes a perpetu-
ating copyright infringement because the Creative 
Commons licences are irrevocable.

D. Legal issues

7 Building up a centralised GL repository, however, 
raises some serious legal issues that will be addressed 
in this section. These risks can be identified and will 
be discussed below in detail as follows: (1) copyright 
issues (GL as copyrighted work, school works, data-
bases) and liability for copyright infringement and 
(2) personal data processing.

I. Copyright and liability for 
copyright infringement

8 We provided a thorough exposition of the concept 
of grey literature in the second section of this pa-
per. At this point, it is our intention to develop the 
account with respect to legal issues surrounding GL. 
The first question concerns the subject matter of co-
pyright protection. Despite the term used – grey lite-
rature – not all the GL documents can be automati-
cally regarded as ‘literary works’ within the meaning 
of Aricles 2(5) and 8 of the Berne Convention. Mo-
reover, the term ‘grey literature’ also encompasses 
other types of works apart from literary works, e.g. 
graphic works, motion pictures, sound recordings 
or mixes (interactive presentations, texts accompa-
nied with graphics, etc.). Thus the conditions in the 
national legal orders have to be individually exami-
ned in every document that is to be placed in the GL 
repository. On the European level, the Court of Jus-
tice of the European Union has taken quite a broad 
approach39 in the Infopaq case,40 stating that the de-
cisive criterion of ‘the author’s own intellectual cri-
terion’ has to applied. Under Czech law (Sec. 2 of 
the Czech Copyright Act41), however, a work has to 
be expressed in an objectively perceivable manner 
and be an outcome of the author’s own creative ac-
tivity in order to enjoy the full copyright protection. 
These distinguishing traits are often difficult to eva-
luate, especially the creative nature of an author’s 
activity.42 The following definition may be used as a 
guide: ‘creative activity (…), the core concept of co-
pyright law, can be characterised as an activity that 

consists in creation of an intangible artefact. Such a 
result depends on the personal traits of its creator 
in absence of which it would not have occurred’.43 To 
put it simply: if the outcome of an activity perfor-
med by various people has to be different, then by 
necessity the concerned activity is most likely crea-
tive. In the case of identical or similar outcomes, it 
is probably not possible to speak about an involve-
ment of creative activity – therefore, the criterion 
of statistical probability applies. In order to mitigate 
the risk of copyright infringement, it is reasonable to 
treat the GL documents as copyrighted works rather 
than unprotected information. If a document which 
in fact does not qualify to be a literary work is con-
sidered to be protected by copyright, the negative 
outcome consists in either abstaining from its use or 
unnecessary activity connected with asking for a li-
cence. Such results are therefore not detrimental to 
the operator of the repository. However, the other 
scenario – i.e. treating the copyrighted work as mere 
unprotected information – may consequently result 
in the liability of the GL repository operator. Thus 
in order to avoid the related negative consequences 
(i.e. lengthy court proceedings, judgement ordering 
the payment of damages and unjust enrichment) it 
makes sense to anticipate the existence of copyright 
protection in cases in which it is difficult to assess 
the nature of the individual document. 

9 Additionally, the copyright and sui generis protection 
of databases has to be taken into account.44  This is-
sue would be relevant primarily in cases of the place-
ment of large document volumes into the reposi-
tory. The database protection also comes into play 
when the GL repository plans to extract and re-uti-
lize the GL producer’s databases of GL documents. 
In these cases it would not suffice to analyse the le-
gal status of the individual documents. Additionally, 
it needs to be determined whether database rights 
are vested in the used collection or not. With res-
pect to copyright protection, it is again advisable to 
take the same defensive approach as in the case of 
individual GL documents and treat the database as 
a copyrighted work. And it also needs to be decided 
whether sui generis protection applies. In this area, 
Czech law is completely harmonised by Directive  
96/9/EC and does not deviate from the already-es-
tablished case law.45 Thus the protection is available 
for the database that is ‘a collection of independent 
works, data, or other items arranged in a systema-
tic or methodical manner and individually acces-
sible by electronic or other means, irrespective of 
the form of the expression thereof’.46  Rights sui ge-
neris are held by the maker of the database. However, 
this is the case only if ‘the formation, verification or 
presentation of the content of the database repre-
sents a contribution, which is substantial in terms of 
quality or quantity, irrespective of whether the da-
tabase or the contents thereof are subject to copy-
right protection or any other type of protection’.47 
If the sui generis rights exist, the maker of the data-
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base has the exclusive rights to ‘extraction or re-uti-
lisation of the entire content of the database or of its 
part substantial in terms of quality or quantity, and 
the right to grant to another person the authorisa-
tion to execute such a right’.48 In order to clear the 
above-mentioned rights, the GL repository operator 
needs to enter into contract with the GL producer, 
not only as regards the particular contained works 
but also as regards respective database. 

10 This defensive approach is not needed with the GL 
documents that do not fulfil the above-mentioned 
conditions for copyright protection. These docu-
ments could therefore be considered mere infor-
mation not protected by copyright. These include 
GL documents that fall under the definition of an of-
ficial work within the meaning of Sec. 3 CCA that ex-
cludes copyright protection for such works. In the 
sense of Article 2(4) of the Berne Convention, the 
Czech Republic does not consider the following do-
cuments (‘official texts’) copyrighted: legal regula-
tion, court decision, public charter, publicly acces-
sible register and collection of its documents, and 
also any official draft of an official work and other 
preparatory official documentation including the 
official translation of such a work, Chamber of De-
puties and Senate publications, a memorial chro-
nicle of a municipality (municipal chronicles), a state 
symbol and symbol of a municipality, and any other 
such works where there is public interest in their 
exclusion from copyright protection. However, the 
absence of copyright protection does not logically 
exclude other protective regimes (such as trade se-
crets, know-how and personal data protection) as 
will be elaborated further.

11 Under Czech law, special attention has to be paid to 
one category of GL documents, namely, school works 
produced as a fulfilment of academic obligations. A 
special exception is stipulated in Section 47b of the 
Czech Act No. 111/1998 Sb. on Higher Education In-
stitutions49 Czech Republic.50 According to this pro-
vision, the higher educational institutions are ‘obli-
ged to make public, at no profit to themselves, the 
doctoral, Master’s, Bachelor’s and advanced Master’s 
(‘rigorózní’) theses that have been defended at their 
institutions, including the readers’ reports and re-
sults of the defence’. It is basically up to the educa-
tional institution which means are used to fulfil the 
requirement – this provision is a blanket norm pro-
viding that the further details of making available 
should be stipulated in an internal regulation of the 
institution.51 The institution could therefore decide 
to use the GL repository as a way to fulfil its statu-
tory obligation. The higher educational institution 
(i.e. the GL producer) may also use the online reposi-
tory. The consent of the author of the thesis for this 
use is not needed as it is presumed to be given at the 
time when the student hands in the thesis. However, 
no other uses are permitted. It must be noted that 
this exception to the reproduction right as stipula-

ted on the European level in Article 2 of the InfoSoc 
Directive52 was not undisputed. The Copyright De-
partment of the Ministry expressed in its Opinion53 

that such a use is contradictory to the three-step test 
– that is, unlike in the other Member States, regu-
lated directly in the national Copyright Act (Sec. 29 
CCA). However, no national court has yet ruled that 
such use of the theses constitutes an infringement 
on the basis that it conflicts with a normal exploi-
tation of the work and unreasonably prejudices the 
legitimate interests of the right holder.

12 As explained above, GL documents are better tre-
ated as copyrighted work and thus fully protected 
by the relevant national copyright laws (e.g. Czech 
Copyright Act). Thus any unauthorised use of the 
work results in copyright infringement. In order to 
avoid such infringement, the operator of a GL repo-
sitory needs to enter into a proper licence agreement 
with the GL producer (i.e. in most cases, the pro-
per subject entitled to exercise the economic rights). 
This agreement shall cover at least the reproduction 
rights, the making available right and the right to in-
clude the copyrighted work in a database. Further, 
if the GL operator plans to offer the GL documents 
under the Open Access principles, the agreement 
should also include the possibility to make use of 
the above-mentioned public licences. In practice this 
condition means that the copyright holder should 
vest the GL repository with enough rights to make 
use of the above-mentioned public licences. 

13 The modus operandi of acquiring of the GL docu-
ments also plays a significant role in determining 
the liability for potential copyright infringement. 
The operator of a GL repository may acquire the GL 
documents either ad hoc or on a permanent frame-
work agreement basis. In the first case, the GL ope-
rator acts as the sole ‘publisher’ of the documents 
and is directly liable for potential copyright infrin-
gement. The possibility to regress the possible nega-
tive results of such proceedings shall be stated in the 
licence agreement between the GL repository ope-
rator and GL producer. This agreement shall conse-
quently contain a provision stipulating the empow-
erment of the GL producer to license the work and 
also the proclamation that no third party’s rights 
are vested in this work. However, the possibility to 
regress is generally regulated in the respective na-
tional civil law codices (as in Czech Act No. 40/1964 
Sb., Civil Code, as further amended). The role of the 
GL repository operator changes when the operator 
provides only for a platform that allows publication 
of the GL documents directly by the GL producer. 
Practically, such a situation emerges when the GL 
repository operator establishes a direct publication 
access into the system to the GL producer, typically 
an educational institution. This is convenient, how-
ever, only if a permanent cooperation between the 
GL producer and GL repository is planned. In this 
case, the GL repository may qualify in the sense of 
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‘hosting’ an information society service provider and 
benefiting from the liability exception provided for 
in Sec. 5 of Act No. 480/2004 Sb., Act on Certain In-
formation Society Services, as amended54 that im-
plements Article 15 of the E-Commerce Directive.55 
However, the Czech implementation is a rather pe-
culiar one. Whereas the E-Commerce Directives pro-
vides for ‘safe harbour’, ensuring that the ISP is not 
liable unless the foreseen circumstances arise, the 
Czech legislator took the reverse approach, stating 
that the hosting information society service provi-
der is liable unless the conditions of safe harbour are 
fulfilled. These include either the absence of const-
ructive knowledge of the infringing conduct (uncon-
scious negligence: Sec. 5(a) Act No. 480/2004 Sb., Act 
on Certain Information Society Services, as amen-
ded) or failure to remove or disable access to the in-
fringing information (Sec. 5(b) of the same Act). The 
Czech provisions on ISP liability, however, should be 
interpreted to conform with the acquis, i.e. the ISP 
is to be held liable after the loss of safe harbour ac-
cording to special laws, not just merely because he 
lost it. The aim of the Directive, as Husovec56 notes, 
should be to delimit the moment to which the ISP is 
not liable. The Czech courts have not dealt with the 
liability of the ISP provider specifically in the case 
of copyright infringement. However, in the Prolux57 

case that concerned the responsibility of the opera-
tor of a website for defamatory remarks contained 
in the discussion below an article, the High Court in 
Prague ruled that for liability under Sec. 5(a), the il-
legality of the information must be apparent to the 
ISP. In the case of the actual knowledge, the mere 
disputability of the illegal nature might be enough. 
For the GL repository operator, who should have a 
certain degree of knowledge about copyright law, 
this would mean, for example, that he could be held 
liable for placing the clearly marked final theses un-
der one of the public licences. 

II. Personal data processing

14 As mentioned earlier, even if the GL documents do 
not enjoy copyright protection, further legal pro-
tection regimes may apply, the most common being 
the protection of personal data. The GL documents 
may contain various data and metadata related to 
authors and other individuals.58 First, it must be as-
sessed whether this data constitutes personal data. 
On the European level, the guidance is to be found 
in Directive 95/46/EC.59 Czech law relied very hea-
vily on the original text of this Directive, and thus, 
for example, the definition of personal data in Sec. 
4(b) of the Czech Act on Protection of Personal Data 
(hereinafter referred to as ‘PDPA’),60 ‘personal data’ 
is basically a literal translation of the definition in 
the Directive. Therefore, ‘personal data’ shall mean 
‘any information relating to an identified or identifi-
able data subject. A data subject shall be considered 

identified or identifiable if it is possible to identify 
the data subject directly or indirectly in particular 
on the basis of a number, code or one or more factors 
specific to his/her physical, physiological, psychi-
cal, economic, cultural or social identity’. The name 
itself is not always able to identify the data subject. 
However, the further metadata may make the sub-
ject quite easily identifiable. Also the Czech Office for 
Personal Data Protection employs a rather broad no-
tion of the term ‘personal data’ as expressed in the 
Position of the Office for Personal Data Protection 
No. 3/2012 - On the Notion of Personal Data.61 Accor-
ding to this opinion, the decisive factor for marking 
data as personal is the possibility to identify a sub-
ject even only indirectly, i.e. with the help of other 
publicly available information. Especially in the case 
of academia, a simple name and academic position 
are usually sufficient to identify the respective in-
dividual. Therefore, the data and metadata gathe-
red by the GL repository operator in the process of 
acquiring the GL (apart from the above-mentioned 
date of birth, e-mail address, etc.) could be linked 
to an individual and therefore constitute personal 
data, but rarely sensitive data. Thus the gathered 
data about the authors should be, for the sake of mi-
tigating the possible legal risks,62 regarded as perso-
nal data; its collection should be regarded as perso-
nal data processing and must comply with the legal 
obligations stipulated in the Personal Data Protec-
tion Directive (hereinafter referred to as ‘PDPD’) or 
national law (referred to as PDPA). Article 24 of the 
PDPD found its reflection in Chapter VII of the PDPA 
that bans the unlawful processing of personal data as 
an administrative offence that is punishable by sig-
nificant financial fines (up to CZK 10,000,000). In the 
context of processing personal data, the legal roles of 
the GL producer and the GL repository operator have 
to be distinguished. The personal data stem prima-
rily from GL producers who also act as personal data 
controllers (Art. 2(d) PDPD - Sec. 4(j) PDPA) of GL au-
thors’ data or third persons.63 This processing has to 
be legitimate, therefore based upon consent of the 
data subjects or law or without consent if prescribed 
by law. The data controller transfers personal data 
to the GL repository operator who is consequently 
to be regarded as the data processor (Art. 2(e) Per-
sonal Data Protection Directive - Sec. 4(j) PDPA).64 An 
individual agreement on such personal data proces-
sing needs to be concluded pursuant to Sec. 6 PDPA 
(which implements Article 17 PDPD) between the GL 
repository operator and the respective GL producer. 
This agreement must be made in writing and shall 
‘explicitly stipulate the scope, purpose and period 
of time for which it is concluded’. Furthermore, the 
agreement must contain guarantees by the proces-
sor related to technical and organisational securing 
of the protection of personal data. A similar agree-
ment must be concluded if the data processor (GL re-
pository operator) intends to transfer the personal 
data to a third party. Lastly, if the GL repository ope-
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rator obtains the GL documents from the authors/
other natural persons acting as GL producers then 
as a data controller, thus a proper notification to the 
Personal Data Protection Office is needed. 

15 With the new proposed regulation65 ahead, changes 
to the processing of personal data are to be expec-
ted.66 However, the legislative text is still in a state 
of flux and constantly debated. A prime example is 
the notion of consent defined in Article 4(8) of the 
proposed Regulation. Originally it was ‘explicit’, but 
lately it was changed back to the ‘specific and infor-
med’ (i.e. ‘unambiguous’ which is the current defini-
tion in the PDPD and the current PDPA). As regards 
the GL repository, the newly proposed duties for a 
data processor stipulated in Article 26 are to be ta-
ken into account. The current status quo (both on 
the European level and in Czech law) is that the ob-
ligations need to be imposed on the data processor 
from the data controller contractually (see supra). 
The new Regulation introduces direct regulation of 
the obligations of data processors, such as the obli-
gation to maintain appropriate documentation (Art. 
28(2) of the Regulation), co-operate with the super-
visory authority (Art. 29), appoint a data protection 
officer (Art. 35 ) of the Regulation) and direct liabi-
lity for data breaches (Art. 79 ) of the Regulation).

16 The above-mentioned issues were identified as the 
basic legal issues any GL repository has to deal with 
in general, with a special focus on the Czech law. In 
the next section we will take a closer look at how 
these issues have been solved practically in the Na-
tional Repository of Grey Literature of the National 
Technical Library in Czech Republic. 

E. National Repository of 
Grey Literature

17 In these three general sections we have shown that, 
despite its peculiarities, making GL available raises 
relatively complicated legal issues. Next, it was im-
portant to find out which organizations were about 
to carry the most important legal duties within the 
framework that was about to be established. In the 
following case study, we provide an overview of how 
these issues have been addressed in the Czech Na-
tional Repository of Grey Literature. Between 2008 
and 2011, the National Technical Library of Czech 
Republic (hereinafter referred to as ‘NTL’) played 
a pivotal role in the establishment of what is today 
known as the National Repository of Grey Literature. 
It is an online search engine that allows searching 
through a repository of grey literature documents.67 
Both the search engine and the repository are main-
tained and supported by the NTL. Furthermore, the 
NTL spreads awareness regarding grey literature, its 
value and the possibilities NRGL opens. Also, the NTL 
engages in negotiations with producers of grey lite-

rature and established a mechanism of placing their 
documents into NRGL. Finally, the NTL maintains 
and keeps up the repository and leads negotiations 
with those who would like to use NRGL in ways that 
exceed simple acquiring of documents. 

18 In 2009, when NRGL was about to be launched, exten-
sive preparatory work was culminating, including a 
legal assessment of the status of the NRGL. The legal 
analysis was prepared by the researchers at the In-
stitute of Law and Technology, Masaryk University, 
Brno, and is available online in Czech.68 This analy-
sis and the accompanying template contract docu-
ments later became the central reference materials 
for dealing with legal issues that appeared immedi-
ately after the launch. The main purpose of the ana-
lysis was to place the above-mentioned issues in all 
their complexity on solid legal ground. 

19 As the key players in the NRGL system, the NTL and 
the GL producer were identified. Whereas there is 
no legal problem regarding the position of the NTL, 
the term ‘GL producer’ needed to be specified. As was 
also briefly sketched out in part A of this paper, the 
GL producer may comprise different parties with dif-
ferent interests and levels of empowerment to exer-
cise the economic rights.

20 Least complicated is the situation where the GL pro-
ducer is a sole author who is unlimited in the exer-
cise of his rights. Here the licence agreement is con-
cluded directly between the two parties. Logically, 
in the case of a co-authored work, the consent to use 
the work is needed from all the authors. In the case 
of employee work, the subject entitled under Czech 
law to exercise the economic rights is the employer, 
unless agreed otherwise in the employment contract 
(Sec. 58 CCA). As regards the moral rights, according 
to Sec. 58(4) CCA it is presumed that the employee 
‘has given his consent to the work’s being made pu-
blic, altered, adapted (including translation), com-
bined with another work, included into a collection 
of works and, unless agreed otherwise, also presen-
ted to the public under the employer’s name’. In this 
case, the NTL has to enter into negotiation with the 
respective representative of the employer/employ-
ing institution. In the case of school works (Sec. 60 
CCA), the simple making available by the GL produ-
cer (in this case by definition an educational institu-
tion] is covered by the above-mentioned exception 
of Sec. 47b, Act No. 111/1998 Sb. on Higher Educa-
tion Institutions as amended.  However, the inclu-
sion into other database (such as NRGL) is considered 
a separate use of work, and offering the work under 
public licence has to be authorised by the author (in 
this case, the student) in a licence agreement with 
the GL producer.

21 As regards the personal data protection and consent 
to process them, again the situation is dependent on 
the subject of the GL producer. A sole author may 
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freely give consent to process her personal data. As 
stated above, in this case the GL repository acts as 
a data controller and has to fulfil all legal duties. If 
the GL producer has already amassed the personal 
data, the GL repository operator will then act solely 
as a data processor. Here an appropriate written con-
tract would be one as described above. The GL pro-
ducer (e.g. a university) can process the data only 
on the basis of the consent of data subjects (Art. 7 
PDPD; Sec. or if it is foreseen by law (Sec. 5(2)(a) and 
(d) PDPA that correspond to Art. 7 PDPA). An illus-
trative case where no consent of the data subject is 
needed and where the GL producer is fulfilling its le-
gal obligations is the situation discussed above con-
cerning the making available of the theses stipulated 
in Act No. 111/1998 Sb. on Higher Education Institu-
tions as amended. 

22 In practice, the procedure for obtaining and making 
GL available should aim at mitigating (eliminating) 
the most legal risk (i.e. the liability) in the beginning 
with reasonable personal and time costs. The first 
step is the establishment of initial contact between 
NTL and the GL producer. The librarian inquires 
about the possibilities of obtaining the producer’s 
consent to make the GL document available. If a mu-
tual desire for cooperation arises, the librarian tries 
to outline the details of further cooperation.

23 What follows depends on the volume of the docu-
ments that are about to be made available. If their 
number is rather limited, the librarian produces the 
list of GL to be acquired and fills in the most appro-
priate template contract prepared by the lawyer. 
These two documents are then forwarded to the 
lawyer. The lawyer usually identifies documents that 
are in some way risky – usually those documents 
whose making available would require the consent 
of persons who have not yet been involved in the 
process – and instructs the librarian regarding what 
further information should be gathered. Once the li-
brarian gathers the necessary information or recog-
nizes its unavailability she immediately informs the 
lawyer about the result. Consequently, the lawyer in-
forms the librarian about the risks associated with 
making the documents available that have been re-
cognised as potentially ‘harmful’. Taking this parti-
cular information into account, the librarian informs 
the lawyer about the final decisions regarding the set 
of GL documents that is going to be made available. 

24 If a continual placement of the GL documents in the 
NRGL based on the quantity of the GL documents is 
foreseen (for example, as in the case of making the 
bachelor, diploma and dissertation theses available 
in the sense of Sec. 47b), a permanent cooperation 
framework has to be established. In this case, the in-
volvement of legal and IT staff is significantly hig-
her. The template cooperation agreement that inclu-
des the appropriate licence agreement and specific 
clause regarding the personal data processing/trans-

fer and appropriate safeguards is gradually tailored 
based upon the requests and remarks of the parties 
involved. As mentioned earlier in this phase, it is cru-
cial for the GL producer to succeed in obtaining the 
respective rights to the intended GL documents, as 
well as the proper consent to transfer personal data 
to the NTL. The technical conditions of obtaining the 
GL documents (i.e. the parameters of the interface) 
prepared by the NRGL IT technician form an annex 
to the aforementioned contract.

F. Conclusions

25 ‘Grey literature is here to stay’,69 and so is the Open 
Access movement.70 Even though the access, coll-
ecting and making available are regarded as pro-
blematic and remain a constant challenge from a 
librarian’s point of view,71 the emerging legal issues 
(i.e. the legal nature of GL, the licensing issues and 
personal data processing) are solvable by setting up 
a proper process, including adequate contractual ar-
rangements of rights as we have tried to show in 
this paper. 

26 However the further making available of the GL do-
cuments under the terms of selected public licences 
such as the Open Access principles foresees additio-
nal requirements on the scope of the entitlement the 
right-holder has to have, and thus the risk of third 
parties’ rights violations increases. Taking into ac-
count the irrevocability of the public licences, the 
infringement is perpetual – any other party obtai-
ning the licence may use the work as stipulated in 
good faith. However, this is not a problem of the le-
gal regulation of public licences but a simple lack of 
knowledge on the side of the parties involved. Due 
to the public licences’ ‘free connotation’, these are 
especially regarded as a panacea to all of the emer-
ging legal question of GL. One reason for this seems 
to be the relative suppression of the importance of 
the economic rights to GL. Because they are not pri-
marily aimed at commercial distribution, the GL 
documents are prone to be treated as not qualified 
enough for copyright protection. As we have found 
out in this paper, the copyright protection applies 
fully, provided that they fulfil the needed legal con-
ditions no matter the economic or social value of GL. 
The inclusion of the trained lawyer in the described 
model of placing the GL documents into a repository 
(the NRGL in particular) should minimize the risk 
of copyright infringement and control the ‘making 
available’ enthusiasm, though one can never gua-
rantee that a document that should not be placed 
into the NRGL will one day pass the protective pro-
cedure and be made available, even under public li-
cence. As this situation has not yet occurred, one can 
only speculate what the results of the respective co-
pyright infringement proceedings will be. The emer-
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ging case law, however, will provide an optimal sub-
ject for further researches.
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cept of ‘in rem actions’ (actio in rem negatoria). Thus 
the term ‘in rem injunctions’ is coined to describe this 
paradigm of injunctions. Besides the theoretical foun-
dations, this paper explains how a system of injunctions 
against innocent third parties fits into the private law 
regulation of negative externalities of online technol-
ogy and explores the expected dangers of derailing in-
junctions from the tracks of tort law. The author’s PhD 
project – the important question of the justification of 
an extension of the intellectual property entitlements 
by the in rem paradigm, along with its limits or other 
solutions – is left out from the paper.

Abstract:  The paper discusses the phenome-
non of injunctions against third parties that are inno-
cent from the tort law perspective. One such type of in-
junction, website blocking, is currently appearing in 
the spotlight around various European jurisdictions as 
a consequence of the implementation of Article 8(3) of 
the Information Society Directive and Article 11 of the 
Enforcement Directive. Website-blocking injunctions 
are used in this paper only as a plastic and perhaps also 
canonical example of the paradigmatic shift we are fac-
ing: the shift from tort-law-centric injunctions to in rem 
injunctions. The author of this paper maintains that the 
theoretical framework for the latter injunctions is not 
in the law of civil wrongs, but in an old Roman law con-

A. European Union law

1 The last two years in Europe were marked by an in-
teresting growing enforcement practice of priva-
tely litigated website blocks. In more than eight Eu-
ropean jurisdictions, various blocking orders were 
reportedly issued.1 The website-blocking cases are 
usually civil proceedings of private plaintiffs holding 
copyright or trademark rights against the Internet 
access providers, who as defendants are asked to em-
ploy certain technical means to make the access to 
disputed websites more difficult for its subscribers 
(an uncircumventable website block is technically 
impossible). In these cases, the plaintiffs invoke in-
junctions against Internet access providers who are 
not liable in terms of tort law. The vehicle used to re-

ceive such injunctions is the national implementa-
tion of Article 8(3) of the InfoSoc Directive (for co-
pyright and related rights) and the third sentence of 
Article 11 of the Enforcement Directive (for other in-
tellectual property rights). 

I. Injunctions against 
intermediaries

2 The wording of the relevant part of the provision of 
the Enforcement Directive reads: 

Member States shall also ensure that rightholders are in a position 
to apply for an injunction against intermediaries whose servi-
ces are used by a third party to infringe an intellectual pro-
perty right.
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3 Article 8(3) of the InfoSoc Directive is identical. The 
only change is a reference to ‘copyright or rela-
ted right’ instead of ‘intellectual property right’ at 
the end of the sentence. Practical consequence s of 
these two provisions were rather latent until very 
recently. A common reading of Article 11 was based 
on recital 23:

Without prejudice to any other measures, procedures and remedies 
available, rightsholders should have the possibility of applying for 
an injunction against an intermediary whose services are being used 
by a third party to infringe the rightsholder’s industrial property 
right. The conditions and procedures relating to such in-
junctions should be left to the national law of the Mem-
ber States.

4 EU Member States thus implemented various con-
ditions enabling such injunctions against interme-
diaries whose services are used by third parties to 
infringe intellectual property rights. It was by no 
means clear whether the injunctions should disre-
gard the tort law boundaries at all. This common rea-
ding, however, was recently challenged by a decis-
ion of the Court of Justice of the European Union in 
L’Oreal v eBay C-324/09. In this case, the Court faced 
this question:

[This] provision requires the Member States to ensure that the ope-
rator of an online marketplace may, regardless of any liability 
of its own in relation to the facts at issue, be ordered to take, in 
addition to measures aimed at bringing to an end infringements of 
intellectual property rights brought about by users of its services, 
measures aimed at preventing further infringements of that kind.

5 CJEU used a contextual reading of Article 11 to point 
out that injunctions against intermediaries stipu-
lated in the third sentence differ from ‘injunctions 
which may be obtained against infringers of an in-
tellectual property right’ (injunctions against in-
fringers) as stipulated in the first sentence of the 
very same provision (para 128). From how CJEU 
rephrased the submitted question (above), it beco-
mes clear that the Court does not intend to limit in-
junctions by any liability in the tort law. One could 
argue that injunctions against infringers refer only 
to direct infringers, i.e. persons who themselves act 
against the scope of the right, and thus injunctions 
against intermediaries can as a separate category re-
quire a secondary liability in the tort law; however, 
from reading the subsequent paragraphs of the judg-
ment (paras 134, 144) this becomes rather unconvin-
cing. The European Commission also seems to have 
a clear reading of this provision that goes exactly in 
this direction. In the official report on the applica-
tion of the Enforcement Directive,2 it inter alia says 
the following:

[...] it appears that in some Member States it is not possible to is-
sue injunctions unless the liability of an intermediary is establis-
hed. However, neither Article 11 (third sentence) of the Direc-
tive, nor Article 8(3) of Directive 2001/29 link injunctions with 
the liability of an intermediary. [...] Injunctions against inter-
mediaries are not intended as a penalty against them, but are sim-
ply based on the fact that such intermediaries (e.g. Internet service 

providers) are in certain cases in the best position to stop or to pre-
vent an infringement.

6 Last but not least, in the Frisdranken case (C-119/10) 
Advocate General Kokott presented an identical rea-
ding of Article 11 of the Enforcement Directive, when 
opining that in order to trigger such injunctions, 

it suffices that the [infringing] use of the sign displayed on the cans 
can be attributed to the client of the intermediary [...] in contrast 
to the sanction applicable where an intermediary infringes a trade 
mark, the third sentence of Article 11 of Directive 2004/48 does not 
provide for damages, these can be obtained in accordance with the 
national provisions governing participation in a tort or delict – in par-
ticular as accessory – in the trade mark infringement committed by 
the client. However, as a rule, negligence alone is unlikely to suffice for 
the purposes of establishing participation. (para 39 of the Opinion)3 

II. Consequences

7 This interpretation creates an interesting situation. 
On the one hand, the conditions for issuing such in-
junctions are up to Member States to create. On the 
other hand, the CJEU indicates that they are provi-
ded irrespective of the intermediary’s liability. Be-
cause intermediaries often do not act within the 
scope of the right, their negative externalities are 
regulated only by secondary liability doctrines.4 De-
spite the efforts of the CJEU,5 however, secondary 
liability is still perceived as a domain of the natio-
nal law. In other words, injunctions have to be pro-
vided irrespective of something that is not defined. 
Member States thus don’t have a common line which 
these injunctions should overstep. As a consequence, 
in a country with no or very limited secondary liabi-
lity, injunctions against intermediaries can in great 
part also fulfil functions of the missing or underde-
veloped domestic tort law (without compensation 
claims, of course). In the country with broad secon-
dary liability on the other hand, the injunctions can 
act as a real and visible entitlement extension. 

8 The natural question 
to ask in this context 
is where exactly the 
minimal standard re-
quired by Article 11 
of the Directive lies. 
The Court of Justice 
of EU in its decision 
says that although 
‘the rules for the 
operation of the in-
junctions for which 
the Member States 
must provide under the third sentence of Article 11 
of the directive, such as those relating to the condi-
tions to be met and to the procedure to be followed, 
are a matter for national law’, those ‘rules of natio-
nal law must be designed in such a way that the objective 
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pursued by the directive may be achieved’ (para 135, 136, 
L’Oreal v eBay). The CJEU then concludes that ‘mea-
sures concerned must be effective and dissuasive’. 
This means that EU Member States are free to create 
their own requirements for injunctions against in-
termediaries only within a certain room that is limi-
ted by the minimal standard of ‘effective and dissua-
sive measures’ and the maximal ceiling set by Article 
3 of the Enforcement Directive.6 It remains to be seen 
how big this room for the Member States is and how 
close the minimal standard and maximal standard 
actually are. What we know today is only that injunc-
tions in L’Oreal v eBay were seen as a part of the mini-
mal standard and that injunctions in Sabam C-360/10 
and Scarlet Extended C-70/10 were found to go bey-
ond the maximal admissible ceiling. And this brings 
us back to our case of website blocking. The cur-
rently pending case of UPC Telekabel Wien C-314/12 
is trying to resolve whether website blocking injunc-
tions are compatible with the maximal standard of 
the Enforcement Directive. If the CJEU views web-
site blocking as compatible with the maximal stan-
dard, the question remains whether it is also part of 
the minimal required standard, or only an option for 
the Member States to implement.

B. Paradigm of in rem injunctions

9 Article 8(3) of the InfoSoc Directive and Article 11 of 
the Enforcement Directive thus stipulate an  instru-
ment that is difficult to understand with a pure tort 
law mind-set. This can also be seen from the quoted 
official report of the European Commission that exp-
lains that these injunctions ‘are not intended as a pe-
nalty against [intermediaries], but are simply based 
on the fact that such intermediaries […] are in cer-
tain cases in the best position to stop or to prevent 
an infringement’. The tort law is not about coope-
ration, however, but compensation. Thus the possi-
bility of injunctions against non-infringing persons 
(intermediaries) as well might seem a conceptually 
unexplored concept. And partially it is. In this pa-
per, however, I argue that for civil law jurisdictions,7 
strong theoretical foundations for this paradigm of 
injunctions can be found outside of the intellectual 
property law, in the system of protection of tangible 
property in some civil law countries. The concept to 
which I refer to as in rem injunctions.

I. In rem actions

10 Injunctions with in rem character were originally 
a civil law doctrine.8 It developed from the Roman 
law concepts of rei vindicatio and actio negatoria as 
a complex way of protecting tangible property.9 In 
rem injunctions today represent a separate system of 
the tangible property protection with its own scope 
and characteristic features. This system of injunctive 

protection operates independently next to other two 
systems of property protection, i.e. tort law and un-
just enrichment. 

11 In Roman law, one of the in rem actions was parti-
cularly important. It was called rei vindicatio, i.e. 
a legal action by which the plaintiff demands that 
the defendant return a thing that belongs to the 
plaintiff. Rei vindicatio, as opposed to the common 
law concept of conversion, did not rely on any tor-
tuous obligation that arose in the meantime between 
plaintiff and defendant, but on the rightholder’s ex-
clusive legal power over the tangible object of pro-
tection (res).10 Such an action would thus focus on a 
factual situation of disharmony between law and re-
ality, not on a person and his conduct that led to that 
situation. Common law, on the other hand, would 
rely on a tort of conversion focusing on a person who 
triggered the situation and hois conduct.11 This con-
ceptual difference yields different results in some 
cases. For instance, if a ball is blown into a garden 
by the wind, under rei vindicatio, the owner of the 
garden automatically has a legal duty to provide the 
ball back to its owner. Under the tort of conversion, 
as long as the garden owner doesn’t know about it, 
such a legal duty cannot arise. It will arise only af-
ter he learns about the situation and subsequently 
does nothing, which as a voluntary action (omission) 
will qualify him for such liability in a tort and thus 
create an obligation upon which the plaintiff can 
then rely.12

12 Of course, Roman law did not use these concepts as 
we know them today in some countries (e.g. France, 
Germany, Austria and Slovakia). However, an impor-
tant understanding of the in rem claim already exis-
ted. This understanding was later extended to actio 
negatoria, i.e. a legal action by which the plaintiff 
demands that the defendant refrain from disturbing 
his property (system of injunctions). In fact, actio 
negatoria and rei vindicatio can be seen as one sys-
tem of complex injunctive protection of a tangible 
property.13 However, some countries (e.g. France) 
with an in rem understanding of rei vindicatio would 
rather use a tort-law-centric approach to actio ne-
gatoria. This means that they will focus on a person 
and his conduct to trigger injunctions, not on a si-
tuation. And such person will be defined by the ex-
ternal tort law system. In other countries, however, 
actio negatoria would be firmly established as an in 
rem action (Germany, Austria and Slovakia).14 These 
countries would thus not only protect against those 
who disturb property by their conduct (disturber-
by-conduct), but also against those who disturb it 
by their mere status (disturber-by-status), such as 
being the owner of a garden where a ball was blown 
by the wind. This extended radius of addresses of in-
junctions to disturbers-by-status is one of the conse-
quences of this concept, that is of our interest here. 
Although it might seem that all disturbers-by-con-
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duct will be covered by tort-law-linked injunctions, 
it is not necessarily the case (see below).

13 The core distinguishing feature between a tort-law-
centric view of injunctions and in rem injunctive 
protection, therefore, is the notion of an ‘action in 
rem’ as a remedy of law of property and not law of 
torts. As Professor Maduro explains,15 at the core of 
an action in rem is a right in rem as a direct power 
over the res (thing) that can be raised erga omnes and 
not an obligation involving a specific debtor. If one 
can say that such a right entails an ‘obligation’, it is 
merely an obligation on the whole world not to in-
terfere with it without the consent of the owner.16 
In the right in rem, the power of the owner over the 
thing is central – the power to the exclusion of all 
unauthorised interference with that res (thing). In 
the right in personam, on the contrary, it is the legal 
obligation that binds specific persons which is cen-
tral, e.g. tort law obligations.17 Therefore, in an action 
in rem relating to immovable property, the plaintiff 
invokes the right to establish its extent, content, pos-
sible charges, servitudes or other restrictions that 
may limit it and to protect the estate against any in-
terference incompatible with the prerogatives inhe-
rent to his right. As Professor Maduro states in his 
opinion in the ČEZ C-343/04 case:

Putting an end to interference with property is possible in the pri-
vate law of most European legal systems, not only through actions in 
personam, but also through actions in rem […]18 in most legal sys-
tems in continental Europe the protection of property rights can be 
achieved through actions that have the res and the right over it as 
their immediate object.[...] for instance, with the actio negatoria, 
which is well known namely in Germany, Italy and also in Austria 
[...], by which the owner of the land asserts its freedom from foreign 
interference that would otherwise amount to a servitude, charge or 
limitation to his right of ownership.

14 A common law understanding of in rem actions grea-
tly differs and is more of a procedural nature. It de-
rives its meaning from the fact that the lawsuit tar-
gets only an object, without naming any real person 
as a defendant.19 It is thus possible that an action in 
rem, under a common law understanding, is in fact 
a regular in personam action in a civil law system,20 
and that an action in rem in a civil law system is an 
in personam action for common law lawyers. For 
instance, website blocking is a regular in personam 
action under a common law understanding, but for 
a civil law lawyer, as I suggest, it should be seen as 
an in rem action, because it in fact asserts a free-
dom from foreign interference that would other-
wise amount to a limitation to the right of owner-
ship, without assessing any wrongfulness. Although 
Professor Maduro states that ‘other European legal 
systems [...] unfamiliar with actions such as the actio 
negatoria [...] are able [...] to arrive at equivalent fi-
nal results in terms of protection of immovable pro-
perty through legal institutions that place emphasis 
instead on the conduct of the person responsible for 
the interference’, it is not always the case. Injunc-

tions against innocent third parties (in a tort law 
sense) are one of such examples.21

II. Different paradigms 
of injunctions

15 When I speak of a tort-law-centric view of injunc-
tions, I do not intend to say that injunctions are ne-
cessarily seen as a monolithic remedy of law of torts 
in respective countries. What I mean to say is that 
they are not seen as a remedy materializing the right 
that originates directly in the source of the right, 
but rather as a cause of action defined by an exter-
nal system - the tort law. I also use this term only 
as a prototype for other absolute rights, regardless 
of whether they are considered to be a part of pro-
perty or not (e.g. personality rights). Injunctions in 
the property law in various countries oscillate bet-
ween a remedy from the law of property and a re-
medy from the law of torts. Helmut Koziol, for in-
stance, writes22 that

[...] it is almost generally accepted that the primary aim of tort law is 
the compensation of loss suffered by the victim. As far as I am aware, 
the widespread opinion is that injunctions are not a subject of tort law 
and that they need fewer requirements than claims for compensation.

16 Depending on the legal system, one of the obvious 
less strict requirements Koziol refers to is that da-
mage or fault, unlike in the law of torts, is not requi-
red to trigger injunctive relief.23 In other countries, 
injunctions are furthermore not limited by the tort 
law notion of delictual capacity of persons.24  Or even 
in some countries, injunctions would not be consi-
dered pure obligations but legal relationships sui ge-
neris, with a different applicability of certain rules of 
the law of obligations (e.g. inapplicability of rules on 
prescription or rules on discharge from the obliga-
tion by a subsequent impossibility, etc.).25 

17 This concept is nicely described by Willem H. van 
Boom, who in a different context writes

[...] it is theoretically conceivable to consider prohibitory injunction 
as a totally separate response to infringement of property rights, 
which would link injunctive relief as a procedural sequel to owner-
ship (actio negatoria, rei vindicatio) and would leave issues 
of wrongfulness untreated [emphasis mine].

18 Although van Boom views injunction as a procedu-
ral instrument here, which is a bit counter-intuitive 
for countries that view injunctive relief as a subs-
tantial law remedy, his quotation unveils an impor-
tant paradigm: that injunction is seen as a remedy 
directly supporting a legal right of a private indivi-
dual rather than as a sanction for wrongful behavi-
our.26 The remedy thus aims at putting factual reality 
in harmony with its legal template, not at punishing 
for any conduct.
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19 In a tort-law-centric understanding, on the other 
hand, injunction is understood as an in personam 
claim, i.e. an injunction against the specific person 
who qualified himself for such liability by his perso-
nal conduct. Although an injunction will not require 
damage, it will often be dependent on the wrong-
fulness of the act as defined by tort law (an exter-
nal system). Hence it will focus on the categories 
of direct infringers and secondary infringers to de-
fine the group of persons against whom the action 
can be brought. As I said before, this is different for 
in rem injunctions that focus on a situation of dis-
harmony between the factual and legal and which 
needs to be solved. Persons are taken into account 
only as an important element when considering the 
practicability and proportionality of issuing such in-
junctions. This is especially true because the prin-
ciple of ad impossibilia nemo obligatur – i.e. nobody is 
required to achieve the impossible – also has to be 
respected here. 

III. Importance

20 The concept of in rem injunctions realizes de iure the 
exclusivity of the right of a person to the protected 
object (res) by enabling enforceability against every-
one. With the tort-law-centric system of injunctions, 
the right is naked (not enforceable) in certain situ-
ations, although de iure its exclusionary power is ef-
fective towards all (erga omnes). The concept de facto 
creates an additional layer of injunctions that are 
provided on the top of what the regular systems with 
tort law’s secondary liability doctrine would gave 
us. In tort law terms, it gives us a power of injunc-
tions provided against persons who are not only pri-
mary and secondary infringers, but also those who 
are non-infringing (innocent) in a tort law sense. The 
remedies landscape in such a system looks as seen 
below (please note: in rem injunctions also cover di-
rect and secondary liability; the picture just shows 
the entitlement extension in yellow).

21 The picture above depicts a remedy landscape in 
some civil law jurisdictions mostly in regard to a pro-
perty over tangible objects. The enlargement of this 
system of protection to other absolute rights, such 
as intellectual property rights, is not so obvious. This 
extension cannot be merely mechanical and requi-
res a deeper justification debate because in rem pa-
radigm, by extending the enforceability of the right, 

also extends the property entitlement. Thereby enc-
roachment upon the constitutional principle of ‘eve-
rything which is not forbidden is allowed’ occurs. 
Maybe this is the reason why even some European 
countries (e.g. Austria) with a strong culture of in 
rem injunctions in a tangible property (§§ 364(2), 523 
ABGB), did not initially extend it to the protection of 
other absolute rights such as intellectual property. 
The injunctive protection for intellectual property 
would be rather closely linked to the tort law, and 
its scope mostly depends on the tort law concepts 
of tort feasors (primary or secondary infringers).27 
Other countries (e.g. Germany) would also extend in 
rem injunctions (§ 1004 BGB) outside of tangible pro-
perty protection, though with such adjustments to 
its scope and nature that bring it again very close to 
the tort law system (namely, the tort of negligence 
for a third party wrongdoing).

IV. Examples

22 Germany and Austria also demonstrate that there is 
no common understanding of how far such injunc-
tions can extend and what exactly are its precondi-
tions.28 In Germany, the scope is wider for tangible 
property than for intellectual property. The scope of 
injunctions is limited by the notion of a ‘disturber’ 
(§ 1004 BGB), which is more broad than the tort law 
notion of a ‘tort feasor’. A disturber in tangible pro-
perty law can be anybody who either caused a dis-
turbance of the property by his own conduct (distur-
ber-by-conduct) or who causes such a disturbance 
by a third party in an adequate way, provided that 
it is possible and reasonable for him to prevent this 
action (disturber-by-status).29 The same notion of 
the disturber was extended to intellectual property 
law,30 but at the same time was narrowed in its scope 
by requiring a certain breach of duty of care. This 
duty of care, however, is arguably broader than the 
usual tort law standards of duty of care known from 
other jurisdictions.31

23 In Austria, the scope in the property law seems even 
broader than in Germany. According to the Aust-
rian Supreme Court, injunctions extend not only to 
the person who caused the disturbance of the pro-
perty by their own conduct (disturber-by-conduct), 
but also to any person having the factual and legal 
possibility to stop the disturbance (disturber-by-sta-
tus).32 This notion of injunctions was recently also 
extended to the protection of personality rights.33 
Interestingly enough, it seems, that although in rem 
injunctions are not similarly established in intellec-
tual property law where a injunctions are linked to 
tort liability,34 Austrian law here allows injunctions 
outside of the tort law categories as an implemen-
tation of the above-mentioned topic-tailored Union 
law against intermediaries.35
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V. Summary

24 In summary, whereas in rem injunctions aim at sol-
ving the situation of disharmony between a factual 
situation and legally granted rights irrespective of 
wrongfulness, the tort-law-centric view of injunc-
tions concentrates more on the personal wrongful 
conduct (what stems from the sanctional nature of 
the law of torts). In rem injunctions assume that the 
scope of the enforcement of a right is broader than 
the scope of a right, an assumption which is in fact 
also shared by secondary liability in tort. However, 
whereas the law of civil wrongs extends enforce-
ment beyond the scope of the right only excepti-
onally (as defined by doctrines of secondary liabi-
lity), in rem injunctions make the enforceability a 
general rule, to which we have to craft exceptions 
in the form of (external) enforcement limits. This 
entitlement extension is then visible to us (see dia-
gram)36 as injunctions against innocent third parties. 

C. Website blocking injunctions

25 The recent demand of right holders for website-blo-
cking injunctions shows that exclusionary protec-
tion of the absolute rights by tort law categories can 
in certain situations fail. This is especially the case 
where it is impossible or impracticable to identify or 
sue any of the tort-liable persons due to the cross-
border context, the anonymity of tort feasors or me-
rely due to enforcement inefficiency (e.g. massive 
scale). After all, the tort liability of a non-actor (in 
the sense of the scope of the right) for an actor’s 
conduct (see diagram above) has its limits based on 
generally accepted principles of tort (e.g. causality, 
fault). What right holders see, however, is that there 
are certain persons in the infrastructure of the In-
ternet economy who have technical and legal me-
ans and resources to reduce negative externalities 
impacting upon their rights, but are too far for the 
tort law (e.g. Internet access providers). 

26 One way of answering their demand for a solution 
is by rejecting it with the argument that the fact 
that rights are in some cases practically unenforce-
able should be seen as an intentional limitation of 
their entitlement (e.g. similar to copyright excep-
tions when it comes to the scope of the right, here 
the limitation applies to the scope of its enforce-
ment). Another way of answering their demand is 
to undertake a thorough analysis as to whether the 
extension of such a right is justified. However, the 
reality of the legislative process and of judicial acti-
vism does not follow this approach; therefore, with 
the Union law legislation explained above, we are al-
ready asking this questions ex post. But as I stated at 
the very beginning, the issue of justification exceeds 
the scope of this paper. Instead, I will try to illust-
rate some of the problems of the website-blocking 
practice as a type of in rem injunction that might be 
typical for the entire concept, which leads to injunc-
tions against innocent third parties.

I. Effectiveness

27 In theory, website blocking could yield more econo-
mically efficient results. This presumes, first, that 
the situation of the right holder will substantially im-
prove, and second, that the situation for the rest of 
the society, including that of Internet access provi-
ders, will worsen to a lesser extent (called the Kal-
dor Hicks improvement37). If this equation does not 
hold, we cannot speak of any improvement because 
society pays more than it receives by allowing such 
a practice. The UK judge Justice Arnold granted his 
first website-blocking injunction in the Newzbin II38 
case, arguing that

[i]f, in addition to paying for (a) a Usenet service and (b) Newzbin2, 
the users have to pay for (c) an additional service for circumvention 
purposes, then the cost differential between using [an unlawful ser-
vice] and using a lawful service [...] will narrow still further. This is 
particularly true for less active users. The smaller the cost differen-
tial, the more likely it is that at least some users will be prepared to 
pay a little extra to obtain material from a legitimate service

28 Justice Arnold thus sees the effectiveness of web-
site blocking in raising transaction costs for users 
demanding unlawful services. A recent empirical 
study39 conducted by IViR, however, suggests that 
the impact of website-blocking injunctions in co-
pyright cases, and thus the overall effectiveness of 
injunctions that underlie its justification, might be 
very small. According to the study, only 5.5% of all 
customers (approximately 20% of all infringing custo-
mers) of affected Internet access providers downloa-
ded less, or stopped downloading altogether, due to 
website block of The Pirate Bay in the Netherlands. 
It seems, however, that in Justice Arnold’s view, the 
improvement of the situation of rights holders (the 
effectiveness of the measure) did not have to be par-
ticularly high. This is demonstrated by his comment 
that ‘I agree with counsel for the Studios that the or-
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der would be justified even if it only prevented ac-
cess to Newzbin2 by a minority of users’. 

29 It should be noted that what applies to copyright 
does not necessarily apply to other intellectual pro-
perty rights, especially trademarks. This is because 
the copyright-infringing content is very often de-
manded by users, whereas trademark-infringing 
goods are demanded less often (as trademark law 
often protects consumers in parallel). Thus users 
who have to circumvent blocked websites in or-
der to access them might have a higher incentive 
to overcome barriers (and pay more in transactions 
costs) when it comes to copyright-protected con-
tent that is being blocked, than content infringing 
upon trademarks.

II. Methods

30 Furthermore, it has to be noted that the technique 
of website blocking as such, not just the subject mat-
ter concerned, has a lot to do with the effectiveness 
of such measures. Currently, there are three tech-
niques used to block access to certain websites. 

• The first and most primitive is DNS blocking, 
where the Internet access provider merely 
black-lists certain domain names from its DNS 
records. This technique can be easily circum-
vented by both users and targeted website ope-
rators. Users need only to use a different provi-
der as a source of DNS records, which is a trivial 
setting in the Internet browser, or by sim-
ply using search engines instead of direct URL 
entry.40 A website operator, on the other hand, 
can change the name of the domain name. This 
type of block, for instance, was issued by a Da-
nish court in IFPI Denmark v Tele2 to block <allof-
mymp3.com>. 

• The second method is IP address blocking, where 
an Internet access provider black-lists certain IP 
addresses used by the server where the targeted 
website is stored (used in Dramatico). This tech-
nique is relatively more difficult for users to cir-
cumvent. They would need to use a special proxy 
service or VPN to go around this block. The web-
site operator can change his IP address. 

• The last technique is called Deep Packet Inspec-
tion (DPI), which, unlike the previous two tech-
niques, enables blocking certain URLs in addi-
tion to entire webpages. This method is used 
when the targeted service shares an IP address 
with other services, or if the specific part of the 
website is to be blocked (also used in the UK Ne-
wzbin II decision). The most significant disadvan-
tage to Deep Packet Inspection is that it may be 
easily subverted if the packets are encrypted, 
e.g. using the ‘https’ protocol.41 

31 Apart from these technical methods, one has to dis-
tinguish whether the website block is issued by the 
court as a fixed order or as an open order. The first me-
ans that only the decision-specified domain name, 
website or IP address will be blocked, whereas the 
second creates an out-of-court system enabling fle-
xible submission of changed IP addresses or domain 
names by right holders, often without further judi-
cial review. All these different techniques and ty-
pes of orders raise numerous problems (see below).

III. Collateral damage

32 Assuming that the combination of different tech-
niques and appropriate subject matter makes web-
site blocking effective and hence improves the situa-
tion of the right holders, we should ask whether the 
situation for the rest of society is worsened only to 
a lesser extent. Plus, the cumulative effects of other 
website blocks originating from other right holders 
should also be taken into account. Website blocking 
especially raises the problem of respect towards the 
core values of the democratic society and also of pu-
blic interest in innovation. This potential collateral 
damage can in fact reduce the practical societal need 
for injunctions against innocent third parties, like 
website blocking, to zero.

33 Website blocking can easily lead to a practice where 
the website operators whose websites are to be blo-
cked cannot defend themselves before the block is 
granted and without having a remedy to challenge 
such blocks ex post. Although it might be more effici-
ent to block the website without notifying the web-
site operator and giving him chance to defend his 
case, our values embodied in a right to a fair trial 
shall preclude such scenarios. This is exactly the pro-
blem with most of the UK website-blocking injunc-
tions as well. Of all three UK website blocks (Newzbin 
II, blocking Newzbin; Dramatico Entertainment, blo-
cking The Pirate Bay; and EMI Records, blocking KAT, 
H33T, and Fenopy),42 only Newzbin II was initiated af-
ter the court decision against the website operator 
was issued (Newzbin I) and failed to be implemen-
ted. In the other two cases, the infringing nature of a 
website was assessed as a preliminary question. Web-
site operators whose websites were to be blocked 
were not party to the proceedings and thus could 
not defend themselves in court.43 Justice Arnold re-
lied on the following three arguments in his decision 
in this respect (see para 9-15 of Dramatico Entertain-
ment): i) nothing in the legal bases of the injunctive 
provision requires a court to do so, ii) other courts 
did the same, and iii) it would be impracticable, or at 
least disproportionate, to require the website ope-
rator to be part of the proceedings. This type of re-
asoning is not very convincing from a human rights 
perspective, however. 
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IV. Right to a fair trail

34 Website-blocking proceedings fall within the scope 
of Article 6(1) of the European Human Rights Con-
vention because their result is decisive for private 
rights and obligations (see Ringeisen v Austria, No. 
2614/65). A website operator’s right to engage in 
commercial activities as well as his property rights 
or other rights as a private individual can be inter-
fered with by such a blockade. For instance, a right 
to conduct a business can be limited by the blocking 
decision, which orders other entities (here Inter-
net access providers) to block access to the business 
website. The ban concerned is very serious. Unlike 
a tenant who cannot run his club at some particular 
place because his landlord was sued for nuisance, the 
website operator cannot simply relocate somewhere 
else. His website was found to be infringing per se, 
not only in the context of a certain neighbourhood. 
Also, a website operator, unlike a tenant against his 
landlord, has no proper compensation cause of ac-
tion against the Internet access provider. His web-
site is locally banned for the entire country and he 
has almost no possibility to challenge it. Moreover, 
it is only a matter of time before right holders start 
asking for EU-wide website blocks based either on 
Brussels I or unitary community rights. The court, 
therefore, in my opinion, has to have an obligation to 
provide for a fair trial to all parties that are affected 
in this way, including a targeted website operator. 

35 A website operator’s right to a fair trial can be in-
terfered with in two of its components: i) access to 
the court and ii) equality of arms. The main prob-
lem of a website block is not only that the court will 
not hear the website operator in the proceedings, 
but also that the website operator has no remedy to 
challenge the block of his website. The court thus 
decides de nobis sine nobis, i.e. about us, without us. 
Equality of arms requires that each party be affor-
ded a reasonable opportunity to present its case, in-
cluding its evidence, under conditions that do not 
place it at a substantial disadvantage vis-à-vis its op-
ponent (Ankerl v Switzerland, Case No. 17748/91). The 
website operator cannot object to evidence or pre-
sent legal arguments in the assessment whether his 
service is complying with the law. This sharply con-
trasts with criminal cases in which even criminals 
have a right to defend themselves, regardless of how 
evident their case may be. 

36 The Strasbourg Court also reads the set of minimal 
rights from criminal cases stipulated in Article 6(3) 
ECHR as the minimum standard in civil cases in the 
scope of Article 6(1) ECHR. This is known as a right to 
adversarial proceedings (see e.g. J.J. v The Netherlands, 
No. 21351/93). In principle, this means the opportu-
nity for the parties to a civil trial to have knowledge 
of and comment on all evidence adduced or observa-
tions filed, with a view to influencing the court’s de-

cision. If a website operator’s website is blocked, the 
operator is stopped or substantially disadvantaged 
(circumvented) from conducting business, sharing 
opinions or exploiting property (for domain names, 
see Paeffgen v Germany, No.  25379/04,  No. 21688/05, 
No. 21722/05). 

V. Abuse

37 Furthemore, this constellation of injunctions can ea-
sily lead to abuse. Instead of directly suing the web-
site operator or domain name holder, one can wit-
hout serious resistance sue only the Internet access 
provider for the website blocking. This happened, for 
instance, in a recent trademark dispute over Home-
lifeSpain.com in Denmark.44

38 The courts will need to be very sensitive to this. Pro-
bably as never before, the remedy as such was vulne-
rable to the abuse of a right to fair trial, as many of 
these injunctions are. Based on human rights prin-
ciples, the courts need to recognize existing enforce-
ment limits as a sort of new safe harbour. These 
principles can be distilled from the Strasbourg case 
law. For instance, we could formulate the following 
enforcement limitation embodying the right to fair 
trial as an instruction for courts:

If a result of an injunction is decisive for private rights or obligations 
of a certain person that is not party to the proceedings, the court must 
not issue an injunction, unless it will be assured that his right to a 
fair trial is fully guaranteed.

39 This type of (external) defence can then be in-
voked by courts in many other cases, not only in 
the practice of website blocking. If, for instance, a 
plaintiff sues only the domain name authority for 
the cancellation of a certain domain name, the court 
must not issue any injunction against the domain 
name authority, unless the right to a fair trial of a 
domain name owner is sufficiently guaranteed.

VI. Legality

40 Moreover, as a recent ECHR case Ahmet Yıldırım v Tur-
key  (Case No. 3111/10) suggests, not only the pro-
cedural right of a fair trial might be infringed upon, 
but also other rights such as freedom of expression. 
The Ahmet Yıldırım v Turkey  case also teaches us that 
the courts should be very cautious about the scope 
of a website ban and the guarantee of judicial review to 
prevent possible abuses. Otherwise, website blocks 
can clash with a legal principle that the rights have 
to be proportionate and ‘prescribed by the law’. This 
problem was illuminated in Scarlet Extended, where 
Advocate General Cruz Villalón suggested that for-
cing a fairly complicated filtering and blocking me-
chanism requiring Deep Packet Inspection onto an 
Internet access provider should be rejected without 
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assessing proportionality, due to the fact that the 
injunction provision cannot serve as a legal bases for a 
very complicated filtering measures that seriously 
interferes with the right to privacy and freedom of 
expression. The argument was as follows:

[B]oth the Charter and the ECHR acknowledge the possibility of a li-
mitation on the exercise of the rights and freedoms, of an interfe-
rence in the exercise of the rights or of a restriction on the exercise 
of the freedoms, which they guarantee on condition, inter alia, that 
they are ‘provided for by law’. The European Court of Human Rights, 
principally on the basis of the supremacy of law enshrined in the pre-
amble to the ECHR, has constructed from that expression, and es-
sentially through the concept of ‘quality of the law’, an actual doc-
trine, according to which any limitation, interference or restriction 
must previously have been the subject of a legal framework, at least 
in the substantive sense of the term, which is sufficiently precise ha-
ving regard to the objective it pursues, that is, in accordance with mi-
nimum requirements.[...] The ‘law’ must therefore be suffici-
ently clear and foreseeable as to the meaning and nature 
of the applicable measures, and must define with suffici-
ent clarity the scope and manner of exercise of the power 
of interference in the exercise of the rights guaranteed by 
the ECHR.[...] From the point of view of the users of Scarlet’s services 
and of Internet users more generally, the filtering system requested 
is designed, irrespective of the specific manner in which it is used, to 
apply systematically and universally, permanently and perpetually, 
but its introduction is not supported by any specific guarantee as re-
gards in particular the protection of personal data and the confiden-
tiality of communication.[...] The necessary conclusion is therefore 
that the national law provision at issue cannot, in the light 
of Articles 7, 8 and 11 of the Charter and in particular of the requi-
rements relating to the ‘quality of the law’ and, more generally, the 
requirements of the supremacy of the law, be an adequate legal 
base on which to adopt an injunction imposing a filtering 
and blocking system such as that requested in the main 
proceedings. [emphasis mine]

41 Despite that fact that the CJEU then ignored this is-
sue and instead rejected blocking and filtering on the 
merits after carrying out a balancing exercise bet-
ween the rights concerned, the issue of quality of the 
law has to be taken into account when issuing more 
complicated website-blocking injunctions, such as 
those involving Deep Packet Inspection of users’ 
communication. Justice Arnold, for instance, who 
also instituted this technique of website blocking, 
first assessed different alternatives of website blo-
cking and their collateral damage on others. Never-
theless, his website-blocking orders are still vulne-
rable to abuse, because they set up an out-of-court 
system of non-transparent submission of IP addres-
ses and domain names that are not subject to any 
further judicial review. One may question whether 
all the subsequent website blocks are still ‘provided 
for by law’ as required by the ECHR. As the number 
of website blocks will be growing, these court-ap-
proved website blocks should have a more strict sys-
tem of checks and balances, e.g. transparency obliga-
tions by Internet access providers or periodic review 
of the implementation. Moreover, website blocks 
were so far instituted only via court proceedings. 
In civil law countries, where injunctions are recog-
nised as remedies exercisable also out of the court, 
one might ask whether the notion of ‘prescribed by 
the law’ does not also impose an obligation to exer-
cise it only before the courts.

VII. Innovation

42 Last but not least, one may ask a question closely 
linked with public interest in innovation: If the court 
continues issuing website-blocking injunctions, how 
much illegality of content would actually be requi-
red? Especially disruptive innovations – such as You-
Tube was some time ago – can be easily prohibited 
in their early development stages if the bar for the 
legal content is set too high. In his judgment, Justice 
Arnold says that ‘[his] position might be different if 
Newzbin2 had a substantial proportion of non-in-
fringing content’ when discussing whether plain-
tiffs have to provide specific URLs instead of a full 
website block. 

43 This furthermore opens the question of whether 
such a ‘hard case’ should not be preferably addressed 
in proceedings against the innovator, instead of 
some unrelated forum between the parties that 
might have no or even negative interest in defen-
ding that particular innovation. For instance, if an 
Internet access provider is vertically integrated in 
another market, such as cable TV, it might have ne-
gative interest in defending any competing innova-
tion that uses its infrastructure to access consumers 
(e.g. IPTV). In such cases, an Internet access provi-
der might be willing to block the website because it 
improves its position in the parallel market.

VIII. Position of the remedy

44 This entire picture of the scope of the injunctions 
and its human rights problems poses an important 
question of a hierarchical position of such a remedy in 
our enforcement systems. During the current con-
sultation,45 right holders strongly advocated for the 
following action to be taken:

[...] make clear that the intermediary’s liability (or the violation by 
the intermediary of any kind of duty) is not a pre-condition to an in-
junction being issued against him with respect to a third party’s in-
fringement.[...] The availability of an injunction against intermedia-
ries should not depend on whether the infringer has or has not been 
identified; nor should the availability of such an injunction be made 
subject to an obligation for the rights-holder to sue the actual infrin-
ger (no rule of subsidiarity).[...] Under appropriate circumstan-
ces, injunctive relief against infringers and intermediaries should 
be available irrespective of whether they have received 
prior notice. [emphasis mine]

45 In other words, injunctions against an innocent third 
party, in their view, shall be recognised as an inde-
pendent remedy that should not require any exhaus-
tion of tort liability, i.e. any proof that tort law re-
medies failed.46 Although this is consistent with the 
concept of in rem actions, it can at the same time dis-
tort economic rationale behind existing tort reme-
dies. For instance, it is questionable why innocent 
parties should bear the costs of cooperation, also in 
cases where negative externalities of technology are 
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efficiently enough regulated by the tort law instru-
ments (e.g. see the example of ‘HomelifeSpain.com’ 
mentioned above).

D. Economic consequences

46 Website-blocking injunctions show several serious 
problems brought by the expansion of injunctive re-
lief against innocent third parties. The most striking 
consequences of this paradigmatic shift, however, 
are concerned with the future of Internet innova-
tion. This is because courts in this system are being 
turned into standard-setting bodies, a function they 
avoided when they had only secondary liability doc-
trines at their disposal. Take the domain name re-
gistration system as an example. If this system were 
created today under the current remedy landscape 
in the European Union, domain name authorities 
could be arguably theoretically forced to apply an ex 
ante screening system (before registration) instead 
of an ex post dispute system (after registration). This 
derives from the fact that secondary (tort) liability 
doctrines were unable to actively force domain name 
authorities to change their policy of first-come/first-
served registrations (see the Lockheed Martin v NSI 
case47). With injunctions against innocent third par-
ties in place, however, one can challenge such policy 
decisions of providers in times when the system is 
fragile because it is only being formed. When a sys-
tem is already established and becomes more solid, 
the courts are usually more reluctant to change it.48 
This also shows that enforcement limits that were 
set up to prevent similar dramatic scenarios, such 
as a prohibition of the general monitoring obliga-
tion set by Article 15 of the E-commerce Directive, 
are usually very narrow rules to protect unexpec-
ted innovations.49 For the future, this all again me-
ans that courts can substantially change the inno-
vation in the process of its formation. It also means 
that courts will now move from a ‘rubber-stamping’ 
position (assessing whether providers did enough to 
avoid secondary liability) to a more ‘standard-set-
ting’ position (actively imposing a new conduct stan-
dards and associated costs onto providers).50

I. Costs

47 The most crucial element in this context is the pro-
blem of costs. Shifting the costs from one person 
to another was so far triggered by some special rea-
sons as defined by tort law.51 The system of in rem 
injunctions, however, creates a model where costs 
can be shifted to others only because they have the 
factual and legal possibility to do something to mi-
nimize infringements. Injunctions against innocent 
parties thus enable a shift of costs without special re-
asons. And the costs involved can often be very high. 
The initial cost of implementing a website-blocking 

injunction, for instance, is about £5,000, with ano-
ther £100 for each subsequent notification.52 Accor-
ding to current practice, this cost is borne by Inter-
net access providers. 

48 The growing blocking practice can hence naturally 
soon lead to an increased price for Internet access. 
So it is ultimately consumers who will be paying for 
this kind of enforcement technique. Similarly, in 
our theoretical example, if an ex ante screening sys-
tem in respect to domain names were reality, con-
sumers would be the ones who would have to bear 
the increased costs of compliance forced onto do-
main name authorities. Innovations can therefore 
become more expensive. The concerned industry, of 
course, understands this aspect of injunctions. For 
industry, the question of injunctions in Europe is be-
coming more important than liability in tort, espe-
cially because existing safe harbours set forth in Ar-
ticles 12 to 14 of the E-commerce Directive protect 
them from additional costs possibly incurred by ex-
pansion of secondary liability doctrines, but do not 
protect them from costs resulting from these sort of 
injunctions.53 We can illustrate voices of the industry 
on the example of Yahoo complaints during the hea-
ring about amendment of the Enforcement Directive 
and debate about Article 11 injunctions:

[...] disproportionate injunctions are being imposed by the courts on 
online intermediaries. Such injunctions are very damaging for online 
intermediaries, even if they are not, per se, liable.[...] For online in-
termediaries, legal liability per se is not key, but rather the 
effect of injunctions on their business. Therefore, reassuran-
ces from rightholders that injunctions need not be linked to liability 
are of no comfort if these injunctions cause economic damage and 
oblige them to take decisions on the legality of content, which would 
damage the fundamental rights of Internet users.

49 On the other hand, it is theoretically possible to see 
injunctions against innocent third parties being is-
sued only on the promise that right holders will pay 
the implementation costs. Under such circumstan-
ces, the issue of special reasons for shifting costs 
would disappear. This scenario, however, is not ex-
plicitly envisaged by the Enforcement Directive54 and 
of course is not appealing to the right holders. Jus-
tice Arnold probably views this as an exceptional cir-
cumstance when he notes, in his first blocking order 
against British Telecom:

I do not rule out the possibility that in another case the applicant 
may be ordered to pay some or all of the costs of implementation, 
but for the reasons given above I do not consider that such an order 
is appropriate in this case.

50 Soon, competition between the two types of reme-
dies might arise. If injunctions against innocent third 
parties become cheaper due to little resistance from 
the defendants, then they will be exploited more of-
ten and innocent third parties will eventually often 
bear costs instead of direct or secondary infringers. 
Moreover, the pursuit of pure right holder self-in-
terest in enforcement might lead to results that are 
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No 13 (concluding inter alia that in the US such injunctions 
are not possible).

2 Report from the Commission to the Council, the European Par-
liament and the European Social Committee on the applica-
tion of Directive 2004/48/EC of the European Parliament and 
the Council of 29 April 2004 on the enforcement of intellec-
tual property rights COM(2010) 779 final.

3 The reference is made to the German doctrine of liability of 
participator, which is also shared in some other countries such 
as Slovakia and Austria.

4 In this paper, the term ‘secondary liability’ means purely tort 
liability of any person different from the direct infringer (ac-
tor), who has to bear the weight of any kind of non-contrac-
tual claim for acts of the direct infringer. Secondary liability 
could be further divided into fault-based secondary liability 
that requires the breach of a certain duty of care, and no-
fault-based secondary liability that triggers liability regard-
less of such a breach.

5 In the recent Donner case, C-5/11, the CJEU read into the au-
tonomous notion of the ‘distribution right’ arguably also the 
test for secondary infringements in para 27 of the decision. 
The Court states that ‘[a] trader in such circumstances bears 
responsibility for any act carried out by him [...] or on his be-
half giving rise to a ‘distribution to the public’ in a Member 
State where the goods distributed are protected by copyright.
[...] Any such act carried out by a third party may also be attri-
buted to him, where he specifically targeted the public of the 
State of destination and must have been aware of the actions 
of that third party.’ In a different context, Justice Arnold sta-
tes that ‘I can conceive that it might nevertheless be argued 
that the Trade Marks Directive did approximate national laws 
on accessory liability in the context of infringement of natio-
nal trade marks to some extent. It might also be argued that 
the Community Trade Mark Regulation implicitly regulated 
the question of accessory liability in the context of infringe-
ment of Community trade marks to some extent. In the pre-
sent case, however, it was common ground between counsel 
that there was no conflict between domestic law and Commu-
nity law on this issue if domestic law was properly interpreted 
and applied in the manner that they respectively contended 
for. Accordingly, it is not necessary to enquire into the effect 
of Community law any further’ (L’Oreal SA & Ors v EBay In-
ternational AG & Ors [2009] EWHC 1094 (Ch)).

6 Maximal (standard) ceiling conditions stipulated in Art. 3 re-
quire that such injunctions are a) fair, b) equitable, c) not un-
necessarily complicated, d) not costly, e) do not entail unre-
asonable time-limits or unwarranted delays, f) effective, g) 
proportionate, h) dissuasive, i) do not create barriers to legi-
timate trade and j) not abusive.

7 n common law, it might be a concept of equitable protective 
jurisdiction. See footnote 21.

8 In Ireland, the High Court of Ireland, which has the same ge-
neral statutory jurisdiction to grant an injunction as the Eng-
lish High Court, considering a request for a blocking order 
(EMI v UPC), held that where there was no primary actiona-
ble wrong, the court should not intervene in an area – such as 
copyright – where the Irish Parliament had legislated (quoted 
from Davey, F. Blocking access to copyright infringing sites. 
What would ISP’s be required to do? (not published)).

9 See M. Boháček, Actio negatoria k dějinám zápůrči žaloby, 
Nákládatelství České Akadémie Věd a Umění, 1938; E. Picker, 
Der  ‘dingliche Anspruch’, In: Fest Schrift Bydlinski, 2002, 269; 
E. Herrmann, Der Störer nach § 1004 BGB. Duncker & Humbolt, 
1987; R. Wetzel, Die Zurechnung des Verhaltens Dritter bei 
Eigentumsstörungstatbeständen. Mohr Siebeck, 1971; P. Ch. 
van Es, De actio negatoria: een studie naar de rechtsvorderli-
jke zijde van het eigendomsrecht, Wolf Legal Publishers, 2005.

not efficient from the societal point of view, i.e. it 
might lead to market failures.

E. Conclusion

51 As Article 8 of ACTA55 and other initiatives (BTAs)56 
show, injunctions against innocent third parties are 
definitely a trend of the last years, and the European 
Union is very active in ‘exporting it’ outside of the 
old continent. Website blocking is a manifestation 
of derailing injunctions from the tracks of tort law 
in the recent jurisprudence. This phenomenon leads 
to an extension of rights by extending their scope of 
enforcement against persons that are too far for tort 
law, but have resources and factual and legal means 
to reduce the negative externalities. In this paper I 
argue that the theory behind such an extension can 
be found in the Roman notion of ‘in rem action’. Also, 
the justification for such an extension should not be 
mechanical, but subject to a thorough justification 
analysis. In this respect, I have tried to demonstrate 
rising problems in the practice of website blocking, 
especially tensions with the right to a fair trial, le-
gality and costs of injunctions. 

52 Although at first sight, injunctions against innocent 
third parties might seem to be an effective enforce-
ment tool to supplement the deficiencies of tort 
law in the online environment, these injunctions 
are very vulnerable to abuse and have a similarly 
great potential to negatively influence innovation. 
In the context of the Internet and intellectual pro-
perty rights enforcement, derailing injunctions from 
the tracks of tort law is literally akin to derailing the 
future of the Internet and its innovation into unk-
nown waters. As maybe never so intensively before, 
this future has been left in the hands of our courts. 
This article suggests that if we now shift to this new 
paradigm of injunctions in the IP law, we should also 
start discussing new positive intellectual property li-
mitations or other checks and balances, not only on 
the level of the scope of the right but also on the le-
vel of the scope of its enforcement. 

53 If readers feel at this point that I have merely raised 
a lot of questions without furnishing proper answers 
to them on how to address these challenges, they are 
certainly right to conclude so. I simply don’t have 
the answers. Yet.57
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fers to person who does not act within the scope of the right 
(secondary infringer). The picture depicts a tort liability sys-
tem in a country such as the US, which enables fault-based 
liability of a non-actor for an actor’s conduct in some cases 
(contributory liability) and also non-fault-based liability of a 
non-actor for an actor’s conduct in some cases (vicarious li-
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ability). The yellow field shows the extension of the scope of 
the enforcement against non-actors. The arrow shows the di-
rection of lowering causal link standards.

37 Kaldor–Hicks efficiency is a measure of economic efficiency. 
Under Kaldor–Hicks efficiency, an outcome is considered 
more efficient if a Pareto optimal outcome can be reached 
by arranging sufficient compensation from those that are 
made better off to those that are made worse off so that all 
would end up no worse off than before. See more at <http://
en.wikipedia.org/wiki/Kaldor%E2%80%93Hicks_efficiency>.

38 The High Court of Justice, [2011] EWHC 1981 (Ch).
39 J. Poort,  J. Leenheer, File sharing 2@12: Downloading from 

illegal sources in the Netherlands, IViR, available at <http://
www.ivir.nl/publications/poort/Filesharing_2012.pdf>.

40 F. Davey, Blocking access to copyright infringing sites. What 
would ISP’s be required to do?

41 Ibid.
42 The High Court of Justice: Newbiz II [2011] EWHC 1981 (Ch); 

Newbiz II [2011] EWHC 2714 (Ch), Dramatico [2012] EWHC 
268 (Ch), Dramatico [2012] EWHC 1152, EMI Records [2013] 
EWHC 379 (Ch).

43 For the position of users, see M. Husovec, What’s wrong with 
UK website blocking injunctions? Huťko’s Technology Law 
Blog at <http://www.husovec.eu/2013/03/whats-wrong-
with-uk-website-blocking.html>.

44 The Spanish-owned property site called HomelifeSpain.com 
was blocked in Denmark after the Danish site home.dk as an 
owner of a word mark ‘home’ applied and received the re-
medy of the website being blocked in Denmark. See more at 
<http://www.techdirt.com/articles/20121228/09275521510/
danish-court-orders-spanish-site-blocked-because-it-uses-
trademarked-english-word-home-as-part-its-name.shtml>.

45 See Study of European Observatory on Counterfeiting and Pi-
racy on Injunctions in Intellectual Property Rights .

46 See such an example in a recent Dutch case, BREIN v ING, 
where the court ruled that the local bank is not required to 
hand over the information about an allegedly infringing ac-
count holder because such a court ruling can only be deplo-
yed as a last remedy and the plaintiff had not yet exhausted 
all other possible options. The case was reported at <http://
www.futureofcopyright.com/home/blog-post/2013/05/17/
dutch-court-ing-not-required-to-disclose-account-informa-
tion-in-copyright-case-against-ftd-world.html> and M. Hu-
sovec, Are Banks Required to Disclose the Indentity of their 
Customers to Copyright Holders? Huťko’s Technology Law 
Blog at <http://www.husovec.eu/2013/05/are-banks-requi-
red-to-disclose.html>.

47 NSI was at the time the sole National Science Foundation 
contractor in charge of registering domain-name combi-
nations for the top-level domains .gov, .edu, .com, .org and 
.net. NSI did maintain a post-registration dispute-resolution 
procedure, but no ex ante procedure. NSI took no action on 
Lockheed’s requests to cancel the domain names. NSI later 
permitted a new registrant to register <skunkworks.com>. 
Lockheed sued NSI on 22 October 1996, claiming a contribu-
tory service mark infringement, infringement, unfair compe-
tition, and service mark dilution, all in violation of the Lanham 
Act, and also seeking declaratory relief. The Ninth Circuit re-
jected all the claims (Lockheed Martin v Network Solutions, 
No. 97-56734, United States Court of Appeals, Ninth Circuit).

48 SSee e.g. decision of the German Federal Supreme Court, Am-
biente.de, 17.05.2001, Case No.  I ZR 251/99.

49 Art. 15 provides that ‘Member States shall not impose a ge-
neral obligation on providers, when providing the services 
covered by Articles 12, 13 and 14, to monitor the informa-
tion which they transmit or store, nor a general obligation 
actively to seek facts or circumstances indicating illegal ac-
tivity’. As domain name authority activity is generally not 

seen as mere hosting, caching or mere conduit, this provi-
sion does not apply to it.

50 Instructive examples can be found in German case law, e.g. 
the decision of the German Federal Supreme Court, Sommer 
Unseres Lebens, 12.05.2010, Case No. I ZR 121/08, which pu-
shed for password protection of open wifis, or the Alone in 
the Dark decision, 12.7.2012, Case No. I ZR 18/11, which pu-
shed for word-filtering technology for file-hosting providers 
and also for manual review of a small number of external links 
from search engines.

51 Inspired by H. Koziol, Basic Questions of Tort Law from a Ger-
manic Perspective (2012) Jan Sramek Verlag, p. 31

52 See decision [2011] EWHC 2714 (Ch) Newzbin II, paras 32-53.
53 See the wording of Art. 12(3), Art. 13(2), Art. 14(2), Art. 18 of 

E-commerce Directive together with the explanation of in-
junctions against intermediaries. It is also, for instance, the 
current position of German jurisprudence and from case law 
that is coming to the Court of Justice of EU from other mem-
ber states (Scarlet, Sabam, UPC Wien etc.), it seems that this 
is not an unusual position. Of course, in countries that did 
not implement Art. 11 of the Enforcement Directive and Art. 
8(3) of the Information Society Directive properly, this ques-
tions often did not even arise. See Study of European Obser-
vatory on Counterfeiting and Piracy on Injunctions in Intel-
lectual Property Rights.

54 Enforcement Directive in Art. 3(1) states that ‘Member Sta-
tes shall provide for the measures, procedures and remedies 
necessary to ensure the enforcement of the intellectual pro-
perty rights covered by this Directive. Those measures, pro-
cedures and remedies shall be fair and equitable and shall not 
be unnecessarily complicated or costly, or entail unreasonable 
time-limits or unwarranted delays’. Also Justice Arnold in Ne-
wzbin II opines ‘[i]t seems to me to be implicit in recital (59) 
of the Information Society Directive that the European legis-
lature has chosen to impose that cost on the intermediary. 
Furthermore, that interpretation appears to be supported by 
the Court of Justice’s statement in L’Oréal v eBay at [139] that 
such measures “must not be excessively costly”.’ On the other 
hand, there is no explicit requirement in any of the directi-
ves that such costs have to be borne fully by intermediaries.

55 ‘Each Party shall provide that, in civil judicial proceedings 
concerning the enforcement of intellectual property rights, 
its judicial authorities have the authority to issue an order 
against a party to desist from an infringement, and inter alia, 
an order to that party or, where appropriate, to a third party 
over whom the relevant judicial authority exercises jurisdic-
tion, to prevent goods that involve the infringement of an in-
tellectual property right from entering into the channels of 
commerce.’ This provision was previously drafted in a more 
European-style way, when it provided that ‘The Parties [may] 
shall ensure that right holders are in a position to apply for an 
injunction against [infringing] intermediaries whose services 
are used by a third party to infringe an intellectual property 
right.’ See more on this development within the treaty, B. K. 
Baker, ACTA: Risks of Third Party Enforcement for Access to 
Medicines, PIJIP Research Paper series (2010).

56 The proposed text of Bilateral Trade Agreement between EU, 
Colombia and Peru that in Art. 236 says ‘the Parties shall pro-
vide that, where a judicial decision is taken finding an inf-
ringement of an intellectual property right, the judicial au-
thorities may issue against the infringer an injunction aimed 
at prohibiting the continuation of the infringement.’ As the 
footnote of the document explains, ‘The Parties shall ensure 
that the measures referred in this paragraph may also apply 
against those whose services have been used to infringe in-
tellectual property rights to the extent they have been in-
volved in the process.’ See <http://www.bilaterals.org/spip.
php?article17138>.
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57 Hopefully, I will be able to provide these answers at the end 
of my ongoing PhD research.
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Abstract:  Internet service providers (ISPs) play 
a pivotal role in contemporary society because they 
provide access to the Internet. The primary task of ISPs 
– to blindly transfer information across the network – 
has recently come under pressure, as has their status 
as neutral third parties. Both the public and the private 
sector have started to require ISPs to interfere with 
the content placed and transferred on the Internet as 
well as access to it for a variety of purposes, including 
the fight against cybercrime, digital piracy, child por-

nography, etc. This expanding list necessitates a criti-
cal assessment of the role of ISPs. This paper analyses 
the role of the access provider. Particular attention is 
paid to Dutch case law, in which access providers were 
forced to block The Pirate Bay. After analysing the posi-
tion of ISPs, we will define principles that can guide the 
decisions of ISPs whether to take action after a request 
to block access based on directness, effectiveness, costs, 
relevance and time.

A. Introduction

1 Traditionally, third parties facilitating communica-
tion and information exchange were mere messen-
gers or neutral transporters. As a popular Dutch say-
ing goes,1 their policy should be to not take notice 
of the content of messages. Postal services do not 
open letters, telephone companies do not eavesdrop 
on communication, and even classic telephone ope-
rators simply facilitated the connection. Only with 
some services is knowledge of the content inherent, 
as in the case of telegrams and telex.

2 In the early days of the Internet, ISPs still fit into 
the tradition of communication neutrals. From the 
moment Internet access was provided to the gene-
ral public in the early 1990s, however, crime slowly 
started to take off, and copyright infringements in 
particular increased quite exponentially. These de-

velopments led to a changing role for Internet ser-
vice providers. No longer could they maintain a com-
pletely neutral position.

3 The initial attempts to regulate ISPs, with the pro-
minent examples of the US Digital Millennium Co-
pyright Act (DMCA)2 and the European Union Direc-
tive 2000/31/EC on electronic commerce (Directive 
on E-commerce),3 reflected a new dual role of In-
ternet intermediaries: they deserved protection as 
neutrals, but they could also be called upon to as-
sist with norm enforcement. The underlying reason 
for these regulations, however, was primarily to de-
fine exceptions or safe harbours that would protect 
ISPs against liability claims. Nevertheless, these laws 
also acknowledged that, under certain circumstan-
ces, ISPs should assist in stopping copyright infrin-
gements, for example.
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4 Both the DMCA and the Directive on E-commerce4 
regulated three types of ISP services: the transport, 
temporary storage, and hosting of information. In 
addition, the DMCA also regulated search engines. 
Presently, there is a tendency to put pressure on 
ISPs to co-operate in addressing norm violation, in 
particular in their role as access provider. For in-
stance, courts in several countries (Netherlands, Fin-
land,5 UK,6 etc.) ordered ISPs to filter Internet traffic; 
the French HADOPI Act has a so-called three-strike 
policy regarding downloading; and the controver-
sial ACTA is infringing on human rights in a serious 
way.7 The secrecy surrounding this last initiative ad-
ded to the controversy regarding its content. Much 
media attention was also paid to the US initiatives 
SOPA and PIPA.8 These initiatives were abandoned 
in February 2012, but by April 2012 the comparable 
CISPA had already passed in the House of Represen-
tatives.9 Since the Senate did not accept the CISPA, 
it was re-entered and passed again in April 2013.10

5 Are the times changing? Are we entering a new era? 
This paper aims to answer this question by focusing 
the discussion on ISPs in their role as the access pro-
vider.11 The paper is structured as follows: In section 
2 the liability exemptions of the US DMCA and the 
EU Directive on E-commerce are introduced. Next, 
we will discuss a series of Dutch court cases concer-
ning The Pirate Bay that ended in 2012 with court 
orders against several ISPs to filter out websites be-
longing to Pirate Bay. In the third part we will eva-
luate which role fits access providers best. Viewed 
from different angles, the access provider as the in-
termediary merely providing access to the Internet 
will be weighed against the access provider as a full-
time norm enforcer, and we will provide principles 
that can help in striking a balance.

B. Early days: DMCA and 
Directive on E-commerce

6 The spirit of the mid-1990s is well reflected by Kas-
persen:12 ‘(…) the duties of access-providers do not 
embody anything else but giving access to the Net 
and all the information in it, just as it is’.

7 Stated simply, an access provider should just provide 
access to the Internet. This basically was the back-
ground of the legislation proposed during the late 
1990s, although besides this main focus on creating 
a safe harbour it was also acknowledged that under 
certain circumstances ISPs should assist in comba-
ting (in particular copyright) infringements. 

I. DMCA

8 Prior to the DMCA, in 1996 Section 230 of the Com-
munications Decency Act regulated immunity for 

ISPs and others regarding hosted content.13 For the 
present paper with its focus on access providers, this 
controversial and much-debated Act14 is not directly 
relevant.

9 On December 1998 the DMCA entered into force. 
This Act included in Title II the addition of para-
graph 512 to the US Code, better known as the On-
line Copyright Infringement Liability Limitation Act 
(OCILLA). OCILLA defines four categories of exemp-
tions applicable to ISPs: services related to (1) infor-
mation location tools (search engines), (2) storage of 
information at the direction of users (hosting), (3) 
system caching and (4) transitory communications.15 

The transitory communications category is relevant 
for the present paper since it concerns ‘transmit-
ting, routing, or providing connections’. Whereas in 
doctrine, access providers are normally distinguis-
hed as a special category of providers, in regulation 
this is not necessarily the case. Although all types of 
transitory communication providers are crucial to 
a proper functioning of the Internet, the doctrinal 
treatment of access providers as a single category is 
understandable. For anyone on the Internet, it al-
ways starts with getting access. 

10 Instead of enforcing norms on the Internet – regula-
ting behaviour in cyberspace – it is sometimes easier 
to control at the source: make sure that people never 
get to (parts) of the Internet, or that people cannot 
use particular applications. As such, the ISP can func-
tion as a single point of contact for all of its users, 
and these users are regulated at a single instance. 
Access providers are the gate to the virtual world, 
and consequently are an obvious party to appoint 
as norm enforcer or gate keeper. As Mann & Belzey 
state:16 ‘Internet intermediaries (…) are easy to iden-
tify and have permanent commercial roots inside 
the jurisdictions that seek to regulate the Internet.’

11 As a shelter for such claims, the DMCA/OCILLA de-
termines that the transitory communication pro-
vider is not liable if (1) the provider does not initi-
ate the access, (2) the process is automatic without 
selection of the material, (3) the provider does not 
determine recipients, and (4) the information is not 
modified. Besides these topics related to the core 
activity of an ISP, OCILLA sets two other conditions: 
(5) providers should have a policy of account termi-
nation of repeat infringers and (6) should not inter-
fere with technical measures (e.g. Digital Rights Ma-
nagement software).

12 Access providers almost intrinsically satisfy all these 
conditions expect for the fifth. Basically, in a normal 
course of action, access providers cannot be held li-
able as long as they define and apply a policy of ac-
count termination. The above applies to monetary 
relief. There are some circumstances under which 
injunctive or other equitable relief is possible,17 and 
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we will discuss them after introducing the E-com-
merce Directive.

II. Directive 2000/31/
EC on E-commerce

13 The E-commerce Directive was drafted against a 
different background than the DMCA. The opening 
words of the proposal for the E-commerce Direc-
tive are illustrative: ‘Electronic commerce offers 
the Community a unique opportunity for economic 
growth, to improve European industry’s competi-
tiveness and to stimulate investment in innovation 
and the creation of new jobs.’18

14 This Directive formed the central pillar in the regu-
lation of e-commerce within the EU, as was outli-
ned in a policy document from 1997.19 As part of the 
same legal package, Directive 2001/29/EC on copy-
right in the information society is more directly re-
lated to the DMCA, but it did not cover liability:20 

‘Liability for activities in the network environment 
concerns not only copyright and related rights but 
also other areas, such as defamation, misleading 
advertising, or infringement of trademarks, and is 
addressed horizontally in Directive 2000/31/EC (…) 
on E-commerce.’

15 In the proposal for the E-commerce Directive, the 
European Commission identified five key issues, re-
ferred to as obstacles. One of them concerned the 
liability of intermediaries: ‘To facilitate the flow of 
electronic commerce activities, there is a recog-
nised need to clarify the responsibility of on-line 
service providers for transmitting and storing third 
party information (i.e. when service providers act as 
‘intermediaries’).’21

16 The angle is basically economic. The aim is to stimu-
late e-commerce within the European Union by pro-
tecting ISPs against liability, thus preventing them 
from being hindered by all kinds of liability claims 
when providing their services. Nonetheless, the Di-
rective on E-commerce22 takes a similar approach, 
and as McEvedy correctly observes23 ‘closely resem-
bles the DMCA in that it provides “limitations of lia-
bility” while leaving the underlying law unaffected’. 
The scope of the E-commerce Directive is broader, 
in that it covers all legal fields, not only copyright. 
Surprisingly, the proposal for the E-commerce Di-
rective does not mention the DMCA, but in certain 
parts it follows it almost verbatim.

17 The E-commerce Directive’s well-known triad of 
services provided by ISPs is mere conduit (Article 
12), caching (Article 13) and hosting (Article 14). At 
first sight it may seem that the role of access provi-
ders is left unregulated. However, just as the DMCA 
covered access under ‘transitory communications’, 

the mere conduit of Article 12 regulates not only 
‘the transmission in a communication network’ but 
also ‘the provision of access to a communication net-
work’. The proposal also clearly indicates the dif-
ferent scope depending on the provider’s role: ‘es-
tablishes a “mere conduit” exemption and limits 
service provider’s liability for other “intermediary” 
activities’.24 

18 In order to be not held liable, the access provider 
should not (a) initiate the transmission, (b) select 
the receiver of the transmission and (c) select or mo-
dify the information contained in the transmission. 
For an access provider, this set of conditions is even 
easier to comply with than the six conditions of the 
DMCA/OCILLA just discussed.

III. Court orders and 
other observations

19 The fact that mere transmission and providing ac-
cess are headed under the same category can be con-
sidered an underestimation of the role of access pro-
viders, as was indicated above. However, one could 
also argue that now that both the DMCA and the E-
commerce Directive take this approach, there must 
be a reason why these services should be judged 
similarly. If we proceed from this assumption, we 
could argue that intervention of access providers 
should be treated similarly to intervention by pro-
viders of servers that just pass IP packets through. It 
is hardly imaginable that such a provider that only 
transmits information over the Internet would ever 
be called upon. So, if this provider is headed under 
the same category as the access provider and never 
asked to assist with the enforcement of norms, why 
would the access provider be? 

20 An obvious difference between the two providers is 
that the access provider has a contractual relation-
ship with the user, while the provider merely passing 
through IP packets does not. However, the court ca-
ses discussed in this paper concern blocking access 
to certain sites, so the contractual relation is not re-
levant in that respect. Another difference has to do 
with the Internet infrastructure. If an access pro-
vider blocks access, this can be effective25 for their 
users, and for the other provider the effect is not gu-
aranteed. Moreover, all users worldwide could be af-
fected by the latter measure, whereas actions from 
the access providers affect only their users.

21 The safe harbors created for access providers by both 
the DMCA and the E-commerce Directive are not ab-
solute. The DMCA is different in that it has an explicit 
notice-and-take-down (NTD) procedure,26 and provi-
ders can be forced to reveal the identity of subscri-
bers. The E-commerce Directive has no explicit pro-
cedures. As a consequence, ISPs need to carefully 
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weigh the pros and cons after a complaint without 
the certainty of not being held liable by either the 
party complaining or the opposing party. For the 
present paper this is not directly relevant, since ac-
cess providers are never confronted with NTD re-
quests, at least not in their role as access providers. 
Identity requests ask difficult decisions of ISPs, and 
these requests go even beyond the classic roles of 
ISPs to include web 2.0 providers.27 Identity requests 
also fall outside the scope of the present paper.

22 An importance difference between the two regu-
latory frameworks is the way court orders are re-
gulated. Whereas the DMCA defines many condi-
tions that have to be met before a court can order 
an access provider to block certain content,28 the 
E-commerce Directive sets no specific conditions,29 
generally stating in Article 12(3): ‘This Article shall 
not affect the possibility for a court (…) requiring 
the service provider to terminate or prevent an 
infringement’.

23 This might explain why it is relatively easy to get a 
court order within the EU and hard to get one in the 
US. It might also explain why the tendency within 
the EU is for the entertainment industry to go to 
court, and in the US they focus on the introduction 
of new legislation. Illustrative are the Dutch court 
cases concerning The Pirate Bay, which we will dis-
cuss next.

C. Dutch case law or the 
Pirate Bay saga

24 In 2012 the Dutch anti-piracy organization BREIN, 
a foundation that aims to enforce intellectual pro-
perty rights for the entertainment industry, obtai-
ned several court orders that forced ISPs to block 
access to The Pirate Bay. The Dutch Pirate Bay ca-
ses nicely illustrate the legal grounds underlying the 
blocking of access by ISPs. Therefore, we will discuss 
the main arguments used in the various cases that 
started with court proceedings against The Pirate 
Bay in May 2009. 

I. BREIN v The Pirate Bay 2009-2010

25 The case against The Pirate Bay began well before 
the judge handed down its verdict in the Nether-
lands. Early in 2009, charges were filed in Sweden 
against the people behind The Pirate Bay, followed 
by a conviction of one year of imprisonment for 
Fredrik Neij, Gottfrid Svartholm, Peter Sunde and 
Carl Lundström on 17 April 2009.30 The criminal con-
viction in 2009 led to a court initiative by BREIN that 
sued the Pirate Bay people in the summer of 2009 for 
copyright violation.

26 The summons was delivered at the address as recor-
ded in the Swedish population register but was re-
turned. The defendants did not show up in court, but 
the judge allowed the proceedings to take place in 
absentia.31 This is allowed in summary proceedings 
if the plaintiff has put sufficient effort in trying to 
reach the defendant. It is interesting in this case that 
the effort consisted, amongst others, in sending the 
court order via e-mail, Twitter and Facebook (the 
plaintiff was de-friended minutes after the court or-
der was left on the Pirate Bay-owned Facebook page). 
The reaction of one of the defendants was decisive 
when the press confronted him with the upcoming 
court case: ‘Having a court case in Amsterdam on 
July 21 does not ring a bell.’ 

27 In the 30 July 2009 verdict, the court ordered The 
Pirate Bay to

1. stop copyright infringements in the Nether-
lands and

2. make websites thepiratebay.org, piratebay.se, 
etc. inaccessible to Dutch users.

28 The verdict is somewhat ambiguous. What is proba-
bly meant by ‘Dutch users’ and ‘copyright infringe-
ments in the Netherlands’ is Dutch IP addresses. One 
could argue that if the websites mentioned are inac-
cessible in the Netherlands, copyright infringements 
are stopped as far as The Pirate Bay is concerned so 
the first order does not add anything. However, the 
reason for the first point might be that changing do-
main names will not work to undermine the second 
point. Clearly, if a proxy were used the second ban 
could be circumvented, allowing users to access The 
Pirate Bay and infringe copyrights.

29 After this verdict, Pirate Bay started summary pro-
ceedings against BREIN, arguing that due to the tech-
nical complexity, this case is not suited for summary 
proceedings. The judge indicated that despite the 
complexity, balancing the opposing interests of The 
Pirate Bay and BREIN remains possible. The result: 
The Pirate Bay did not violate copyrights, but the 
judge decided that the act of facilitating copyright 
infringements by others is illegal. The judge ordered 
the following on 22 October 2009:32

1. The Pirate Bay should delete all torrents that re-
fer to material that infringes on copyright ma-
terial relevant to BREIN.

2. The Pirate Bay should block access of Dutch In-
ternet users on the various Pirate Bay websites 
to the torrents under 1.

30 The idea behind this court order change was to al-
low references to material that does not infringe on 
copyrights of the parties BREIN represents. This is in 
favour of the freedom of speech as far as non-infrin-
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ging material is concerned. However, since the court 
orders the deletion of torrents, people not using a 
Dutch IP address would also no longer be able to ac-
cess them. In this respect the order reaches further 
than the previous court order. Another problem with 
the verdict is how The Pirate Bay can establish whe-
ther a torrent infringes on the copyright of the par-
ties BREIN represents.

II. Intermezzo: International 
hosting providers

31 The Pirate Bay did not follow the court order, so 
BREIN turned to the access providers. In previous 
court cases in other countries, The Pirate Bay hos-
ting providers had been sued. First, the Swedish 
courts decided that hosting The Pirate Bay was not 
allowed. The Pirate Bay was offline for a couple of 
days but then reappeared on German servers. The 
German judge also ordered a cessation of hosting 
The Pirate Bay. The race to the bottom stopped in 
Ukraine, which has hosted the Pirate Bay servers 
since then. In addition to the fact that suing in Uk-
raine would not necessarily have the same results as 
in Sweden and Germany, it became clear that even 
winning in Ukraine would only mean that The Pirate 
Bay would seek yet another country to host their 
websites.

III. BREIN v the largest ISP, 
summary proceeding 2010

32 Based on this verdict, BREIN asked Dutch providers 
to filter out Pirate Bay Internet traffic. The provi-
ders did not grant this request. Therefore, in what 
they called a test case, BREIN decided to sue only the 
ISP that facilitated the most Pirate Bay traffic. This 
appeared to be Ziggo. On the grounds of principle, 
XS4ALL joined Ziggo as a defendant in this case.33 

33 The subtlety of the 2009 verdict (not providing ac-
cess to infringing material) was replaced by BREIN 
and became mere access. In summary proceedings, 
BREIN applied the Dutch implementation of Article 
11 of Directive 2004/48/EC on the enforcement of 
intellectual property rights (see also Article 8(3) Di-
rective 2001/29/EC on the harmonisation of certain 
aspects of copyright and related rights in the infor-
mation society):  ‘(…) rightholders are in a position to 
apply for an injunction against intermediaries whose 
services are used by a third party to infringe an in-
tellectual property right (…)’.

34 The third party are the subscribers of the ISP. The 
judge did not grant the request, arguing that the in-
junction is allowed only in cases of direct infringe-
ment, and the order would apply to all users of the 

provider, not only those infringing copyrights af-
ter accessing The Pirate Bay. This ruling is a bit odd: 
people who do infringe are banned, and people who 
do not infringe did not go to The Pirate Bay anyway. 
The argument could be that those who do not use 
The Pirate Bay might want to go there for lawful ac-
tivities as well. However, in practice most, if not all, 
Pirate Bay users go there to obtain copies of works 
violating copyright.

IV. BREIN v the largest 
ISP, proceedings on the 
merits 2010-2012

35 In the proceedings on the merits that BREIN started 
after they lost the summary proceedings, they ba-
sically claimed the same.34 The judge followed the 
European Court of Justice (ECJ) ruling from 12 July 
201135 (L’Oreal v eBay), and stated that Article 11 of 
Directive 2004/48/EC on the enforcement of intellec-
tual property rights can also be used to prevent in-
fringements. In a later case (Scarlet v Sabam) on 24 
November 2011,36 the ECJ indicated that active mo-
nitoring for illegal content cannot be asked from ac-
cess providers. 

36 This last decision is interesting, since the Dutch 
judge’s verdict in the summary proceedings asked 
precisely this from the providers XS4ALL and Ziggo. 
If this verdict were to be translated to ISPs, it would 
not be allowed according to the Scarlet v Sabam case. 
However, since BREIN chose a different strategy, in 
which it requested the mere banning of domain na-
mes and IP addresses, this EU court ruling could not 
be applied directly. This actually means that because 
BREIN claimed too much (hence also blocking le-
gal Internet traffic), the active monitoring prohibi-
tion could be circumvented. Blocking websites or IP 
addresses of The Pirate Bay is ordered from the ISPs. 

37 On the subsidiarity question, the judge in the sum-
mary proceedings indicated that at least suing some 
consumers – i.a. because they could then have the 
opportunity to defend their position – could be asked 
from BREIN. Now the judge indicated that this was 
not necessary, and that after the lawsuits against 
The Pirate Bay and the hosting providers, the logi-
cal next step concerned access providers.

38 On the proportionality question, the judge indica-
ted that given the amount of illegal opposed to legal 
content, the interests of the copyright holders out-
weigh the interests of the ordinary Internet users. 
Still, the blocking of access to the complete website 
is less proportional than what was previously orde-
red by the court: not providing access to illegal ma-
terial. Interestingly enough, downloading music and 
movies is allowed in the Netherlands, but uploading 



Evaluation of the Role of Access Providers

2013 135 4

of infringing material is illegal. Most – though not 
all – users do both on a torrent site.

39 During the proceedings, BREIN claimed that blocking 
had been effective in Denmark and Italy. Still, it is 
easy to circumvent the blocking, and the people who 
really want to use The Pirate Bay can do so. Interes-
tingly enough, research carried out by the Univer-
sity of Amsterdam showed no difference in Pirate 
Bay Internet traffic after the ban.37

40 The judge briefly addressed whether the current 
measure was necessary in a democratic society (cf. 
Article 10 ECHR). He referred to the proportiona-
lity and subsidiarity considerations just discussed, 
in particular regarding the interests of the subscri-
bers in relation to the copyright holders. One might 
claim that the necessity considerations should at 
least include how the entertainment industry ope-
rated during the last 15 years.38 Another point that 
could have been covered is what role access pro-
viders should have on the Internet. The outcome 
might still have been the same, but it would have 
been better grounded.

41 The judge ordered Ziggo and XS4ALL to block a list 
of 24 websites (of which several were outdated at 
the time of the verdict, and others later became out-
dated), as well as three IP addresses. It is curious 
that BREIN was granted the right to change the list 
anytime they believe it is necessary, without judici-
ary intervention. One could argue that the judge did 
not really take notice of the particular sites anyway, 
but in a trial opponents have the opportunity to ob-
ject. Ziggo and XS4ALL now have to start a new trial 
if they do not agree with a particular IP address or 
website. If they do not comply, they have to pay a 
daily fine. The verdict does not pay attention to pos-
sible errors on BREIN’s side.

42 Both Ziggo and XS4ALL have appealed, but a decis-
ion is not expected before the end of 2013.

V. BREIN v other ISPs 2012/5-

43 Based on the verdict, BREIN asked other ISPs to vo-
luntarily start blocking The Pirate Bay. Since the 
ISPs refused, BREIN started new proceedings against 
other big providers, including KPN, UPC, T-Mobile 
and Tele2.39 The verdict is lengthy but does not add 
much. A difference from the original verdict is that 
BREIN is not allowed to change the list of sites and 
IP addresses. The Pirate Bay has over 100 different IP 
addresses and has already announced that it might 
add one IP address at a time, meaning that BREIN 
would have to start over one hundred different pro-
cedures. Maybe, this Pirate Bay policy can change 
subsequent verdicts on this point.

44 One interesting observation is on the effectiveness 
of the blocking. The ISPs introduced the previously 
mentioned research by the University of Amster-
dam40 showing that the blocking did not have any 
effect. The judge stated: ‘[B]locking as such does not 
necessarily lead to less Pirate Bay traffic, but effec-
tively combating infringements is possible only if 
this blocking is combined with other measures’.

45 This is a somewhat curious observation, in particu-
lar since one of BREIN’s claims from the beginning 
has been that the blocking has at least some effect 
and as such contributes to fighting copyright infrin-
gements. Therefore, the argument is that the mea-
sures are a necessary element that works in com-
bination with other measures. One of those other 
measures is to forbid proxy servers. In the course of 
2012, BREIN sued a series of organizations and peo-
ple that offered proxy servers, and did so ex parte.41 
One of the controversial cases was against the politi-
cal Pirate Party. Although legally interesting and so-
cially relevant, these cases are not within the scope 
of the present paper since it does not concern ac-
cess providers.

D. What role fits access 
providers best?

46 The decisions discussed above are certainly not ex-
clusive to the Netherlands. On 1 May  2012, the High 
Court in the United Kingdom ruled that the major 
ISPs in the UK must block access to The Pirate Bay. 
As the providers themselves noted, they do not want 
to be the judge and the jury of online content. Co-
pyright-infringing material is the prime example of 
content ISPs are asked to intervene with and cen-
tral in this paper. 

47 The interest in ISPs commenced before the DMCA 
and Directive on E-commerce were enacted. Back 
in 1995, ISPs were considered to be the party most 
suited to control the dangers of the Internet; in fact, 
‘a task force created by President Clinton suggested 
imposing strict liability on ISPs’.42 Moore & Clayton 
capture the complexity of ISP liability,43 but recog-
nize how ‘(…) ISPs are in an unrivalled position to 
suppress content held on their systems’.44

48 Before answering what role best fits the access pro-
vider, we will discuss ISP liability both related to In-
ternet traffic (spam, cyber security) and concerning 
content (defamation, privacy breaches, child porn).45 
For each of these topics we will introduce a rule of 
thumb that can help ISPs in their decision whether 
to comply with a request.
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I. Cyber security and spam: 
ISPs take initiative 

49 In the field of cyber security, ISPs have realized over 
the years that it is in their best interest to act. The 
same is true for spam. If ISPs did not use spam fil-
ters, probably no one would use e-mail any longer. 
Can ISPs still claim to be neutral if they actively act, 
as in filtering spam or eliminating malware?

50 In a famous Dutch case, the Supreme Court jud-
ged on the position of an ISP in the case of spam.46 
XS4ALL asked the direct marketer Ab.fab to stop sen-
ding spam to their customers. Ab.fab did not. Some 
argued that ISPs would lose their neutral position 
should they be allowed to reject messages. The Su-
preme Court decided that an ISP had the right to ask 
a party to stop sending spam.47 The basic argument 
was that a provider is the owner of the mail server, 
and if the provider has good reason to not want to 
process specific mails, the provider does not have 
to. Ab.fab was ordered to stop sending e-mail. Iro-
nically, before the Supreme Court ruled, Ab.fab had 
already gone bankrupt. The principle question still 
stood, however: Does the nature of the Internet and 
the role of ISPs in it conflict with asking a company 
not to send unsolicited email? As with all rules or 
principles, exceptions apply. To draw a parallel, if a 
football stadium is open to the general public, some 
people causing trouble might be banned from the 
stadium. After such a measure, the stadium is still 
open to the general public. In the case of ISPs, cer-
tain traffic can be banned from their servers without 
ISPs losing their neutrality. A similar argument ap-
plies to malware and other security measures.

51 In 2004, Lichtman and Posner called for an increased 
liability, and claimed that since ISPs are largely im-
mune from liability, they have no incentive to act.48 
Harper attacked this proposal by pointing at a fun-
damental flaw: ‘[I]t places efficiency ahead of justice. 
The Internet is a medium, not a thing, and the sup-
ply of access to it is peculiarly unsuited to a liability 
rule like Lichtman proposes.’49 

52 Nonetheless, Lichtman and Posner’s position has 
been supported by the United Kingdom House of 
Lords Science and Technology Committee, for ex-
ample, which stated in 2007 that ‘(…) although ISPs 
could easily disconnect infected machines from their 
networks, there is no incentive for them to do so’.50 

53 Others echo similar notions. Chandler writes: ‘The 
parties best placed to address cyber insecurity, in-
cluding (…) ISPs (…) do not face the full consequences 
of their contributions to cyber insecurity. Accordin-
gly, they do not invest time and money to the soci-
ally optimal level of improved security’.51 

54 Van Eeten & Bauer challenge this assumption: ISPs 
may ‘(…) unwittingly reinforce the impression that 
they have few if any incentives to improve the se-
curity of their services’.52 This occurs through the 
resistance of ISPs to government intervention and 
the hesitance to surrender self-regulation. The resis-
tance to government intervention is interpreted by 
many as an unwillingness to provide more security; 
yet this is an incorrect conclusion according to Van 
Eeten & Bauer. The efforts made by ISPs to improve 
the security of their clients started to escalate du-
ring the last decade when ISPs began to understand 
how improved security turned out to be in their best 
interest. This is due to costs associated with the in-
security of their clients.

55 As follows from the above discussion on spam and 
cyber security, ISPs do take initiatives that in them-
selves go beyond the neutral role of mere transport 
because they influence their core activities. Both 
spam and malware directly negatively influence the 
(access) services. Their aim is to guarantee a pro-
perly functioning Internet, in particular access that 
is not hindered by unwanted (spam) and the undesi-
red (malware) activities of others. This is what jus-
tifies their actions. The more these actions by ISPs 
are related to their core activities, the less influence 
such actions have regarding their neutral position. 
In the end it should be the decision of the ISP, and 
not one imposed by government, for example. Be-
cause the decision is up to the ISP, and what they do 
is objectively good for their users, they can uphold 
their basic neutral position.

II. Requests related to content: 
child porn, defamation and 
right to be forgotten

56 If ISPs have no incentive, external pressure could 
work. Access providers are in a position to influence 
what is communicated over the Internet.

57 One should be very cautious in asking assistance 
from ISPs. The fact that it is technically possible 
does not make it legally desirable. Let us assume that 
there is a public meeting room in a building that is 
hired by a politically motivated group of people. Du-
ring this meeting, a defamatory poster is put on the 
wall. Some of the attendees inform the person who is 
defamed by the poster. He goes directly to the mee-
ting and asks the people in the room to remove the 
poster. They do not. The defamed person goes to the 
owner of the room to ask for removal of the poster. 
If the owner chooses not to do so, can he be held li-
able? This is a very difficult decision for the third 
party to make. He has to balance freedom of expres-
sion against its possible defamatory nature. Whilst 
this situation is already difficult to navigate, what 
about the owner of the meeting room being asked to 
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III. Copyright infringement: 
external and preventive actions

61 A couple of years ago the discussion focused on the 
necessity of increased liability for ISPs; currently 
ISPs are just asked to carry out certain actions. The 
Dutch lawsuits by BREIN discussed above are a prime 
example, as is the French HADOPI law.58 The back-
ground of HADOPI’s ‘three strikes and you’re out’, 
introduced in 2009, is fighting copyright infringe-
ments. ISPs play a central role; for example, after 
a first notice the ISP is to actively monitor the sus-
pect, and after the third ‘strike’ the person in ques-
tion is blacklisted. The provider of the violating user 
as well as other ISPs are to ban the user for a fixed 
period of up to one year. This means that instead of 
blocking content, the access provider is to cut off an 
individual from the Internet. Besides the potential 
conflict with human rights,59 this demands from the 
access provider the enforcement of norms that dia-
metrically oppose their core activity: providing In-
ternet access to people.

62 Of a different nature was the 2011 initiative invol-
ving some of the biggest American providers; wi-
thout any act or verdict, they voluntary agreed to 
become ‘copyright cops’.60 Probably these providers 
had reasons to act as such, but it puts their neutral 
role under pressure. It is difficult for these providers 
to claim that they do not have to co-operate due to 
their neutral position if asked by private parties or 
government to intervene, either repressively or pre-
ventively, in cases of digital piracy. 

63 There is an important distinction to be made here: 
on the one hand are ISPs acting voluntarily; on the 
other hand are ISPs being forced. Just as in cases 
of child porn, government should not force ISPs to 
block access, but ISPs may do it on their own initia-
tive. However, once you act freely, you can no lon-
ger claim to be neutral as far as similar content is 
concerned. Once ISPs are more than passively invol-
ved with the communication or the flow of informa-
tion, they cannot rely on the safe harbors created by 
law. This does not make them necessarily liable, but 
there is no longer an easy way out. The same is true 
for access providers: once you voluntary search for 
copyright violations, for example, third parties can 
ask you to do so, too.

IV. Statutes and judges

64 We discussed Dutch cases that led to various court 
orders forcing access providers to block The Pirate 
Bay. In contrast to what is currently happening 
within the EU, the US cannot count on the judiciary 
when it comes to blocking websites. The conditions 
as formulated in the DMCA/OCILLA, for example, 
are simply too difficult to meet. That is one reason 

block access to the room because of the poster? This 
is even more difficult to decide, for the impact is big-
ger. If entrance to the room is blocked, the people 
cannot have their meeting. This shows the indirect-
ness of access blocking. The first level is asking the 
person who put the content there to remove it, the 
second level is asking the same of the hosting ISP, 
and the access provider only enters at the third le-
vel. When a judge orders that access be blocked to a 
particular website or IP address, this represents an 
indirectness acceptable only as a last resort. But a 
judge should be hesitant even then, because the na-
ture of the Internet makes such measures both un-
der- and over-inclusive. 

58 Requests placed upon ISPs are often impractical and 
sometimes even illegitimate. The study carried out 
by Stol et al. on child pornography and Internet fil-
tering illustrates the difficult position of ISPs and 
the importance of solid legal analysis.53 As Stol et 
al. conclude, 

[f]rom the point of view of constitutional law it is not acceptable that 
the authorities make use of instruments without sound legal basis 
in order to reach an otherwise legitimate goal. If the legislature’s in-
tention is to designate the blocking of child pornography as a duty of 
the police, then this should be provided in specific legal jurisdiction.54 

59 It has been argued by Dommering55 that a sound le-
gal defense is impossible. The Dutch Constitution 
does not permit control in advance (censorship), 
and this filtering prevents the assessing of parti-
cular content. A rebuttal here is that the filtering 
takes place only on the basis of lists of websites and 
IP addresses where child porn was already found, so 
in this respect the control is afterwards and not pre-
ventive. However, the Internet changes very quickly, 
and lists become outdated fast. One can never be 
sure what exactly is filtered.

60 Privacy breaches are another content-related topic 
often taking place on the Internet. Also, the Internet 
hosts various outdated personal information or in-
formation one simply does not want to be confron-
ted with any longer. It is not always easy to get this 
information offline. In a recent proposal, the Euro-
pean Union introduced the right to be forgotten.56 
Again, ISPs are asked to co-operate, which is com-
plicated since they find themselves in the midst of a 
conflict of interest between freedom of speech and 
the right to privacy.57 The one who has published 
the information is the first point of contact, with 
the hosting provider coming second. One could ima-
gine that access providers would be asked to block 
certain content if these first two steps do not work.
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why the music industry is trying to get acts pushed 
through the American Congress. Basically, getting a 
bill passed is more difficult than convincing a judge. 
Judges are not elected in the Netherlands (and in 
most, if not all, EU countries), so judges do not have 
to take public opinion into account. The US legal in-
itiatives demonstrated that public opinion can influ-
ence the decision-making process of the legislature.

65 Recall that on 18 January 2012, over 7,000 websites, 
including Wikipedia and Google, successfully sta-
ged a blackout as a means to protest legislative ini-
tiatives introduced in both chambers of the United 
States Congress. These initiatives, the Stop Online 
Piracy Act (SOPA) and the Preventing Real Online 
Threats to Economic Creativity and Theft of Intel-
lectual Property Act (PIPA), both aimed to curb di-
gital piracy in the United States. The primary ob-
jectives of both bills was to promote prosperity, 
creativity, entrepreneurship and innovation by com-
bating the theft of US property. Or, as the Economist 
put it more bluntly, ‘[t]he bill aims to cut off Ameri-
cans’ access to foreign pirate websites by squeezing 
intermediaries’.61

66 Beside the general public’s opportunity to influence, 
focus is another difference between legislation and 
court cases. In court cases the focus is on a single 
actor (e.g. The Pirate Bay), which makes it easier to 
decide against him. Also related to focus, proposals 
for legislation are necessarily abstract, and likewise 
feel like more of a threat to the general public (e.g. 
it touches the whole Internet). One additional diffe-
rence we want to note is that politicians appear to 
feel more sympathy for the economic arguments of 
the entertainment industry than judges are expec-
ted to. Finally, public opinion can provide correction 
during the legislative process, whereas in court ca-
ses public opinion basically starts only after the de-
cision: only then does the outcome become clear.

67 The neutral position of access providers is no diffe-
rent when it comes to objecting against case law or 
against acts; only the means of maintaining that neu-
trality are different.

V. How to draw the line?

68 The list of requests access providers receive is long, 
so we are not able to discuss them all, such as data 
retention62 or online porn blocking.63 This expan-
ding list, both in terms of what to do and how to do 
it, forces the need to re-evaluate what is being asked 
from access providers.

69 There are two basic camps. One camp stresses the 
importance of Internet freedom, innovation, the 
neutral role of providers, protection of freedom of 
speech and privacy. The other camp also stresses 
innovation, protection of rights and fighting crime. 

And as with all discussions, there are intermediate 
positions. We do take a position in this debate, but 
as with all legal debates – and particularly in those 
concerning Internet governance topics – we empha-
size that there is no obvious right or wrong; instead, 
it is about balancing and weighing the pros and cons. 
In the fire of the discussion this is sometimes forgot-
ten, but with sensitive issues it is important to keep 
this in mind: arguments matter, not who is defen-
ding them.

70 In drawing the line between the circumstances un-
der which ISPs should be asked to cooperate and 
when it is better to leave them alone, at least the 
following should be taken into account.

71 First, consider the directness of the measure. In a 
way this is related to but not the same as the ques-
tion of subsidiarity: if other less burdensome actions 
are possible, they should be preferred. Directness 
also concerns how related the proposed action is to 
the activities of the ISP. The more direct, the sooner 
action might be asked from ISPs. For instance, if so-
meone wants to take material down, the first res-
ponse is to go to the one who put it there, next to the 
hosting provider, and third to the access provider.

72 Second, consider the effectiveness of the measure. 
Each action serves a goal, but if the goal is hardly 
reached, someone might take independent action 
anyway and therefore should not ask this from 
others. If a measure is merely symbolic or the ef-
fects are insignificant, access providers should not be 
asked to cooperate. Basically, the more effect a mea-
sure has, the sooner action might be asked from ISPs. 
It might be that what is asked for is so important that 
even the slightest effect is worth carrying out the ac-
tion. If that is the case, normally the action should be 
carried out unless the costs (not only financially) as-
sociated with the action are disproportional.

73 Third, consider the costs of the measure. This point 
is related to proportionality: the action should be in 
proportion to the severity of what is targeted. Again, 
the costs are not only financial but may also include 
effort or side effects. The lower the costs, the sooner 
action might be asked from ISPs. It may not become 
an argument in itself, or better, not the only argu-
ment. If an action scores badly on other aspects, and 
the only real argument is that it is easy for the ac-
cess provider to fulfil the request, the ISP should not.

74 Fourth, consider relevance as related to the history 
of the ISP. If an ISP has cooperated voluntarily in past 
requests, or has taken independent actions related to 
what the ISP is now being asked to do, it is harder to 
refuse assistance. The more related the past activi-
ties of the ISP are to what the ISP is now being asked 
to do, the sooner action might be asked.
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75 Fifth, consider the time element. Repressive actions 
do not concern censorship, whereas preventive ac-
tions do.64 If content is taken down, the action is 
clearly repressive and concerns only the content ta-
ken down. In the case of repressive action, blocking 
access to websites might even turn into censorship. 
This has to do with the dynamic nature of the Inter-
net. In the case of cybercrime, for example, assis-
tance in blocking traffic to particular websites (cf. 
the black-listing of servers sending spam) may also 
filter out legitimate e-mail. Therefore, any list of si-
tes blocked should be evaluated regularly.

76 Finally, and this is an overreaching element, ade-
quate safeguards should be in place. The points in-
dicated above already imply warranties. In addition, 
for any action asked from ISPs, there should be a 
sound legal ground. It is important to rule out arbi-
trariness. Judiciary intervention can also be part of 
the safeguards. For instance, at the wrong side of this 
boundary are black box lists of websites so that ISPs 
do not know what they are filtering or lists of web-
sites created without judicial intervention.

E. Concluding observations

77 In January 2012, a 10-year-old Dutch boy (and obvi-
ously many others) could no longer download legal 
software via his favourite website. This was not be-
cause the Court of The Hague had ordered two pro-
viders to block The Pirate Bay on January 11, or be-
cause SOPA, PIPA or ACTA had entered into force. 
Instead, it appeared that the US Department of Jus-
tice had taken the file-hosting site Megaupload off-
line. Ironically, or sadly, this was exactly one day af-
ter Wikipedia had staged a blackout to protest the 
SOPA and PIPA initiatives. 

78 The Megaupload case is an interesting example of 
the strong – or better: long – arm of the law. Peo-
ple (such as Kim Dotcom) were arrested by the FBI 
in New Zealand, amongst others. The link between 
Megaupload and the US was not clear. Sure, the In-
ternet is accessible all over the world, and informa-
tion on a website basically enters all jurisdictions.65 
The reason, however, for the US action was that the 
people behind Megaupload were accused of running 
an international criminal organization, not only fa-
cilitating copyright infringements but also launde-
ring money. This begs the question: Why ask dozens, 
hundreds, or maybe even thousands of access pro-
viders to filter out websites if one action against the 
provider of the website has the same result?

79 As the discussion of the Pirate Bay case revealed, it 
is not always easy to take a website offline. In the 
case of The Pirate Bay, successful court actions only 
led to shifting from hosting providers in one coun-
try to hosting providers in another country, lastly 
Ukraine.66 So the call on access providers is compre-

hensible. Under certain circumstances they could 
be asked to assist. In this paper we introduced rules 
of thumb that could help in deciding whether an ac-
cess provider should cooperate:

3. The more direct the requested action is, the soo-
ner action might be asked from ISPs.

4. The more effect a measure has, the sooner ac-
tion might be asked from ISPs.

5. The lower the costs, the sooner action might be 
asked from ISPs.

6. The more related the ISP’s past activities are to 
what the ISP is asked to do, the sooner action 
might be asked.

7. Repressive action is preferred over preven-
tive, and preventive action needs regular 
re-evaluation.

80 Notably, adequate safeguards should be in place, in 
particular a sound legal basis for action. From the US 
perspective, Lemley, Levine & Post stated:67

United States law has long allowed Internet intermediaries to focus 
on empowering communications by and among users, free from the 
need to monitor, supervise, or play any other gatekeeping or policing 
role with respect to those communications. Requiring Internet ser-
vice providers (…) to block access to websites because of their con-
tent would constitute a dramatic retreat from that important policy.

81 We hope that the appeal cases in the Netherlands 
have outcomes other than that of the first instance 
decisions. The US policy just described should be 
enforced (again) in the Netherlands as well as within 
other European Union countries. Access providers 
should not be forced to check lists of websites, IP 
addresses and the like, for it concerns the opposite 
of what their role should be: providing access. An 
intermediary basically helps to connect two parties. 
We should not shut down train stations when the ac-
tual threat is somewhere down the line; otherwise 
we are heading in a direction we do not want to go.68
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Abstract:  Since the advent of digital network 
technologies, copyright has become a highly conten-
tious political matter. This is also true in the area of sci-
entific works and the scholarly communication system 
in general. However, whether the relationship between 
copyright and scholarship is considered problematic 
and which, if any, alternative approaches to the cur-
rent system are preferred, depends upon the perspec-

tive. In that regard, the article distinguishes a copyright 
perspective from a perspective that takes as its starting 
point the philosophy and sociology of science. The ar-
ticle shows that only the latter, scientific perspective 
is capable of explaining and adequately regulating the 
current, fundamental change taking place in the schol-
arly communication system.

A. Einleitung

1 Seit dem Einzug der digitalen Netzwerktechnolo-
gie ist das Urheberrecht zu einem heftig umkämpf-
ten Politikum geworden. Dies gilt auch im Hinblick 
auf „Wissenschaft“ als urheberrechtlichen Schutz-
gegenstand.1 Der Streit um das Wissenschaftsurhe-
berrecht wird in verschiedenen Foren ausgetragen 
und ist inzwischen auch in der Sache weit verzweigt. 

2 Eine Analyse dieser Auseinandersetzung ergibt, dass 
der Diskurs von zwei weitgehend unverbunden ne-
beneinander stehenden Perspektiven geprägt ist, 
nämlich einer urheberrechtlichen einerseits und ei-
ner wissenschaftstheoretisch/-soziologischen an-
dererseits. Ob sich ein Sprecher die eine oder an-
dere Betrachtungsweise zu Eigen macht, beeinflusst 
bereits die Haltung zur Ausgangsfrage, ob das Ver-
hältnis zwischen Urheberrecht und Wissenschaft 
überhaupt als problematisch erscheint: Die urhe-
berrechtliche Perspektive verneint (dazu II), die wis-
senschaftstheoretische bejaht (dazu III). Auch die je-

weiligen Alternativvorschläge zur gegenwärtigen 
Rechtslage stehen in einem engen Zusammenhang 
zum gewählten Ausgangspunkt. Der urheberrecht-
liche Diskurs befasst sich mit Änderungen des mate-
riellen Urheberrechts, während der wissenschafts-
theoretische außerhalb des Urheberrechts ansetzt 
und auf die Änderung sozialer und wissenschafts-
rechtlicher Normen fokussiert (dazu IV). Wie sich 
zeigen wird, ist nur die letztgenannte Perspektive 
geeignet, den gegenwärtig stattfindenden, grund-
legenden Wandel des wissenschaftlichen Kommu-
nikationssystems zu erklären und adäquate Regu-
lierungsvorschläge zu entwickeln.

B. Urheberrechtliche Perspektive: 
Die Wissenschaft im Urheberrecht 

3 Aus der Sicht des Urheberrechts ist „Wissenschaft“ 
kein besonders problematisches Rechtsobjekt. Im 
Gegenteil: Mit gutem Grund lässt sich sagen, dass 
noch nie mehr qualitätsgeprüftes, strukturiertes und 
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vernetztes Wissen so vielen Menschen an ihrem Ar-
beitsplatz verfügbar war wie in Zeiten digitaler Ver-
lagsdatenbanken.2 Just jenes Geschäftsmodell – die 
zugangskontrollierte Online-Datenbank – wird vom 
geltenden Urheberrecht durch eine Kombination aus 
rechtlicher und technischer Ausschließlichkeit er-
möglicht und gefördert. Dem „Rechtsinhaber“ – in 
der Regel der Wissenschaftsverlag und nicht der ori-
ginäre Urheber – wird zu diesem Zweck „in letzter 
Konsequenz … die volle Herrschaft an der Informa-
tion“ vermittelt,3 die als solche zu einem als handel-
baren Wirtschaftsgut wird:4

I. Schutzgegenstand 
und Schutzbereich des 
Wissenschaftsurheberrechts

4 Nach traditioneller Lesart verschafft das Urheber-
recht eine solche Exklusivität allerdings nicht. Wis-
senschaftliche Sprachwerke und Darstellungen zäh-
len zwar gem. § 2 Abs. 1 Nr. 1 und 7 UrhG zu den 
geschützten Werkkategorien. Schutzfähig aber ist 
grundsätzlich nur die „Form“, also die konkrete, 
von der Gedankenführung geprägte Gestaltung 
der Sprache und das konkrete Ausdrucksmittel der 
grafischen oder plastischen Darstellung.5 Die wis-
senschaftliche Lehre, das wissenschaftliche Ergeb-
nis, das abstrakte Darstellungskonzept, die Rohda-
ten – kurz: der „Inhalt“ – sind hingegen strukturell 
gemeinfrei.6 

5 Die Unterscheidung zwischen „Form“ und „Inhalt“ 
ist nun freilich primär als Appell an den Rechtsan-
wender aufzufassen, den Schutzbereich des Urhe-
berrechts nicht zu überdehnen. Im konkreten Fall 
sind die Übergänge zwischen beiden Kategorien flie-
ßend – denn Inhalt ist ohne Form nicht zu haben. So 
erachtet die Rechtsprechung auch die Gliederung ei-
nes Textes7 sowie „konkrete eigenständige Verknüp-
fungen, Schlussfolgerungen und Auswertungen“ wie 
zum Beispiel die Erkenntnis, dass Deutschland in 
der Erdbebenforschung führend wurde, obwohl es 
nicht zu den besonders erdbebengefährdeten Gebie-
ten gehört, als schutzfähig.8 Diesen „Kern rechtswis-
senschaftlicher Argumentationstiefe, der sich dem 
Laien nur schwer erschließt“,9 muss man aber gar 
nicht ausloten, um zu unserer eingangs formulier-
ten Feststellung zu gelangen, dass das digitale Urhe-
berrecht die volle Herrschaft über wissenschaftliche 
Informationen vermittelt. 

6 Grund hierfür ist zum einen das Datenbankher-
stellerrecht gem. §§ 87a ff. UrhG. Demnach verfügt 
derjenige, der eine „wesentliche Investition“ in die 
Beschaffung, Überprüfung oder Darstellung10 von 
Werken, Daten oder anderen unabhängigen Elemen-
ten tätigt, für die Dauer von 15 Jahren nach der Ver-
öffentlichung der Datenbank über das ausschließli-
che Recht, die Datenbank insgesamt oder einen im 

Hinblick auf die Gesamtinvestition quantitativ oder 
qualitativ11 wesentlichen Teil der Datenbank zu ver-
vielfältigen, zu verbreiten und öffentlich wiederzu-
geben. Für diesen Rechtsschutz müssen keine wis-
senschaftlichen Werke gesammelt werden; vielmehr 
genügt jedes digitalisierte Element, insbesondere 
wissenschaftliche Rohdaten.12 Zwar dürfen unwe-
sentliche Teile einer Datenbank – etwa ein einzelner 
Datensatz – benutzt werden, ohne in das Recht des 
Datenbankherstellers einzugreifen. Zudem erklärt 
§ 87c Abs. 1 Nr. 2 UrhG die Vervielfältigung eines 
nach Art oder Umfang wesentlichen Teils einer Da-
tenbank zum eigenen wissenschaftlichen Gebrauch 
für zulässig, wenn und soweit die Vervielfältigung 
zu diesem Zweck geboten ist, der wissenschaftliche 
Gebrauch nicht zu gewerblichen Zwecken erfolgt 
und die Quelle deutlich angegeben wird. Allerdings 
bleiben wiederholte und systematische Abrufe stets 
verboten, so dass das Datenbankherstellerrecht etwa 
einem data mining zu Forschungszwecken entgegen-
steht.13 Schon hiermit wird Wissenschaftsverlagen 
bzw. Investoren ein Rechtstitel gewährt, auf dessen 
Basis der Zugriff auf wissenschaftliche Information 
als solche (der „Inhalt“) urheberrechtsrelevant wer-
den kann. 

7 Diese rechtliche Exklusivität lässt sich bis zu einem 
Pay-per-use-Geschäftsmodell ausweiten, indem 
technische Zugangs- und Kopierkontrollen einge-
setzt werden, deren Umgehung gem. §§ 95a ff. UrhG 
verboten ist und die zudem in den Endnutzer-Lizenz-
verträgen abgebildet werden. Auf diesem Wege kann 
bereits der isolierte Zugriff auf einen einzelnen Da-
tensatz und damit die einzelne wissenschaftliche In-
formation vom Erwerb einer entgeltlichen Lizenz 
abhängig gemacht werden. Wer technische Zugangs-
barrieren ausschaltet, begeht eine Vertrags- sowie 
eine ggf. strafbare Urheberrechtsverletzung.14 

8 In dieser „himmlischen Jukebox“15 haben die Schran-
ken des Urheberrechts keinen Platz mehr. Denn je-
der noch so geringfügige Eingriff in die technisch 
vermittelte Herrschaft über den Datenbankinhalt 
untergräbt die Wirtschaftlichkeit des Geschäftsmo-
dells, das auf vollständiger Computerisierung der Zu-
griffsrechte und Zahlungspflichten beruht. Sähe sich 
ein Datenbankhersteller mit massenhaften Anfragen 
von Personen konfrontiert, die keine Lizenz erwor-
ben haben, aber unter Berufung auf § 87c Abs. 1 Nr. 
2 UrhG bzw. die §§ 44a ff. UrhG dennoch Datenbank-
inhalte vervielfältigen wollen, würden sich schnell – 
so die kaum je ausgesprochene Befürchtung – pro-
hibitive Kosten einstellen, die das Geschäftsmodell 
der zugangskontrollierten Online-Datenbank wirt-
schaftlich gefährden oder unverhältnismäßig er-
schweren würden.16 Deshalb wird solchen Begeh-
ren die rechtliche Grundlage entzogen. Die ohnehin 
eingeschränkte und praktisch irrelevante Durchset-
zung von Schrankenbestimmungen gegen techni-
sche Schutzmaßnahmen gilt im Online-Bereich gem. 
§ 95b Abs. 3 UrhG nicht. 
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9 Und selbst wenn gesetzlich zulässige, digitale Nut-
zungen von Werken zu wissenschaftlichen Zwe-
cken vorgenommen werden können, ohne dass 
hierfür Digital Rights Management (DRM)-Systeme 
ausgeschaltet werden müssen, räumt das geltende 
Urheberrecht dem zugangskontrollierten Daten-
bankmodell systematisch Vorrang ein. Der zustim-
mungsfreie elektronische Kopienversand durch 
Bibliotheken steht unter dem ausdrücklichen Vor-
behalt, dass der Online-Zugang zu den betreffenden 
Werk(teil)en nicht offensichtlich zu angemessenen 
Bedingungen vom Rechtsinhaber ermöglicht (ange-
boten) wird.17 Die Schranke für elektronische Lese-
plätze kann von den Rechtsinhabern jedenfalls im 
Rahmen von Lizenzverträgen mit den privilegier-
ten Bibliotheken abbedungen werden; der Bundes-
gerichtshof tendiert dazu, die Regelung bereits dann 
für nicht einschlägig zu erachten, wenn der Verlag 
das betreffende Werk als E-Book anbietet.18 Die zuläs-
sige öffentliche Zugänglichmachung für Forschungs-
zwecke gem. § 52a UrhG ist nicht nur eine prekäre, 
weil lediglich befristete Nutzungsfreiheit innerhalb 
kleinerer Forschungsteams;19 sie steht zudem wie-
derum unter dem Vorbehalt, dass das betreffende 
Werk oder der benötigte Werkteil vom jeweiligen 
Rechtsinhaber nicht zu angemessenen Bedingun-
gen über das Internet angeboten wird. Eine gleich-
wohl stattfindende Nutzung sei mit Rücksicht auf 
die Vorgaben des Dreistufentests nicht geboten.20 
Selbiges müsste nach dem „Grundsatz des Vorrangs 
vertraglicher Beziehungen“21 schließlich für die Zu-
lässigkeit digitaler Kopien für eigene wissenschaft-
liche Zwecke (§ 53 Abs. 2 Nr. 1 UrhG) gelten. Diese 
Nutzungsfreiheit stünde somit ebenfalls unter dem 
Vorbehalt, dass das individuell kopierte Werk nicht 
offensichtlich von einem Verlag in elektronischer 
Form zu angemessenen Bedingungen über eine On-
line-Datenbank angeboten wird.22 

10 Nach dieser Lesart bliebe aus dem Kreis der wissen-
schaftsrelevanten Schranken im digitalen Zeital-
ter nur noch das Zitatrecht vorbehaltlos und ver-
gütungsfrei gewährleistet. Im Übrigen geht das 
EU-Urheberrecht ersichtlich davon aus, dass sich 
wissenschaftliche Kommunikation primär mithilfe 
digitaler, zugangskontrollierter Verlagsdatenban-
ken vollzieht. An die Stelle gesetzlicher Nutzungs-
befugnisse sind vertragliche Lizenzen getreten. Jene 
legen abschließend fest, was der interessierte und 
zahlungsfähige Nutzer mit den Inhalten wissen-
schaftlicher Verlagsdatenbanken tun darf. 

11 Insgesamt zeigt sich, dass die Schranken des Wis-
senschaftsurheberrechts im digitalen Zeitalter auch 
ohne Rücksicht auf den Vorrang von DRM-Systemen 
eher symbolischen Charakter haben.23 Zur effizien-
ten Digitalisierung der wissenschaftlichen Kommu-
nikation tragen sie nicht in relevanter Weise bei. 
Vielmehr flankieren selbst die Schranken des Ur-
heberrechts das zugangskontrollierte Datenbank-
modell der Wissenschaftsverlage.24

II. Kompatibilität mit dem 
Zweck des Urheberrechts

12 Doch entspricht all dies nur der inneren Logik und 
der primären, historisch gewachsenen Zweckset-
zung des Urheberrechts. Es stellt in Gestalt der kom-
merziellen Verwertungsrechte25 Instrumente bereit, 
um die dezentral-marktmäßige Produktion und Ver-
breitung von Werken und anderen immateriellen 
Schutzgegenständen zu ermöglichen. Jene Rechts-
objekte werden durch die ausschließlichen, fungi-
blen Rechte zu handelbaren Wirtschaftsgütern. Der 
ganze Sinn und Zweck des Urheberrechts besteht 
mit anderen Worten darin, für die Bereiche der Li-
teratur, der Wissenschaft und der Kunst private, ei-
gentumsbasierte Geschäftsmodelle zu institutiona-
lisieren und damit diese gesellschaftlichen Sphären 
der marktmäßigen Organisation zu erschließen.26 

13 Hingegen ist es nicht Zweck des Urheberrechts, die 
Kommunikationsbedingungen und -normen zu sta-
bilisieren, die außerhalb dieser Geschäftsmodelle im 
Literatur-, Wissenschafts- und Kunstbetrieb sonst 
noch vorkommen mögen. Das lässt sich gerade am 
Beispiel des Wissenschaftsurheberrechts nachwei-
sen. Jenes macht sich von der Wissenschaft nämlich 
einen eigenständigen Begriff, der von den Selbst-
beschreibungen der Wissenschaft und dem verfas-
sungsrechtlichen Begriff der Wissenschaftsfreiheit 
gem. Art. 5 Abs. 3 S. 1 GG grundlegend abweicht. 

14 Dort wird Wissenschaft verstanden als der nach In-
halt und Form ernsthafte und planmäßige Versuch 
zur Ermittlung der Wahrheit, als „die geistige Tätig-
keit mit dem Ziele, in methodischer, systematischer 
und nachprüfbarer Weise neue Erkenntnisse zu ge-
winnen“.27 Nicht zur Wissenschaft in diesem Sinne 
zählt, was den Anspruch von Wissenschaftlichkeit 
systematisch verfehlt, weil die Äußerung nicht auf 
Wahrheitserkenntnis gerichtet ist, sondern vorge-
fassten Meinungen oder Ergebnissen lediglich der 
Anschein wissenschaftlicher Gewinnung oder Nach-
weisbarkeit verliehen wird.28 Ferner umfasst die Wis-
senschaftsfreiheit „nicht den Schutz eines Erwerbs- 
oder Gewinnstrebens“.29 

15 Der urheberrechtliche Begriff der Wissenschaft hat 
mit methodengerechter Wahrheitssuche und in-
trinsischer Wahrheitsliebe nichts zu tun. Lehrpläne 
werden als wissenschaftliches Sprachwerk gem. § 
2 Abs. 1 Nr. 1 UrhG eingeordnet, weil sich „der [ur-
heberrechtliche, A.P.] Bereich der Wissenschaft … 
nicht nur auf Forschung und Lehre im engeren ver-
fassungsrechtlichen Sinne [beschränkt].“30 Eine wis-
senschaftliche Darstellung gem. § 2 Abs. 1 Nr. 7 UrhG 
zeichnet sich dadurch aus, dass sie der Vermittlung 
von belehrenden oder unterrichtenden Informati-
onen über den dargestellten Gegenstand dient. Da-
bei lässt die Rechtsprechung die Vermittlung „ein-
fachster wissenschaftlicher Erkenntnisse“ genügen 
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und subsumiert Kreuzwort- und Silbenrätsel sowie 
Lernspiele für Kleinkinder.31 Solche Produkte ha-
ben zweifellos einen ökonomischen Wert, um des-
sen Zuordnung gestritten wird. Auch mögen sie 
Gegenstand der Forschung sein. Lehrpläne, Kreuz-
worträtsel und Lernspiele dürften indes noch nie als 
wissenschaftliche Beiträge Eingang in eine Fachzeit-
schrift gefunden haben.32

C. Wissenschaftstheoretische 
Perspektive: Das Urheberrecht 
in der Wissenschaft

16 Die erste, nämlich die urheberrechtliche Perspektive 
auf das Verhältnis von Urheberrecht und Wissen-
schaft hat kein besonderes Problem ergeben. Das Ur-
heberrecht macht wissenschaftlichen Output ebenso 
zum handelbaren Wirtschaftsgut wie Romane, Hap-
penings und Pornographie. Wenn Wissenschafts-
verlage zugangskontrollierte Datenbanken zu ho-
hen Preisen offerieren, tun sie nichts anderes, als 
ein gesetzgeberisches Angebot in die praktische Tat 
umzusetzen. 

17 Erst aus umgekehrter Perspektive wird das Wissen-
schaftsurheberrecht zum Problem. Betrachtet man 
nämlich das Urheberrecht aus der Warte der Wissen-
schaft, meinen jedenfalls manche Beobachter, dass 
„das Urheberrecht … seine Funktion mit Bezug auf 
das wissenschaftliche Werkschaffen in wachsendem 
Maße [verfehlt].“33 Mehr noch: „Nimmt man diesen 
Blickwinkel ein, ist der Weg zu der Erkenntnis, dass 
– jedenfalls im Bereich der Forschung – die ‚guten 
Gründe‘ für ein proprietäres Urheberrechtssystem 
eigentlich fehlen, nicht mehr weit.“ 

I. Divergente 
Kommunikationsbedingungen 
und Grundannahmen

18 Dass selbst Urheberrechtler zu einer solch irritie-
renden Schlussfolgerung gelangen können, beruht 
im Kern darauf, dass das Urheberrecht als Instru-
ment zur Kommodifizierung von Wissenschaft (ergo 
sein kommerzieller Zweig) auf Annahmen basiert, 
die dem Selbstverständnis der Wissenschaft gera-
dezu diametral entgegengesetzt sind:34 

19 Spezifisch wissenschaftliche Kommunikation orien-
tiert sich an der Leitdifferenz zwischen wahren und 
unwahren Aussagen.35 Ob ein Beitrag oder ein Kom-
munikationsteilnehmer dem Wissenschaftssystem 
zuzuordnen ist, hängt davon ab, ob die Äußerung 
auf Wahrheitserkenntnis gerichtet ist bzw. ob der 
Sprecher über die erforderliche Sachkompetenz ver-
fügt.36 Ziel des wissenschaftlichen Gesamtunterneh-

mens ist die Ausweitung des gesicherten Wissens.37 
Das Urheberrecht hingegen operiert mit der Leitdif-
ferenz Recht/Unrecht und exkludiert im Hinblick 
auf die Frage, wer über eine ausreichende Nutzungs-
befugnis verfügt, was wiederum primär von der in-
dividuellen Zahlungsbereitschaft und -fähigkeit 
abhängt.38 Freilich verweist diese Gegenüberstel-
lung zunächst nur auf das generelle Problem, dass 
im Rechtssystem nach rechtlichen Gesichtspunk-
ten über nicht rechtliche Kommunikation kommu-
niziert wird, was zwangsläufig Engführungen und 
Verzerrungen mit sich bringt. Wichtiger noch ist, 
dass die spezifischen Grundannahmen der urheber-
rechtlichen und der wissenschaftlichen Kommuni-
kation divergieren:

20 Dies betrifft zunächst die Frage nach den Anreizen, 
wissenschaftlich tätig zu sein. Die urheberrechtli-
chen Verwertungsrechte werden zum Teil damit 
gerechtfertigt, dass die Aussicht auf Tantiemen/Li-
zenzeinnahmen dazu ansporne, Werke zu schaffen. 
Im überwiegend staatlich grundfinanzierten Wis-
senschaftssystem kommt diesen Umsätzen aber eine 
zu vernachlässigende Bedeutung zu. Der angestellte 
oder verbeamtete Wissenschaftler bestreitet seinen 
Lebensunterhalt aus dem dauerhaften Arbeitsein-
kommen. In den meisten Fällen erhalten die Wis-
senschaftsurheber für ihre Aufsätze und Bücher 
keine Vergütung – man denke nur an Sammelband-
beiträge. Und selbst wenn Autorenhonorare gezahlt 
werden, stellen sie – abgesehen von ganz besonderen 
Ausnahmefällen wie etwa der ständigen Mitarbeit an 
einem juristischen Standardkommentar wie dem Pa-
landt™ – nicht mehr als ein gelegentliches Zubrot dar, 
das der Einzelne gern verbucht, das aber nicht aus-
reichen würde, um dauerhaft wissenschaftlich – und 
das heißt prinzipiell nicht kommerziell – tätig sein 
zu können.39 Vorrangige Bedeutung besitzen viel-
mehr intrinsische Motivationsquellen wie insbeson-
dere die Freude an einsamer und freier Wahrheitssu-
che40 sowie das extrinsische Motiv, wissenschaftliche 
Reputation zu erlangen, die sich später ggf. versil-
bern lässt.41 Der Reputationserwerb setzt lediglich 
voraus, dass Wissenschaftler geltend machen kön-
nen, Autor bestimmter Äußerungen zu sein. Die-
ses ideelle Interesse gewährleistet das Urheberper-
sönlichkeitsrecht in Gestalt des Integritätsschutzes 
und des Namensnennungsrechts. Im Gegensatz zu 
den Verwertungsrechten verhält sich das Urheber-
persönlichkeitsrecht folglich komplementär zu den 
Anforderungen des wissenschaftlichen Kommuni-
kationssystems, in dem die Selektion lesenswerter 
Texte häufig anhand des Namens und der hiermit 
verknüpften Reputation einzelner Wissenschaftler 
erfolgt.42 Eine kritische Analyse des Wissenschaftsur-
heberrechts hat daher stets sorgfältig zwischen den 
Verwertungs- und den Urheberpersönlichkeitsrech-
ten zu unterscheiden.
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21 Auch im Hinblick auf die je eigenen Kommunika-
tionsstrukturen, -bedingungen und -normen wei-
chen das kommerzielle Urheberrecht und die Wis-
senschaft durchweg voneinander ab. Wissenschaft 
wird als prinzipiell unabgeschlossener43 Zusammen-
hang, als prozesshaftes Netzwerk individueller Ver-
suche zur Ermittlung von Wahrheit beschrieben.44 
Die einzelnen Anläufe müssen publiziert werden und 
zugänglich bleiben, damit über Zitate Verknüpfun-
gen hergestellt, Aussagen kritisch überprüft und ggf. 
falsifiziert werden können.45 Als wissenschaftlich re-
levant und originell gilt die Leistung, neue Wahrhei-
ten auszusprechen, also etwas zu entdecken oder zu 
erfinden;46 in den Geisteswissenschaften findet auch 
die Art und Weise (die „Form“), wie Wahrheit er-
klärt und vermittelt wird, Anerkennung.47 Unveröf-
fentlichte Manuskripte entziehen sich diesem Wett-
bewerb der Ideen von vornherein und zählen daher 
schon gar nicht zum wissenschaftlichen Diskurs.48 
Ferner zeichnet sich wissenschaftliche Kommuni-
kation dadurch aus, dass sie universell, also unab-
hängig von personalen oder sozialen Eigenschaften 
des Sprechers sowie unabhängig vom Ort und der 
Zeit ihrer Äußerung entweder wahr oder aber un-
wahr ist,49 dass der Kommunikationszusammenhang 
deshalb eine globale Einheit darstellt,50 und dass zu-
nehmend kollaborativ geforscht wird.51 Je näher die 
praktischen Kommunikationsbedingungen diesen 
Beschreibungen kommen, und das heißt, je offener 
und vollständiger wissenschaftliche Ergebnisse ver-
fügbar sind, desto intensiver und schneller kann die 
weitere Erzeugung vorläufig akzeptierten Wissens 
ablaufen.52 

22 Die Strukturmerkmale des Urheberrechts besagen 
in all diesen Hinsichten etwas Anderes und zum Teil 
das glatte Gegenteil: Rechtsobjekt des Urheberrechts 
ist nicht ein dynamischer Prozess, sondern eine ge-
nau zu identifizierende, für immer feststehende Ein-
zelheit: das Werk.53 Jenes wird auch und sogar beson-
ders intensiv geschützt, solange es unveröffentlicht 
ist. Schutzfähig ist nicht die neue Entdeckung oder 
Theorie als solche („Inhalt“), sondern die konkrete 
„Form“ der Versprachlichung oder der grafischen/
plastischen Darstellung. Demzufolge ist begünstig-
ter Urheber nicht zwangsläufig der wissenschaftli-
che Pionier, der mit einer Entdeckung oder Theo-
rie wissenschaftliche Reputation gewinnt, sondern 
derjenige, der die neue Information in eine konkrete 
Sprach- oder sonstige Darstellungsform bringt.54 
Hierbei ist stets eine individuelle Zuordnung der 
geistigen Leistung zu einem bestimmten Autor vor-
zunehmen; Kollektive können nicht „Schöpfer“ sein. 
Schließlich existiert kein Welturheberrecht. Der glo-
balen Kommunikation unterliegt ein Flickenteppich 
von mehr als 180 nationalen Urheberrechten, die 
einer Fragmentierung des Internets entlang längst 
überwunden geglaubter Staatsgrenzen Vorschub 
leisten.55 

23 All diese Unterschiede kulminieren in grundlegend 
abweichenden Charakterisierungen wissenschaftli-
chen Outputs durch die globale Gelehrtenrepublik 
einerseits und das Urheberrecht andererseits. Die 
Wissenschaft betrachtet ihre Ergebnisse, zumindest 
die Rohdaten, Theorien, Entdeckungen und Erfin-
dungen, als öffentliches Gut,56 das allen57 oder nie-
mandem58 gehört. Das digitale Urheberrecht hin-
gegen macht wie erläutert selbst diese „Inhalte“ zu 
privat-exklusiven, handelbaren Wirtschaftsgütern. 

24 Wissen-
schaft

25 Urheberrecht

Leitdiffe-
renz

wahr/unwahr Recht/Unrecht
zahlen/nicht zahlen

Inklusion/
Exklusion

Sachkompetenz Berechtigung und 
Zahlung

Anreizme-
chanismen

intrinsisch, 
Reputation

extrinsisch: Vergü-
tung

Struktur-
merkmale

Prozess, Netz-
werk
Offenheit
Vollständigkeit
Kollaboration
Universalität/
Globalität

Objekt
Exklusivität   
Einzelheit
individuelle Autor-
schaft
Territorialität (nati-
onal)

Relevanz-
kriterien

Veröffentli-
chung
neues Wissen 
(Information)

Schöpfung, auch 
unveröff.
Kreativität („Form“)

Relevantes 
Ergebnis

primär Infor-
mation („In-
halt“)

„Form“, aber mittel-
bar auch Informati-
on (DRM)

Zuordnung 
des Ergeb-
nisses

nein: öffentli-
ches Gut

ja: Privateigentum

II. Auswirkungen der Unterschiede 
im digitalen Zeitalter

26 Im analogen Zeitalter mussten die dargestellten, 
strukturellen Unterschiede zwischen Wissenschaft 
und Urheberrecht hingenommen werden, da die 
technisch-organisatorisch anspruchsvolle Aufgabe 
der Wissensvermittlung nur mithilfe von Verlagen 
bewältigt werden konnte. Hinzu traten praktisch be-
deutsame Freiheiten zur Nutzung des wissenschaft-
lichen „Inhalts“, zur Herstellung von Kopien für den 
eigenen wissenschaftlichen Gebrauch sowie flankie-
rend zum Kopienversand durch Bibliotheken.60 

27 Die Digitalisierung und das Internet haben diese Aus-
gangsbedingungen des klassischen wissenschaftli-
chen Publikationssystems grundlegend verändert. 
Nunmehr sind die Wissenschaftler in der Lage, die 
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Darstellung und die globale Verbreitung ihrer Er-
gebnisse ohne Weiteres selbst zu übernehmen; eines 
klassischen Wissensvermittlers bedürfen sie hierfür 
im Prinzip nicht mehr.61 

28 Gleichwohl wurde das Urheberrecht und mit ihm das 
exklusive Vermarktungsmodell in den 1990er Jah-
ren auf digitale Netzwerke erstreckt. Hier besteht 
das vom Urheberrecht ermöglichte Geschäftsmodell 
in der zugangskontrollierten Online-Datenbank, die 
wie erläutert die volle Herrschaft über die wissen-
schaftliche Information vermittelt. Damit realisiert 
sich auch im Wissenschaftsurheberrecht das digitale 
Dilemma: Die Digitalisierung erlaubt maximalen Zu-
gang und zugleich maximale Kontrolle.62

29 Dieser fundamentale Konflikt äußerte sich um die 
Jahrtausendwende in der sog. Zeitschriften(preis)
krise.63 Eine immer kleiner werdende Zahl nament-
lich in den Natur- und Lebenswissenschaften tätiger 
Wissenschaftsverlage verlangte für immer umfang-
reicher werdende Datenbankpakete immer höhere 
Preise, deren Steigerungsraten systematisch über 
dem allgemeinen Preisindex lagen. Die betreffenden 
Entgelte und Gewinne können realisiert werden, weil 
die in den Datenbanken verfügbaren wissenschaftli-
chen Informationen praktisch nicht substituierbar 
sind, so dass sich die Nachfrage der Wissenschaftler 
und der für sie verhandelnden Bibliotheken ausge-
sprochen unelastisch verhält.64 

30 Als aber die Bibliotheksetats mit dieser Entwicklung 
nicht mehr Schritt halten konnten und Zeitschriften, 
Bücher und Datenbanken abbestellt werden muss-
ten, wurde offenbar, dass sich das Versprechen des 
Netzes, allumfassenden, globalen Zugang zu gewäh-
ren, in sein Gegenteil zu verkehren drohte. Es zeich-
nete sich eine wachsende digitale Kluft zwischen 
denjenigen ab, die von einer (schrumpfenden) Cam-
pus- oder Nationallizenz profitieren können, und 
denjenigen, die außerhalb der Wissenschaftsorga-
nisationen65 und generell im globalen Süden ohne 
Zugang auskommen müssen. Zwar vollzogen die 
Verlage nur die innere Logik des vom Urheberrecht 
ermöglichten Datenbankmodells, wonach gilt, dass 
mehr Inhalt größere Nachfrage erzeugt, die zu hö-
heren Preisen befriedigt werden kann, was zu weite-
ren Investitionen in größere und bessere Datenban-
ken Anlass gibt, wodurch wiederum mehr Inhalte 
verfügbar werden usw. 

31 Je mehr aber an dieser Exklusivitäts- und Preis-
schraube gedreht wurde, desto schärfer trat die auch 
aus urheberrechtlicher Sicht atypische Wertschöp-
fungskette im Wissenschaftsbereich hervor: Die Her-
stellung, die Darstellung und die Qualitätskontrolle 
(peer review) wissenschaftlicher Ergebnisse werden 
ganz überwiegend aus Steuermitteln finanziert. Zu-
geordnet aber werden diese Ergebnisse dem einzel-
nen Wissenschaftler, der seine Urheberrechte in der 
Regel unentgeltlich einem Verlag einräumt, welcher 

schließlich den Output des steuerfinanzierten Sys-
tems als privates Wirtschaftsgut an die öffentliche 
Hand gegen Entgelt rücklizenziert.66

32 Jetzt erst erschien das Urheberrecht den öffentli-
chen Forschungsfinanziers und vielen Wissenschaft-
lern nicht mehr als der wissenschaftlichen Kommu-
nikation förderlich oder zumindest als notwendiges 
Übel, sondern als geradezu überflüssiges Hindernis.67 
Allein mit dem Hinweis darauf, dass das urheber-
rechtlich ermöglichte Datenbankmodell doch funk-
tioniere, können sich die Rechtsinhaber nicht mehr 
aus der Affäre ziehen, da dieses Geschäftsmodell als 
solches zur Disposition steht. 

33 Und in der Tat genügt eine selbstreferentielle Eigen-
tumslogik nicht, um das Urheberrecht zu legitimie-
ren. Vielmehr muss sich das Eigentum immer wieder 
die Frage gefallen lassen, inwieweit es seine akzes-
sorischen Zwecke erfüllt.68 Aus verfassungsrecht-
licher Sicht gewährleistet das Eigentum ein eigen-
verantwortliches Leben im vermögensrechtlichen 
Bereich.69 Diese Rechtfertigung läuft für das Urhe-
berrecht im öffentlich geförderten Wissenschaftsbe-
reich wie erläutert allerdings weithin leer. 

34 Die Verfechter des Status quo argumentieren denn 
auch anders, nämlich im Hinblick auf die Kommu-
nikationsbedingungen der Wissenschaft. Demnach 
stelle nur das urheberrechtsbasierte Verlagssystem 
wissenschaftsadäquate Kommunikationsstrukturen 
bereit. Allein das qualitätsgeprüfte, lektorierte und 
gedruckte Werk erlaube ein vertieft-entschleunig-
tes,70 sorgfältiges und kreatives Lesen und Schreiben, 
während die Open-Access-Ideologie zu einer Verfla-
chung, ja zu einer Zerstörung des wissenschaftlichen 
Diskurses führe.71

35 So berechtigt diese kulturpessimistischen Bedenken 
im Hinblick auf die Folgen der Digitalisierung zum 
Teil sein mögen72 – das gegenwärtige Verlagsgeba-
ren vermögen sie nicht zu legitimieren. Nicht nur, 
dass Klagen über zu viele, kaum wahrgenommene 
und qualitativ schlechte wissenschaftliche Veröf-
fentlichungen schon zu Zeiten des Buchdrucks weit 
verbreitet waren.73 Entscheidend ist, dass das gel-
tende Urheberrecht die Digitalisierung des Wissens 
fördern soll, wenngleich in einer bestimmten, näm-
lich zugangskontrollierten Weise. Dementsprechend 
gehen viele Verlage auf der Basis ihrer digitalen Aus-
schließlichkeitsrechte dazu über, Zeitschriften und 
andere Inhalte auch oder sogar nur noch elektro-
nisch anzubieten und ihre Produkte auch sonst auf 
die Bedürfnisse des digitalen Lesers zuzuschneiden. 
Das Urheberrechts- und Verlagssystem sind der „Di-
gitalisierungsideologie“ mit all ihren durchaus pro-
blematischen Effekten im Hinblick auf permanente 
Aktualisierung und möglichst schnelle Verfügbar-
keit74 nicht minder anheimgefallen als die Open-
Access-Bewegung und ihre Nutznießer – zu denen 
im Übrigen auch ihre Kritiker zählen.75 Es ist da-
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her verfehlt, das digitale Urheberrecht unter Hin-
weis auf die Vorzüge der klassischen Buchkultur zu 
verteidigen.

D. Urheberrechtliche und 
wissenschaftstheoretische 
Alternativen zum Status quo

36 Das digitale Dilemma im wissenschaftlichen Kommu-
nikationssystem hat eine Vielzahl alternativer Re-
gulierungsvorschläge hervorgerufen. Auch insoweit 
kann die Unterscheidung zwischen einer urheber-
rechtlichen und einer wissenschaftstheoretischen/-
soziologischen Perspektive fruchtbar gemacht 
werden. 

I. Urheberrechtsperspektive: 
Reform des materiellen 
Urheberrechts

37 In der urheberrechtlichen Diskussion steht natur-
gemäß der Änderungsbedarf des materiellen Wis-
senschaftsurheberrechts im Vordergrund. Der radi-
kalste Ansatz in dieser Richtung findet sich in einem 
US-amerikanischen Gesetzentwurf aus dem Jahr 
2003, wonach der US Copyright Act dahingehend ge-
ändert werden sollte, dass „copyright protection … 
is not available for any work produced pursuant to 
scientific research substantially funded by the Fede-
ral Government …“.76 Freilich ist dieser „Public Ac-
cess to Science Act“ bereits an den ersten Hürden 
des US-amerikanischen Gesetzgebungsverfahrens 
gescheitert und seitdem nicht wieder aufgegriffen 
worden. Ein Grund hierfür ist rechtlicher Natur. Die 
Aufhebung des Urheberrechts für wissenschaftliche 
Werke ist mit den völkerrechtlichen Konventionen 
zum Urheberrecht unvereinbar.77 

38 Die Diskussion um das Wissenschaftsurheberrecht 
konzentriert sich daher auf eine Erweiterung der 
wissenschaftsrelevanten Schranken. So diskutiert 
man bei der WIPO über ein völkerrechtliches Ab-
kommen im Interesse von Bildung und Wissen-
schaft, ohne bisher auch nur in die Nähe eines in-
ternationalen Konsenses gekommen zu sein.78 Auf 
nationaler Ebene haben verschiedene Gremien des 
Bundestages und zuletzt der Bundesrat die Einfüh-
rung einer „breiter und allgemeiner gefasste[n] Bil-
dungs- und Wissenschaftsschranke“ gefordert.79 Ein 
konkreter Formulierungsvorschlag geht dahin, dass 
Schriftwerke, „die im Rahmen einer überwiegend 
mit öffentlichen Mitteln finanzierten Lehr- und For-
schungstätigkeit entstanden sind und in Periodika 
erscheinen, sechs Monate nach ihrer Erstveröffent-
lichung zur Informationsteilhabe der Allgemeinheit 
öffentlich zugänglich“ gemacht werden dürfen, „so-

weit dies zur Verfolgung nicht kommerzieller Zwe-
cke gerechtfertigt ist“.80 Der Vorbehalt zugunsten 
nicht kommerzieller, wissenschaftlicher Nutzungs-
zwecke nimmt auf Art. 5 Abs. 3 lit. a UrhRL 2001/29 
Rücksicht. Auch diese Restriktion wird als proble-
matisch empfunden, weil kommerzielle Forschung 
in Unternehmen ebenfalls auf umfassenden Zugang 
angewiesen sei.81 Gefordert wird daher eine entspre-
chende Änderung des europäischen Urheberrechts, 
und zwar auch im Hinblick auf eine Neuregelung des 
Rechtsschutzes technischer Schutzmaßnahmen, die 
keinen Vorrang mehr vor den Schranken des Urhe-
berrechts genießen sollen.82 Noch weiter geht die 
Anregung, in die UrhRL 2001/29 eine Regelung auf-
zunehmen, wonach der Urheber eines Werks ver-
pflichtet wäre, ein elektronisches Pflichtexemplar 
an die jeweilige Nationalbibliothek abzuliefern, die 
es anschließend in dieser Form öffentlich zugäng-
lich machen darf.83 

39 Den Vorschlägen zur Erweiterung der urheber-
rechtlichen Schranken ist gemeinsam, dass das aus-
schließliche Recht an wissenschaftlichen Werken im 
Hinblick auf bestimmte Nutzungen auf einen Vergü-
tungsanspruch des Urhebers reduziert wird. Nut-
zungsberechtigt und zugleich zahlungsverpflichtet 
wären öffentliche Forschungs- und Bildungseinrich-
tungen. Obwohl sie zu nicht kommerziellen Zwecken 
agieren, träte ihr Informationsangebot praktisch 
doch in Konkurrenz zu den zugangskontrollierten 
Datenbanken der Verlage.

40 Einen anderen Ansatz verfolgen Modelle zu Zwangs-
lizenzen84 bzw. zu einem Kontrahierungszwang.85 
Mit diesen Instrumenten sollen die Verlage ver-
pflichtet werden, den Inhalt ihrer Datenbanken für 
Mitbewerber zu öffnen, die diese wissenschaftlichen 
Informationen sodann in anders aufbereiteter Form 
anbieten dürften, so dass sich ein Preiswettbewerb 
zwischen mehreren kommerziellen Datenbankan-
bietern einstellen würde, die im Prinzip substitu-
ierbare Produkte offerieren. Der erwünschte Effekt 
bestünde zum einen in fallenden Preisen für wis-
senschaftliche Datenbanken, zum anderen in ei-
nem verstärkten Ansporn für die Verlage, die wis-
senschaftlichen Inhalte optimal aufzubereiten und 
zu vernetzen. 

41 Sowohl die Vorschläge für eine große Wissenschafts-
schranke als auch die zuletzt genannten Ansätze 
laufen darauf hinaus, dass wissenschaftliche Werke 
nicht mehr exklusiv in einer zugangsbeschränk-
ten Verlagsdatenbank vorhanden wären, sondern 
dass eine weitere Informationsquelle zur Verfügung 
stünde. Die Konzepte unterscheiden sich allerdings 
hinsichtlich der Frage, ob diese weitere Quelle ein 
frei zugänglicher Server öffentlicher Bildungs- und 
Forschungseinrichtungen (Schrankenlösung) oder 
aber eine ebenfalls DRM-geschützte Datenbank eines 
oder mehrerer weiterer, kommerzieller „Informa-
tionsbroker“ (Zwangslizenzmodell) sein soll. Wäh-
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rend die Verfechter einer großen Wissenschafts-
schranke vor allem den ungehinderten Zugang zu 
wissenschaftlicher Information gewährleisten wol-
len, sorgen sich die Vertreter eines Zwangslizenz- 
bzw. eines Kontrahierungszwangsmodells vorran-
gig um die Strukturierung und Aufbereitung einer 
sonst überbordenden Datenflut.

42 Freilich sehen sich insbesondere Vorschläge zuguns-
ten einer weiten Wissenschaftsschranke dem Ein-
wand ausgesetzt, sie seien mit dem internationa-
len und europäischen Urheberrecht unvereinbar, 
weil ein solch gesetzgeberischer Eingriff die „nor-
male Verwertung“ wissenschaftlicher Schutzgegen-
stände in Gestalt des exklusiven Datenbankmodells 
beeinträchtige. Derartige Bedenken sind jedenfalls 
insofern berechtigt, als das digitale Urheberrecht ge-
rade den Zweck hat, Urhebern und ihren Vertrags-
partnern volle Ausschließlichkeit bis hin zu einer 
Pay-per-use-Gestaltung zu verschaffen. Vorschläge, 
die dieses Geschäftsmodell im Kern aushöhlen, sind 
deshalb mit dem geltenden internationalen und eu-
ropäischen Urheberrecht in der Tat unvereinbar.86 
Hieraus folgt: „Für die Wissensorganisation scheidet 
… eine Option aus: die völlige Neugestaltung eines 
allein an der digitalen Wirklichkeit ausgerichteten 
Urheberrechtssystems.“87 

43 Hingewiesen sei schließlich auf eine strukturelle 
Schwäche aller am Urheberrecht ansetzenden Lö-
sungsvorschläge. So wie das Urheberrecht selbst, 
gelten auch Schranken, Zwangslizenzen und Kon-
trahierungszwänge nur auf dem Territorium desje-
nigen Gesetzgebers, der diese Regelungen erlassen 
hat.88 Eine auf Deutschland oder die EU begrenzte 
und deshalb auch nur hier implementierbare Re-
gelung im Interesse der digitalen Wissenschaft ver-
fehlt aber von vornherein den inhärent globalen 
Charakter wissenschaftlicher Kommunikation. Na-
mentlich die digitale Kluft zwischen Nord und Süd 
bliebe bestehen.89 

44 Diese Defizite genuin urheberrechtlicher Reform-
vorschläge sind unvermeidlich, da sie in der Logik 
des Urheberrechts und seinen international festge-
schriebenen Grundsätzen gefangen sind. Die ökono-
mischen Argumente („Marktversagen“) der Kritiker 
reflektieren zwar zutreffend den Charakter des Ur-
heberrechts als Instrument zur Ermöglichung be-
stimmter Geschäftsmodelle.90 Die Bedingungen 
spezifisch wissenschaftlicher Kommunikation aber 
lassen sich mit diesen juristisch-wirtschaftlichen 
Erwägungen gerade nicht adressieren.91 Wenn sich 
die Kommunikationslogiken des Urheberrechts und 
der Wissenschaft so fundamental unterscheiden wie 
oben dargestellt, dann kann eine Angleichung beider 
Sphären nicht über eine Reform des Urheberrechts 
erreicht werden, das seinen Namen noch verdient.

II. Wissenschaftsperspektive: 
Open Access 

45 Solche inhärenten Limitierungen vermeidet eine 
wissenschaftstheoretische-/-soziologische Pers-
pektive, die wissenschaftsadäquate, digitale Kom-
munikationsstrukturen ohne Änderung des Urhe-
berrechts zu etablieren sucht. Genau dies nimmt die 
Open-Access (OA)-Bewegung für sich in Anspruch. 
Sie propagiert die freie Zugänglichkeit wissenschaft-
licher Ergebnisse im Internet, die von allen interes-
sierten Nutzern weltweit zu jedem legalen Zweck 
verwendbar sein sollen.92 

1. Open Access und Urheberrecht

46 Dieses Ideal lässt sich in der Tat ohne Änderung des 
Urheberrechts erreichen. Originäre Inhaber des 
Urheberrechts an wissenschaftlichen Werken sind 
in aller Regel die Wissenschaftler.93 Halten sie ei-
nen Text etc. für publikationsreif – eine sehr sen-
sible Entscheidung, die in allen OA-Modellen un-
berührt bleibt94 –, obliegt es ihnen, ob sie Verlagen 
ausschließliche Nutzungsrechte einräumen und da-
mit das zugangskontrollierte Datenbankmodell be-
stücken oder ob sie ihre Ergebnisse ohne rechtliche 
und technische Barrieren im Internet verfügbar ma-
chen.95 Das Urheberrecht zwingt die Wissenschaft-
ler also keineswegs in eine möglichst exklusive Ver-
wertungsform. Vielmehr können sie sich auch dazu 
entscheiden, das Werk vollständig oder unter be-
stimmten Bedingungen zur Nutzung freizugeben. 
Die meisten Urheberrechtsgesetze der Welt erlauben 
einen endgültigen Verzicht auf die Verwertungs-
rechte, mit der Folge, dass das Werk gemeinfrei 
wird.96 Und selbst das insofern restriktive deutsche 
Urheberrecht sieht ausdrücklich vor, dass der Urhe-
ber jedermann ein einfaches, unentgeltliches Nut-
zungsrecht einzuräumen vermag;97 hinzu tritt die 
Gestaltungsvariante, formlos und konkludent in üb-
liche Nutzungshandlungen einzuwilligen.98 Jeweils 
kann sich der Urheber bestimmte Rechte vorbehal-
ten, insbesondere im Hinblick auf unmittelbare kom-
merzielle Nutzungen und das Urheberpersönlich-
keitsrecht.99 Das Urheberrecht steht somit selbst 
einer sofortigen, vollständigen und weltweiten Um-
stellung der wissenschaftlichen Kommunikation auf 
Open-Access-Erstveröffentlichungen nicht entgegen 
– wenn die entscheidungsbefugten Wissenschaftler 
dies denn wünschen. 

47 Zudem kann das Urheberrecht auch dergestalt flexi-
bel ausgeübt werden, dass einem Verlag ggf. für eine 
bestimmte Zeit ein ausschließliches Nutzungsrecht 
eingeräumt wird, der Urheber sich aber vorbehält, 
das Werk selbst oder durch Dritte zeitgleich, zeitver-
zögert, in derselben oder einer abweichenden For-
matierung zu nicht kommerziellen Zwecken öffent-
lich zugänglich zu machen.100 Mit anderen Worten 



2012 

Alexander Peukert

150 4

ermöglicht das Urheberrecht auch ein Nebeneinan-
der des Verlags- und des OA-Modells.101 Das Urheber-
recht gewährleistet aus dieser Perspektive vor allem 
eine Entscheidungsbefugnis des Wissenschaftler-Ur-
hebers für die eine und/oder eine andere Form der 
wissenschaftlichen Publikation. 

48 Mit dem Fokus auf diese Weichenstellung verla-
gert sich das Interesse weg vom stets vorausgesetz-
ten Urheberrecht hin zu den wissenschaftsinternen 
Publikationsnormen, die für die Entscheidung für 
das eine oder das andere System maßgeblich sind. 
Dementsprechend setzen regulatorische Maßnah-
men zur Förderung von Open Access nicht im Ur-
heberrecht, sondern im Wissenschaftsrecht an.102 
Freilich ergeben sich auch dann Wechselwirkun-
gen. Würde Open Access auf wissenschaftsrechtli-
cher Grundlage gefördert oder gar flächendeckend 
eingeführt, schwächte sich der urheberrechtliche 
Standard des wissenschaftlichen Publikationswesens 
von „alle Rechte vorbehalten“ auf „einige Rechte 
vorbehalten“ ab.

2. Vorzüge von Open Access

49 Ein solcher Paradigmenwechsel wird in der Wis-
senschaftstheorie, der Ökonomik und der Wissen-
schaftspolitik mit Blick auf die oben geschilderten, 
wissenschaftsinternen Kommunikationsbedingun-
gen ganz überwiegend als wünschenswert erach-
tet.103 Erstens verbessert Open Access die Vorausset-
zungen, damit die Wissenschaft ihre Funktion, neues 
gesichertes Wissen zu generieren, erfüllen kann: 

• Da das vorhandene Wissen umfassender verfüg-
bar und über interaktive Elemente intensiver 
vernetzt ist,104 lassen sich doppelte, ggf. bereits 
falsifizierte Anstrengungen vermeiden;

• wissenschaftliche Ergebnisse können schneller 
veröffentlicht werden;105 

• die Kommunikation verläuft global und nicht 
mehr entlang von Campus- oder systemfrem-
den Staatsgrenzen;106 

• Erkenntnisse anderer Disziplinen können leich-
ter gefunden und rezipiert werden; 

• die Zugangshürden für noch nicht etablierte 
Wissenschaftler werden gesenkt, so dass zu-
gleich eine leistungsgerechtere Verteilung von 
Reputationsgewinnen möglich erscheint.107 

50 Zweitens verspricht Open Access eine verbesserte 
Kommunikation über die Grenzen des engeren, öf-
fentlich finanzierten Wissenschaftsbetriebs hinaus. 
Die freie Verfügbarkeit wissenschaftlicher Ergeb-
nisse versetzt die Politik und die Gesellschaft (die 
Medien) in die Lage, die Entwicklung der Wissen-

schaft nachzuverfolgen und die Verwendung von 
Steuergeldern zu prüfen.108 Außerdem erleichtert 
und intensiviert Open Access die Vermittlung von 
Forschungsergebnissen an die übrige Wissensge-
sellschaft, namentlich an die ihrerseits forschende 
Wirtschaft, die bisher nicht von Nationallizenzen 
profitiert, sondern häufig gezwungen ist, im inhä-
rent limitierten Pay-per-use-Modus zu operieren.109 
Die positiven Externalitäten dieses Transfers werden 
im ökonomischen Modell für so erheblich erachtet, 
dass sie die Nettomehrkosten einer Umstellung auf 
Open Access selbst dann übersteigen sollen, wenn 
Deutschland sich in einem nationalen Alleingang für 
einen solchen Systemwechsel entschiede:110

51 Die genannten Vorzüge schlagen sich in Umfrage-
ergebnissen nieder, wonach 80 bis 90 % der Wissen-
schaftler über Disziplin- und Ländergrenzen hinweg 
Open Access für einen positiven und förderungswür-
digen Ansatz halten.111 Die Zahl der frei verfügbaren 
Beiträge, der institutionellen und fachlichen Reposi-
torien sowie der OA-Zeitschriften steigt seit Jahren 
kontinuierlich und überproportional zur Steigerung 
des gesamten Veröffentlichungsaufkommens an.112 
In manchen Disziplinen wie etwa bestimmten Berei-
chen der Physik, aber auch der englischsprachigen 
Rechtswissenschaft wird es bereits schwierig, Repu-
tation aufzubauen, ohne in den zentralen OA-Fach-
repositorien wie ArXiv bzw. dem Social Science Re-
search Network (SSRN) vertreten zu sein.

52 Zugleich jedoch stellt auch mehr als 20 Jahre nach 
der Entstehung der ersten OA-Repositorien und 
-Zeitschriften das verlagsseitig produzierte peer re-
viewed journal den Goldstandard der wissenschaftli-
chen Publikation dar. In Umfragen bekunden 80 % 
der Wissenschaftler, dieses Medium sei das erste ih-
rer Wahl.113 Dem entspricht der Befund, dass der An-
teil der OA-Publikationen am Gesamtumfang wis-
senschaftlicher Veröffentlichungen bei erheblichen 
Unterschieden zwischen den Disziplinen auf ledig-
lich 5 bis 30 % geschätzt wird.114 Ohne Verlage, so 
scheint es, kommt die Wissenschaft auch im 21. Jahr-
hundert nicht aus.115 Selbst die eigenen Grundbe-
griffe der OA-Bewegung, nämlich der „goldene“ bzw. 
„grüne“ OA, werden noch häufig unter Referenz auf 
den Normalfall der ggf. vorgeschalteten Veröffentli-
chung in einer Verlagszeitschrift definiert.116 

53 Eine Ursache für die vordergründig langsame Eta-
blierung dieses alternativen Modells ist tatsächlich 
urheberrechtlicher Natur. Hat nämlich ein Wis-
senschaftler einem Verlag uneingeschränkte aus-
schließliche Rechte an seinem Werk eingeräumt, hat 
er sich in Ausübung seiner Privatautonomie seines 
Rechts begeben, für offenen Zugang zu optieren. Die-
ses Szenario wird als relevantes Hindernis für eine 
größere Verbreitung des grünen OA eingeschätzt, 
da keineswegs alle Verlagsverträge von vornher-
ein eine parallele OA-Publikation des Manuskripts 
gestatten.117
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54 Der sich ergebende Lock-in-Effekt soll durch ein 
zwingendes Zweitverwertungsrecht des Urhebers 
durchbrochen werden. Nach einem Regierungs-
entwurf für einen neuen § 38 Abs. 4 UrhG hat der 
Urheber 

55 „eines wissenschaftlichen Beitrags, der im Rahmen 
einer mindestens zur Hälfte mit öffentlichen Mit-
teln geförderten Forschungstätigkeit entstanden 
und in einer periodisch mindestens zweimal jähr-
lich erscheinenden Sammlung erschienen ist, … auch 
dann, wenn er dem Verleger oder Herausgeber ein 
ausschließliches Nutzungsrecht eingeräumt hat, das 
Recht, den Beitrag nach Ablauf von zwölf Monaten 
seit der Erstveröffentlichung in der akzeptierten Ma-
nuskriptversion öffentlich zugänglich zu machen, 
soweit dies keinem gewerblichen Zweck dient. Die 
Quelle der Erstveröffentlichung ist anzugeben. Eine 
zum Nachteil des Urhebers abweichende Vereinba-
rung ist unwirksam.“.118 

56 Das zwingende Zweitverwertungsrecht stellt den 
Grundsatz der Freiwilligkeit von Open Access nicht 
in Frage.119 Eingeschränkt wird die Verfügungsbe-
fugnis des Urhebers im Verhältnis zu verhandlungs-
stärker eingeschätzten Verlagen, nicht hingegen der 
Schutzbereich des Urheberrechts. Zutreffend wird 
der Vorschlag deshalb als völker-, unions- und ver-
fassungsrechtlich unbedenklich eingestuft. Das Ri-
siko, dass ausländische Verlage aufgrund der nicht 
abdingbaren OA-Option keine Verlagsverträge mehr 
mit in Deutschland ansässigen Wissenschaftlern120 
abschließen, erscheint relativ gering und in Anbe-
tracht des gestärkten Wahlrechts der inländischen 
Urheber hinnehmbar.121 

57 Doch selbst wenn ein solches Zweitverwertungs-
recht Eingang in das Urheberrecht fände, würde 
dies an den vielfältigen wissenschaftsinternen Vor-
behalten und Hemmnissen im Hinblick auf Open Ac-
cess nichts ändern. Die Wissenschaftler verfolgen 
insoweit durchaus andere Interessen als die öffent-
lichen Wissenschaftsfinanziers und die Bibliothe-
ken.122 Während offener Zugang in der Recherche- 
und Herstellungsphase hoch geschätzt wird, sieht 
man sein fertiges Produkt unverändert am liebsten 
in der Verlagsdatenbank, die weiterhin die reputa-
tionsförderlichste Sichtbarkeit garantiert.123 

58 Diese Beharrungseffekte beruhen auf einer konser-
vativen Grundhaltung der wissenschaftlichen Com-
munity im Hinblick auf ein funktionierendes, auch 
Elite signalisierendes Publikationswesen124 sowie auf 
Pfad- bzw. Strukturabhängigkeiten, die sich maß-
geblich an der Frage orientieren, wie wissenschaft-
liche Macht erworben und erhalten wird.125 So fun-
gieren Herausgeberschaften als Reputationssignale, 
die ihr Träger unter Einbindung abhängiger Nach-
wuchswissenschaftler pflegt und nicht gern auf-
gibt.126 Generell lässt sich die These aufstellen, dass 
es um so schwieriger ist, Open Access über neue Pu-

blikationsmedien zu etablieren, je stärker Reputa-
tion in einem Fach konzentriert ist.127 

3. Open Access als neuer Standard 
wissenschaftlicher Kommunikation

59 Bisher hat man sich namentlich in Deutschland da-
rauf beschränkt, an die Wissenschaftler zu appel-
lieren, diese Vorbehalte aufzugeben und ihre Er-
gebnisse frei verfügbar zu machen.128 Wo sich – wie 
etwa im Forschungsförderungsrecht der Schweiz 
und der EU – bereits grundsätzliche Verpflichtun-
gen zu OA-Publikationen finden, stehen diese stets 
unter dem Vorbehalt, dass der Autor keinem Ver-
lag ausschließliche Rechte eingeräumt hat, so dass 
Open Access letztlich auch hier eine freiwillige Ver-
anstaltung bleibt.129

60 Einen erheblichen Schritt weiter gehen jüngste Be-
strebungen im Wissenschaftsrecht des Vereinigten 
Königreichs und der USA, die sich die EU offenbar 
zum Vorbild nehmen möchte. Sie beruhen auf dem 
Gedanken, dass sich das wissenschaftliche Publika-
tionswesen derzeit im Übergang vom Verlags- zum 
OA-System befindet und dass dieser Wandel intel-
ligent zu gestalten und zu fördern ist.130 Zu diesem 
Zweck werden die öffentlich finanzierten Wissen-
schaftler einerseits auf OA-Publikationen verpflich-
tet. Andererseits ist diese Pflicht so ausgestaltet, dass 
es zu einer Koexistenz von Open Access und Ver-
lagsangeboten kommt, deren Geschäftsmodell nicht 
in Frage gestellt wird, da sie (gegenwärtig noch) ei-
nen wichtigen Beitrag für das Funktionieren der 
wissenschaftlichen Kommunikation leisteten. Ins-
besondere werden Mittel für Autorengebühren be-
reitgestellt, mit denen sich die Wissenschaftler die 
freie Zugänglichkeit ihrer Beiträge erkaufen kön-
nen (goldener OA). Die Erstveröffentlichung in pro-
prietären Formaten bleibt ebenfalls erlaubt, soweit 
der Aufsatz nach einem maximalen Embargo von bis 
zu 12 Monaten frei zugänglich gemacht wird (grü-
ner OA).131 

61 Eine Umsetzung dieser Vorgaben würde bewirken, 
dass zumindest nach einer gewissen Zeit sämtliche 
von den Regularien erfassten Beiträge/Ergebnisse 
ohne rechtliche oder technische Hürden im Internet 
verfügbar wären. Zugleich würden sich diese Inhalte 
z.T. auch noch in zugangskontrollierten Verlagsda-
tenbanken finden. Freilich ist zu erwarten und wohl 
auch erwünscht, dass das OA-System zunehmend 
von seiner Vollständigkeit profitiert, so dass sich 
Netzwerkeffekte einstellen, die an einem bestimm-
ten tipping point dazu führen, dass von vornherein 
in diesem Modus erstveröffentlicht wird. Verlags-
datenbanken würden graduell und ab dem Umkipp-
punkt rasant an Bedeutung verlieren und könnten 
schließlich als Archivbestände von den öffentlichen 
Bibliotheken übernommen werden.
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62 Spätestens dann stünde die Frage im Raum, ob und 
wie das in verschiedener Hinsicht kostenträchtige 
Nebeneinander von OA- und Verlagspublikationen 
beendet, wie mit anderen Worten der Übergang vom 
Verlags- auf das OA-System regulativ vollzogen wer-
den kann. Hierzu müsste sichergestellt werden, dass 
jedenfalls die überwiegend öffentlich finanzierten 
Forschungsergebnisse nach OA-Prinzipien erstveröf-
fentlicht werden und diese Fassung in der Folge zu 
zitieren ist.132 Das Geschäftsmodell zugangskont-
rollierter Verlagsdatenbanken würde hiermit zu-
mindest für die fernere Zukunft obsolet.133 Die Kos-
ten des OA-Systems müssten von den öffentlichen 
Forschungsförderern finanziert werden, so dass die 
wissenschaftliche Wertschöpfungskette ohne Um-
weg über die Verlage aus Steuergeldern gespeist 
würde.134

63 Ob der Zeitpunkt zur rechtlichen Umstellung des 
wissenschaftlichen Publikationswesens auf Open Ac-
cess als primären Standard allerdings bereits in zehn 
Jahren135 oder wie bei früheren medialen Revolutio-
nen erst nach 200 Jahren136 gekommen sein wird, ist 
ungewiss. Abgesehen von politischen Widerständen 
bedarf es noch erheblicher infrastruktureller und 
wissenschaftsinstitutioneller Vorleistungen, um ei-
nen solchen Paradigmenwechsel überhaupt als wis-
senschaftsadäquat und damit verfassungsrechtlich 
zulässig erscheinen zu lassen.137 Auch insoweit rich-
tet sich das Augenmerk auf die Wissenschaft, deren 
Perspektive sich im Verhältnis zum Urheberrecht als 
die allein weiterführende erwiesen hat.
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