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Abstract: In 2011 Sony suffered an exten- users' data in different locations, in the EU and wider.
sive breach in its online game network that led to the In case such a provider suffers a data breach, and on
theft of account data of 77 million users from all over condition that European law applies to its operations,
the world. This was one of the largest internet secu- the provider will be obliged to report the data breach
rity break-ins that resulted in a large scale personal to the authorities and possibly to the injured individ-
data breach. As an answer to numerous incidents of ual users.

security breaches where personal data have been

compromised, an instrument of mandatory data The paper presents the changes in the regulatory
breach notification is currently being implemented in framework in the EU and tackles the question of how
the European Union that follows the approach taken the new regulations on mandatory breach notifica-
in the United States. The revised e-Privacy Directive tions will affect online service providers, especially
and the fresh proposal for a General Data Protection the ones operating across borders. The paper pres-
Regulation both introduced a provision whereby the ents the legal framework, assesses its implications
entity suffering a breach will have to notify the com- and sheds light on the issues that will arise, in terms
petent authorities of the breach. Many large online of applicable law, competencies of the national au-
service providers, operate globally, offering its ser- thorities and the rights of the injured individuals.

vices to users in different countries and processing
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A. Introduction sulting in a large scale personal data breach.’ Criti-
cism over Sony’s response to the break-in accumula-
ted also with regard to its relatively late notification
of their customers because it took a few days be-
fore the users were notified. The customers argued
that Sony did not allow them “to make an informed
decision as to whether to change credit card num-

1 In 2011 Sony suffered a massive breach in its video
game online network that led to the theft of names,
addresses and possibly credit card data belonging to
77 million user accounts from all over the world. This
was one of the largest internet security break-ins re-
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bers, close the exposed accounts, check their credit
reports, or take other mitigating actions”.? The fact
that credit card data was said to be encrypted did not
mitigate the responsibility Sony had towards its cli-
ents. The Sony incident was, however, only the last
of the well-publicized breach cases, which opened
the questions of when to notify the data subjects
and what to do if the data in question was encrypted.

As an answer to these incidents of security breaches
where personal data is compromised, an instrument
of mandatory data breach notification has been int-
roduced in many of the States in the U.S. and is cur-
rently being implemented in the European Union.
The revised e-Privacy Directive® introduces a new
obligation for electronic service providers (inter-
net and communications providers) - a mandatory
notification to the national authority and the users
in the case of a personal data breach. A very simi-
lar provision is foreseen in the new proposal of the
Data Protection Regulation® that is on the way to re-
place the Data Protection Directive 95/46/EC® in the
years to come. This provision will horizontally affect
all data controllers in all sectors, thus also online ser-
vice providers. Many large online service providers,
such as the mentioned Sony online gaming network,
operate globally, offering its services to users in dif-
ferent countries and processing the users’ data in
different locations, both in the EU and wider. In case
such a provider suffers a data breach, and on condi-
tion that European law applies to its operations,® the
provider will be obliged to report the data breach to
the authorities and, if necessary, to the injured in-
dividual users.

As the provisions are only beginning to be introdu-
ced in the telecoms sector and are only yet proposed
for implementation in all other sectors, many questi-
ons regarding practical implementation remain un-
answered, such as the what are the thresholds for
when a breach must be notified, what are the stan-
dards of encryption, what channels should be used
for notifying the individuals, etc. Bearing in mind
the cross border nature of large online service provi-
ders, issues may arise, such as who is the competent
authority to receive the notification, which entity of
the provider is supposed to report the breach if the
provider has establishments in different states, how
should the authorities cooperate in such cases, when
and how the users should be notified of a breach, etc.
To achieve harmonized implementation that will re-
sult in greater data protection for the users whose
data was compromised, further guidance will be ne-
cessary (either from the national authorities, or in
terms of harmonization, even better from the Euro-
pean Commission).

In the present paper [ propose to tackle the question
of how the regulations on mandatory breach notifi-
cations will affect individuals and information soci-
ety service providers, especially the ones operating
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across borders. I will briefly touch upon the U.S. ex-
perience with breach notifications, and then pro-
ceed to the new legal framework in the EU. I will
assess its implications there and shed light on the
issues that will arise in terms of content, form and
scope of notifications, applicable law, competencies
of the national authorities and the rights of the in-
jured individuals.

Data breach notifications
and the U.S. experience

Today we live in a world of online services. We shop
online, socialize online, make use of e-government
services and e-banking, buy plane tickets, and we
play online. The information society services are
ever improving, capable of processing immense
quantities of our data, remembering our preferen-
ces, and also tracking our activities to offer us bet-
ter service and, of course, to target us with relevant
advertisements. The development of information
society services is important for societal develop-
ment and for the economy. However there is an
obstacle - we, the citizens need be able to trust the
online service providers in order to make the most
out of the offers. In this realm, data protection is-
sues are emerging on a daily basis. New technologi-
cal tools that facilitate seamless gathering of infor-
mation and sophisticated ways of processing that
information have greatly contributed to the incre-
asing severity of today’s information privacy prob-
lems and concerns.’

In the last ten years we witnessed immense changes
in the ways personal data is processed and got ac-
quainted with new risks, such as identity thefts.
Many well publicised cases of unlawful acquisition
of individual’s data held by reputable organizations
added to the idea that we need a more robust data
protection framework. Data breaches occurred in
the private sector, as well as in government agencies,
educational institutions, etc. The compromised data
included credit card numbers and security codes,
user names and passwords, social security numbers,
sensitive data, search histories etc.? ° New frame-
works for protection of personal data are thus on
the agenda in the U.S., as well as in the EU and glob-
ally.® As an answer to incidents of security breaches
where personal data is compromised, an instru-
ment of mandatory data breach notification is be-
ing introduced.

The rationale behind the data breach notification
legislation that was initially enacted in a number of
U.S. states was that by exposing poor security mea-
sures of organisations, it would give them incentives
to build stronger protection for the data they process
in order to avoid potential sanctions and bad repu-
tations. The other rationale was that individual had
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a “right to know,” to be informed on how organiza-
tions used or abused their data, and to be able to take
appropriate actions to prevent identity theft, additi-
onal financial damage, etc.!* Such legislation is now
seen as especially important in terms of personal in-
ternet security. Additionally, traditional civil litiga-
tion has proved ineffective when a company’s negli-
gence in security of data processing leads to identity
theft. It is very hard for the consumer to prove duty,
negligence, or causation and is thus unlikely to suc-
ceed in court. Another difficulty is the fact that the
consumer in this case lacks redress until damages
actually occur. The organizations therefore do not
have an incentive to share information on possible
data breaches.?

On the other hand, opponents to data breach notifi-
cation legislation argue that it creates unnecessary
costs for organizations and thus reduces innovation
and commercial activity. If risks of data exposure or
adverse effects on the individuals in case of a data
breach are low enough then the organizations only
suffer greater costs, whereas the positive effects of
greater protection of the individuals is questionable.
They also claim that risks of identity theft are actu-
ally very low. The opponents do not see the solution
in stricter regulation, but in forms of self-regulation,
which could also work as market differentiator.?

An analysis of the U.S. states’ data breach laws by
Romanosky, Telang and Acquisti'* shows that le-
gislation is consistent in central themes. The laws
of different states require a notification in a timely
manner if personally identifiable information has
been compromised or has become available to an
unauthorised person, and if its exposure presents a
negative effect for the injured individual.” The trig-
ger or the threshold by which the notification must
be made, however, is different. Part of the states re-
quire notification when it is reasonably assumed that
the data has been acquired by an unauthorised party,
whereas the other states have a higher threshold and
require notification only if it is reasonable to expect
that the exposed information will cause harm to in-
dividuals. The benefit of a lower threshold is that
the individual is aware of potential breaches; howe-
ver it may also result in too much reporting and ex-
aggerated actions or ignorance toward the notices.'
The laws are not applicable across all sectors. Noti-
fication processes and channels are defined as well
- the entities to receive notifications may be the in-
dividuals, law enforcement, state agencies and/or
Congress. The channels of notification are prescri-
bed but commercially reasonable channels may be
used. The laws include exemptions for the firms al-
ready governed by specific legislation; for those that
have contacted law enforcement and believe notifi-
cation to consumers may jeopardize the investiga-
tion; if the number of affected individuals is below
threshold; and for the data that has been encrypted.
Penalties are foreseen for failing to notify."
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A critique of the U.S. patchwork framework for data
breach notifications recognises the clear need for a
comprehensive approach and exposes some of the
issues: the absence of federal legislation creates le-
gal uncertainty for the organizations and for indi-
viduals, and it incurs costs for the cross border data
controllers complying with different regimes. Many
authors therefore advocate the introduction of a fe-
deral law. Inadequate enforcement of state legisla-
tion is highlighted.'® The problem of the risk-based
trigger for notification is also raised for putting the
interests of the organizations before the interests of
the potentially injured individuals.* Also, the level
of adequate encryption is not specified in the state
laws, even though encryption creates an exemption
to notification. A call for a clearer specification of
encryption is present.”’ Winn argues that the focus
should not be on notifications of data breaches but
rather on preventive measures where the organi-
zations would reduce risks at a systematic level. Re-
gulation of the security aspects of data processing
should not only be statutory but also exist in the
form of self-regulation.”

. European data breach framework

In the EU it has been argued that today’s techno-
logy is not the same as when Data Protection Direc-
tive 95/46 was adopted. Globalisation has given busi-
nesses an increasing worldwide dimension. Cross
border data processing and international transfers
have tremendously increased over the past years.?
Also in the light of a number of security and data
breaches that have happened over the past years
(stolen computers with data on citizens, attacks on
networks), culminating with the attack on the Sony
online Playstation Network, the new frameworks for
data protection and privacy in electronic communi-
cation emphasize the importance of an instrument
of mandatory data breach notification. A breach no-
tification requirement is seen as having the poten-
tial to increase the level of data security in Europe
and foster reassurance amongst citizens as to how
their personal data is being secured and protected?
by different data controllers, from the providers of
electronic communication services to other online
data controllers.

As the European Data Protection Supervisor argues,
“..security breach notification serves different purpo-
ses and aims. The most obvious one /.../ is to serve as an
information tool to make individuals aware of the risks
they face when their personal data are compromised. This
may help them to take the necessary measures to miti-
gate such risks. For example, when alerted of breaches
affecting their financial information, individuals will be
able, among other things, to change passwords or cancel
their accounts. In addition, security breach notification
contributes to the effective application of other princip-
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les and obligations in the Directive. For example, security
breach notification requirements incentivize data control-
lers to implement stronger security measures to prevent
breaches. Security breach is also a tool to strengthen the
responsibility of data controllers and, more in particular to
enhance accountability /.../. Finally, it serves as a tool for
the enforcement by data protection authorities. The noti-
fication of a breach to DPAs may lead to an investigation
of the overall practices of a data controller.”*

Mandatory breach notifications are a tool for indi-
viduals to protect themselves against identity theft,
financial loss, loss of business or employment op-
portunities, and physical harm.? Notices of security
breaches, applied across sectors, can help individu-
als take the necessary steps to mitigate any poten-
tial damage that results from the information com-
promise and encourage companies to improve data
security and enhance their accountability.?

The revised e-Privacy Directive
introduces a mandatory
breach notification

In the EU data breaches were firstly addressed with
Directive 2009/136/EC, including amendments to
the Directive 2002/58/EC - more widely known as
the revised e-Privacy Directive. The revised e-Pri-
vacy Directive introduced a new obligation for elec-
tronic communications service providers (the pro-
viders of communications and internet access)” - a
mandatory notification to the national authority and
the users in case of a personal data breach.

A personal data breach is defined as “a breach of se-
curity leading to the accidental or unlawful destruction,
loss, alteration, unauthorized disclosure of, or access to,
personal data transmitted, stored or otherwise processed
in connection with the provision of a publicly available
electronic communications service in the Community”
(article 2(h)). A clear reference is made to personal
data, defined in the Data Protection Directive 95/46/
EC as “any information relating to an identified or identi-
fiable natural person (‘data subject’); an identifiable per-
son is one who can be identified, directly or indirectly, in
particular by reference to an identification number or to
one or more factors specific to his physical, physiological,
mental, economic, cultural or social identity.” A perso-
nal data breach therefore means any unauthorized
disclosure or unauthorized access to personal data,
from cases of simple accidental destruction or alte-
ration, which is not followed (or very unlikely to be
followed) by unauthorized access,” to cases where
large amounts of personal data have been disclosed
or accessed by unauthorised entities.

Article 4 of the revised e-Privacy Directive specifi-

cally places an obligation on the providers of pub-
licly available electronic communications services to
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notify a personal data breach to the competent na-
tional authority without undue delay. When the per-
sonal data breach is likely to adversely affect the per-
sonal data or privacy of a subscriber or individual,
the provider also has to also notify the subscriber
or individual of the breach. The competent natio-
nal authority may require the provider to notify the
subscribers and individuals concerned, if it deems
that the breach may likely have an adverse effect
on the subscribers or individuals. Such notification
to the subscriber or individual is not required if the
provider has demonstrated to the satisfaction of the
competent authority that it has implemented appro-
priate technological protection measures to the data in
breach, that render the data unintelligible to any
person who is not authorised to access it.

Article 4 of the revised e-Privacy Directive also gi-
ves guidance as to the content of the notification.
The notification to the subscriber or individual must
include at least (1) the description of the nature of
the personal data breach and (2) the contact points
where more information can be obtained, and must
(3) recommend measures to mitigate the possible ad-
verse effects of the personal data breach. The notifi-
cation to the competent national authority must, in
addition, describe the consequences of, and the mea-
sures proposed or taken, by the provider to address
the personal data breach. Providers must, according
to the provision, maintain an inventory of personal
data breaches comprising the facts surrounding the
breach, its effects and the remedial action taken to
enable the competent national authorities to verify
compliance.

As seen from the above, some common core elements
are defined by the Directive. One is the legal thresh-
olds that apply: the provider must notify any breach
to the competent authority, but only notify the in-
jured individuals if the breach is likely to adversely
affect their personal data or privacy. An exception
is included if the data was rendered unintelligible.
The content and time (without undue delay) of no-
tification are also defined. However, as the Working
Party 29 argues, the provision is not specific enough
to prevent un-harmonized implementation among
different Member States?. Different approaches may
emerge in relation to the (1) scope of application of
the obligation, (2) technological protection meas-
ures and (3) further specific guidance by national
authorities. Regarding the scope of application, the
obligation to notify a breach is only put on the pro-
viders of publicly available electronic communica-
tions services. However, the Directive in the recit-
als encourages Member States to expand the scope
of application to other data controllers horizontally,
regardless of the sector or data concerned.® Differ-
ences may also be established regarding the techno-
logical protection measures, which must render the
data unintelligible to any person who is not author-
ized - if this is the case the provider is exempt from
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notification obligation. National authorities are to
be free in the decision regarding appropriate tech-
nological measures if not further prescribed by the
Commission.*

The Directive furthermore leaves the door open to
the national authorities to issue greater guidance re-
garding the implementation, such as the circumstan-
ces in which providers are required to notify perso-
nal data breaches, the format of the notification, and
the manner in which the notification is to be made.
However if it is deemed necessary to ensure con-
sistency in implementation, such further guidance
and measures may be issued by the Commission di-
rectly, after consultation with (among others) Wor-
king Party 29.% As can be observed from one of the
recent published documents, the Working Party 29
has given its opinion on the draft measures proposed
by the Commission. The Commission is proposing to
clarify some parts of the notification procedure: de-
veloping the notion of “undue delay” and recommen-
ding, that the first (incomplete) notification should
happen within 24 hours of the discovery, and a de-
tailed one no later than 3 days after initial notifica-
tion. It details the minimum content of the initial
notification and of the completed notification. The
Decision clarifies that including “information about
a personal data breach in a regular invoice” is not
adequate, but mentions notifications through natio-
nal media. It also highlights that in order to consider
data unintelligible, it must either be the product of
an encryption mechanism, a keyed hash function or
irreversible deletion. The measures also suggest that
the related cryptographic keys must not be easy to
guess and must not have been compromised in any
security breach.*

The deadline for transposition of the amended e-Pri-
vacy Directive passed in May 2011; however, many
Member States have not yet implemented the chan-
ges into their national legislation. One of the rare ex-
amples of Member States that has implemented the
changes and also issued further guidance regarding
data breach notifications is Ireland.* Ireland adopted
a Personal Data Security Breach Code of Practice®
which applies horizontally to all data controllers,
except for the providers of electronic services. The
Code of practice specifies that in case of a breach
the data controller must give immediate considera-
tion to informing those affected. In appropriate ca-
ses, data controllers should also notify organisations that
may be in a position to assist in protecting data subjects
including, where relevant, the police, financial insti-
tutions etc. Guidance as to the technological measu-
res which make data unintelligible to unauthorised
entities is offered - a high standard of such measu-
rers (such as encryption) is required.

The Irish Code of Practice also offers some specific
guidance on the threshold of when the breach must
be reported to the authority. The e-Privacy Directive
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provides that all breaches have to be notified to the
authorities. That also includes, for example, letters
being sent to wrong recipients. It is easy to imagine
the burden on the authorities, who are trying to fo-
cus on cases that present a higher threat to a grea-
ter number of individuals, but must instead devote
the resources to all breaches in question. The Irish
guidance provides for a threshold - not all breaches
have to be reported and thus the resources can be
allocated more efficiently.*® All incidents in which
personal data has been put at risk should be repor-
ted to the Office of the Data Protection Commissio-
ner as soon as the data controller becomes aware of
the incident, except when the full extent and conse-
quences of the incident has been reported without de-
lay directly to the affected data subject(s) and it affects no
more than 100 data subjects and it does not include sensi-
tive personal data or personal data of a financial nature.

In case of doubt - in particular any doubt related to
the adequacy of technological risk-mitigation mea-
sures - the data controller should report the incident
to the Office of the Data Protection Commissioner.
The initial contact with the Office should happen
within two working days of becoming aware of the in-
cident, outlining the circumstances surrounding the
incident. The Office then makes a determination re-
garding the need for a detailed report* and/or sub-
sequent investigation. The Office may sanction for
breach of the Code.

The Proposal for a General
Data Protection Regulation

In January 2012, the European Commission officially
published the long expected proposal for a new
framework regarding data protection in the EU, in
the form of a General Data Protection Regulation,
which is to replace national data protection legisla-
tion and thus enable full harmonisation of the data
protection rules across Member States. During the
preparatory phases the Commission emphasised the
importance of informing the individuals about data
breaches if they occur. The Commission expressed
its intention to examine the possibilities for the in-
troduction in the general legal framework of a per-
sonal data breach notification covering all sectors,
consistent with the one for providers of electronic
communication services, set in the revised e-Privacy
Directive.*

Article 29 Working Party has, in recent years, stron-
gly argued for a horizontal obligation for all data
controllers to be obliged to notify the authorities
and/or users on personal data breaches. The back-
ground behind the idea is the ever increasing role
of the information society services in everyday life
of all EU citizens and the amount of personal data
processed by these services, namely e-banking ser-
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vices, private sector medical records, online shop-
ping and more.*

Articles 31 and 32 of the newly proposed General
Regulation thus introduce an obligation to notify
users of personal data breaches, building on the per-
sonal data breach notification in Article 4(3) of the
e-Privacy Directive. The General Regulation is at
times even more specific and introduces a 24 hour
deadline:

In the case of a personal data breach, the controller shall
without undue delay and, where feasible, not later than 24
hours after having become aware of it, notify the personal
data breach to the supervisory authority. The notification
to the supervisory authority shall be accompanied by a re-
asoned justification in cases where it is not made within 24

hours (Article 31 of the General Data Protection Regulation).

It also clarifies the duty of a contractual data pro-
cessor to alert and inform the data controller im-
mediately after the establishment of a personal data
breach. The content of the notification remains sim-
ilar to the framework proposed by the e-Privacy Di-
rective, so as the obligation put on the controller
to document any personal data breaches and make
the documentation available for supervisory author-
ities. The Commission has reserved for itself the pos-
sibility to adopt a standard format for notifications
and other specific measures.*

The General Regulation reiterates that the controller
must, after the notification to the authorities com-
municate the personal data breach to the data sub-
ject without undue delay when the personal data
breach is likely to adversely affect the protection
of the personal data or privacy of that data subject.
It must describe the nature of the breach and con-
tain at least the information on the contact details
of the data controller and the recommendations re-
garding mitigation of adverse effects. The communi-
cation of a personal data breach to the data subject
is again not required if the controller demonstrates
to the supervisory authority that it has implemen-
ted appropriate technological protection measures.
The supervisory authority, having considered the
likely adverse effects of the breach, may then require
the controller to notify the breach to data subjects.

Open questions regarding
data breach notifications

The European model seems to follow the recommen-
dations from the U.S. experience in that the data
breach legislation is intended to apply across sectors,
to all organizations processing personal data. Over-
sight is given to competent authorities, and the con-
tent of notifications is prescribed.*? Even though the
introduction of the mandatory breach notification is
undoubtedly an improvement in the framework for

Jipitec

131

29

30

31

32

data protection in the EU, there are some yet unsol-
ved issues regarding its successful implementation.

In this context the European Network and Infor-
mation Security Agency (ENISA) found that the fol-
lowing topics have been identified as problematic in
the proposed framework: lack of a unified approach
towards data breach notifications among sectors and
among Member States; different understandings of
the nature of a data breach; lack of guidelines on best
practices and common formats of notifications; lack
of guidelines on effective technical measures for pro-
tection of data;, lack of guidelines on follow-up ac-
tions after notification, economics of notifications,
and cases of exemption from notification; and a lack
of reliable and comprehensive data on data breach
(trends and statistics).” Further work on guidelines
regarding the procedure and the timing for notifi-
cation (both to national data protection authorities
and to affected individuals) and on the criteria on
how to measure the effectiveness of technical pro-
tection measures were among the topics Working
Party 29 will concentrate on.*

In this part I will shortly present some open ques-
tions on the procedure and timing for notification
and on the technical protection measures. I will fo-
cus on the following:

+  when to notify the competent authority and the
injured individuals;

+  theadverse effect on the individuals privacy and
data protection;

«  the content and form of the notification; and
+  technical protection measures

Furthermore, I will also address breach notifications
in cross border cases, where additional issues of ap-
plicable law, competencies of the national authori-
ties and the efficient protection of rights of the in-
jured individuals arise.

The threshold of notification

The question of a threshold for notifying the com-
petent authority has already been partly addressed
above, in the case of the Irish Code of Practice. Con-
sidering the resources the authorities have in or-
der to deal with data breach cases, and the danger
of notification fatigue if they receive too many no-
tifications,* it would seem sensible if certain crite-
ria were developed, so as to allow for the notifica-
tion of “serious” breaches without undue delay to
the authorities, and on the other hand, the breaches
with low impact to only be documented, ready to e
shown to authorities on request. There might be a
thin, fine line between the two types of events. How-
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ever, looking from the e-Privacy Directive’s perspec-
tive or the proposal for a General Regulation, no such
thresholds are foreseen at all - all breaches have to
be notified to the authorities, and the authorities are
left with the task of assessing which notifications are
to be given priority.

To aid the authorities and the data controllers who
have suffered a breach, an impact/severity assess-
ment model was proposed by ENISA, building on
two categories: an identifiability* requirement and
level of exposure. To assess the identifiability re-
quirement one would have to look at the nature of
the data breached, e. g. ID data (name, address, data
of birth, gender etc), sensitive data in the sense of
article 8 of Directive 95/46/EC (data revealing racial
or ethnic origin, political opinions, religious or phil-
osophical beliefs, trade-union membership, and the
processing of data concerning health or sex life). The
level of exposure would look at the type of breach
that took place, e.g. unauthorised or unlawful ac-
cess, destruction, alteration/modification, disclo-
sure, transmission, processing, storing, and acciden-
tal or unlawful loss of personal data. The number
of injured individuals should also be taken into ac-
count.”” Such a tool is to be of help to data control-
lers, when assessing the dimensions of the breach,
and also to the authorities when prioritising the
cases and when considering whether the injured
individuals should be informed.*

Additionally the deadline for notification “without
undue delay” or as proposed in the General Regu-
lation, within 24 hours after the breach was disco-
vered, raises questions. The argument that such
prompt notification cannot reveal meaningful in-
formation as the breach has not yet been assessed is
valid. However, a delay may not always be approp-
riate due to the potential threats for the injured in-
dividuals. ENISA suggested the notification be split
into two phases where the initial reaction is merely
areport that a breach occurred. The detailed notifi-
cation can be submitted later, when further analysis
of the breach is conducted.” As seen from the latest
documents the Commission is in favour of such two-
tier notification process - the initial notification in
24 hours and an additional one in 3 days.

As learned from the review of the U.S. experience
with data breach notification criteria, the risk-based
approach to the threshold has its drawbacks in terms
of protection of the injured individuals but is more
favourably accepted by the organizations affected
and creates a smaller amount of notifications. A low
threshold may produce a significant number of noti-
fications, which may, in turn, produce fatigue (Jones
2007-08). The European model can be said to build
on best practices. All data breaches have to be no-
tified to the authorities whereas only the ones that
present adverse effect have to be communicated to
the individuals as well. The authorities are the safe-
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guard in assessing the adverse effect and may order
the organizations to notify the individuals. In a the-
oretical sense the EU model is expected to produce
the desirable outcome, however it has been sugges-
ted often that the authorities will be forced to take
on a significant number of breach cases (in the te-
lecoms sector and wider), with only limited resour-
ces.® That is why an assessment model, which would
allow authorities to quickly assess the seriousness
of the situation and react accordingly, will proba-
bly be a necessity.

Adverse effect on the individual's
privacy and data protection

Another open question is the meaning behind the
term “adverse effect”. European framework fore-
sees that the data controller should notify the inju-
red individual of a breach, when the breach is likely
to adversely affect the personal data or privacy of
that individual. An unauthorised access to a phone
number of a member of general society might have
a completely different effect on his or her privacy
then the unauthorised access and publication of a
celebrity’s phone number. However, neither the e-
Privacy Directive nor the General Regulation offers
insight into the tools for assessing the “adverse ef-
fect”. This seems particularly problematic in the
context of the Regulation which does not offer any
margin of appreciation as regards to its enforcement
in the Member States.

ENISA thus proposes that the level of adverse effect
is assessed by the following scale:

+  low/negligible effect: no or negligible adverse
effect - little problems or unpleasantness that
can be easily overcome, e.g. loss of time, irri-
tation etc.;

+  medium effect: any adverse effects are not very
serious and can be overcome, e.g. economic loss;

+  high effect: considerable/somewhat serious, but
they can be overcome with some effort, e.g. si-
gnificant economic loss, social/reputation-rela-
ted adverse effects;

+  very high: the adverse effects are extremely se-
rious and significant effort would be required
to address them or with possible permanent
consequences that cannot be overcome by the
persons, e.g. effects on health, or combination
of severe economic loss and bruising of one’s
reputation.®

A model of severity assessment is not only necessary

in the context of clarification of the term “adverse
effect,” but also in terms of practical implementa-
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tion of the data breach legislation. Since all of the
breaches will have to be notified to the authorities
in the EU, a model for assessment will be of benefit
to the authorities, as well as to the data controllers
suffering a breach, to be able to locate and resolve
the serious cases first. The question of notification
to the individuals would be resolved faster, which
individuals would benefit from the most.

The content and form
of the notification

The answer to the question of content and form
of notification is to an extent offered by the e-Pri-
vacy Directive and the proposed General Regulation,
which provide for the list of information that should
be communicated to the authorities and to the indi-
viduals. The authority should receive as detailed in-
formation as possible to be able to draw conclusions
as to the seriousness of the breach. Development of a
standard form, available for electronic notifications,
is seen as beneficial®? in cross border breaches, as
well, where authorities from different Member Sta-
tes would have to be notified and would cooperate
based on their competencies. The Commission, fol-
lowing the recommendation, proposes two notifica-
tion forms, with standardised content.*

Regarding the notification to the individuals, the
proposed content includes information about the
contact point, information on what personal data
has been compromised and how and what service
the data controller is offering the individual to mi-
tigate the adverse effects, as well as what steps in-
dividuals could consider taking in order to mitigate
the adverse effects. The information should be in
language that is easy to understand. Other useful
information that may be reported includes the type
of data, impacts from the breach, and actions being
taken by the controller to avoid future breaches.*

In terms of the content and form of notification, the
channel of communication is an open issue (for ex-
ample, is notification in a newspaper or an e-mail
enough in certain situations, or should there be a
more proactive phone call if the data in question are
sensitive?), as is the language to be used if the con-
troller holds data on subjects residing in different
Member States. As seen from the Commission pro-
posal, the national media are recognised as a possi-
ble channel for notifications.*

IV.Technical protection measures

42
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Another open question touches upon the technical
protection measures, which may, if they make the
data unintelligible to unauthorised persons, provide
for an exemption of the notification to the data sub-
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jects. The criteria for such technical protection mea-
sures should be set in advance and harmonized in all
Member States, so as to assure for efficient imple-
mentation and legal certainty.

ENISA offers some guidance, when the data shall be
considered unintelligible:

+ ifit has been securely encrypted or hashed;* and

+ ifit has been securely deleted (on a media that
was physically destroyed, degaussed or deleted
with a secure erasure algorithm).”

The question of technological protection measures
is indeed very important as the level of protection
present will be the data controllers’ strongest argu-
ment when unwilling to share the information of a
breach with its customers in order to avoid it nega-
tively impacting the sense of trust. Common criteria
should be established and harmonized across Mem-
ber States regarding which technological measures
are in fact strong enough, what kind of encryption
will suffice, and which standards are to be trusted.

Encryption is often regarded as a “silver bullet” that
can solve information security problems but it has
its limitations. First of all, it can only protect the
data at rest and in motion but cannot protect data
while the data is actually being processed. Second, it
is only as strong as the weakest link.” In that sense
the Working Party 29 urges the Commission to be
more prescriptive regarding encryption and propo-
ses that the data shall be considered unintelligible if:

(a) it has been securely encrypted with a standardised
algorithm, the key used to decrypt the data has not
been compromised in any security breach, and the
key used to decrypt the data has been generated
so that it cannot be ascertained by available tech-
nological means by any person who is not autho-
rized to access the key; or

(b) it has been replaced by its hashed value calcula-
ted with a standardised cryptographic keyed hash
function, the key used to hash the data has not
been compromised in any security breach, and the
key used to hash the data has been generated in
a way that it cannot be ascertained by available
technological means by any person who is not au-
thorized to access the key; or

(c) it has been irreversibly deleted, either through
physical destruction of the medium on which it
was recorded or by means of a secure deletion
algorithm.’

Breach notifications in
cross border cases

In the ecosystem of providers of electronic commu-
nication services and even more in the world of in-
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formation service providers (social networks, online
gaming environments, online banking, and such) it
is expected that data breaches may have cross bor-
der dimensions. A data controller may operate in one
Member State, but the breach may happen in ano-
ther if its data centres were attacked there. It may
well be that the data controller is processing data
of individuals residing in another Member State, or
that that the data breach has happened simultane-
ously in various establishments. The data controller
may not be able to uncover where the breach has ac-
tually happened, but the effects may be felt in all its
establishments in different Member States.*

The purpose of this chapter is to shed light on the
questions of applicable law and cooperation pro-
cedures between competent authorities in cases of
cross border data breaches. As neither the legisla-
tion nor the cooperation procedures have yet been
put in place this part will mainly offer open questi-
ons and search for potential issues that might arise
in the next years due to the horizontal implementa-
tion of the data breach notification obligation.

The questions in cross border breach cases mainly
centre on:

+ issues of applicable law, namely which entity of
the controller, operating cross borders, should
report a breach to which national authority?;
and

+ how should competent authorities from diffe-
rent Member States cooperate?

It may happen that a data controller is established
or has capacities in more than one Member State,
and serves its clients who are also residing in diffe-
rent Member States. Which authority should there-
fore receive the notification of a breach in such case?
In this case the location of the clients seems irrele-
vant - they should receive a notification, regardless
of the whereabouts of the competent authority. But
the authorities must be able to cooperate in this case.
In terms of the clients, the language and the channel
of communication are more important.

A solution might be that each establishment which
suffered a breach notifies its national authority. If
the breach happened in a German establishment and
a UK establishment of the data controller, the Ger-
man notifies the German authority and the UK es-
tablishment notifies the UK authority. The General
Regulation proposal introduces a notion of a “main
establishment” (Article 4), however in the telecoms
sector that notion is missing and other interpreta-
tions might be possible. What if a breach happens at
a data processor, contracted by one of the establish-
ments? In this case the proposed General Regulation
offers a potential answer - the processor should no-
tify the data controller and the latter should refer
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the notification to the competent authority. What
would happen if the location of the breach is unk-
nown? Should the headquarters notify the autho-
rity in the Member State where it is established or
should all the authorities from all the Member Sta-
tes where the group operates be notified? These are
only some of the yet unanswered questions the data
controllers that operate across Member States will
be faced with.

An important aspect in cross border breaches is also
cooperation between competent authorities from
different Member States. A situation might occur,
where more than one authority is competent but the
different competent authorities disagree regarding
further steps to be taken by the data controller who
has suffered a breach in a number of Member Sta-
tes (for example, should it notify the data subjects or
not). In this case cooperation procedures should be
defined for the authorities to cooperate efficiently,
and an instrument should be in place to resolve the
situations where authorities disagree. The propo-
sal for a General Regulation offers some guidance in
terms of cooperation procedures between data pro-
tection authorities (Article 55 and 56), but the terms
of cooperation in the context of the telecoms sector
are not clear, as the competent authorities are not
only data protection authorities but also the natio-
nal regulatory agencies for telecommunications.®

What seems to be clear is that the data controllers
should not be the ones to decide or search extensi-
vely for the authority that is legally competent to
receive their notification and consider further ac-
tions. The legal framework should be clear enough
to allow for a relatively quick decision on the compe-
tent authority. Authorities on the other hand should
be empowered with tools and guidance to be able
to decide efficiently and quickly, whether to deal
with a notification or whether to forward it to ano-
ther authority(es). For the purpose of the telecoms
sector a platform should be established to aid com-
munication between competent authorities and the
Commission should address the issue of coopera-
tion in its implementation measures. There might
be confidentiality constraints in national legislation
that prevents the authorities from sharing informa-
tion openly.

Conclusion

A great number of security incidents, involving per-
sonal data, that have happened in the recent years
gave rise to a new mechanism that is now being im-
plemented in the EU - a mandatory breach notifi-
cation mechanism. The revised e-Privacy Directive
and the fresh proposal for a General Data Protec-
tion Regulation both introduced a provision whe-
reby the entity suffering a breach will have to notify
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the breach to the competent authorities and possibly
to the injured individual users.

The paper briefly presented the U.S. experience with
data breach legislation, focused on changes in the
regulatory framework in the EU, and tackled the
question of how the new regulations on mandatory
breach notifications will affect online service provi-
ders, especially the ones operating across borders.
The paper assessed the implications of the new pro-
posals and shed light on the issues that will arise, in
terms of applicable law, competencies of the national
authorities, and the rights of the injured individu-
als. Even though the introduction of the mandatory
breach notification is undoubtedly an improvement
in the framework for data protection in the EU, there
are some yet unsolved issues regarding its success-
ful implementation. The paper offered insight on
the open questions of thresholds, the adverse effect
on the individuals’ privacy and data protection, the
content and form of the notification, and technical
protection measures. Breach notifications in cross
border cases are also addressed with a focus on the
questions of applicable law and cooperation proce-
dures when more than one authority is competent
in considering the case of a breach.

In order for a successful implementation of the me-
chanism of data breach notification, it is necessary
that the competent bodies (may it be the national
bodies, or the Commission) consider all of the de-
scribed dimensions, where further guidance will be
much needed and appreciated, in order to achieve
harmonized implementation.

The author can be reached at jelena.burnik@ip-rs.si
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