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A. Introduction

1 The data collection by the NSA and other secret 
service organizations is part of a broader trend 
also known as Big Data,2 in which large amounts 
of personal data are being collected by means 
of cameras, telephone taps, GPS systems and 
Internet monitoring, stored in large databases and 
analysed by computer algorithms. These data are 
then aggregated, used to create group profiles and 
analysed on the basis of statistical relationships and 
mathematical patterns. Subsequently, the profiles 
are used to individualize persons that meet a certain 
pattern or group profile.3 This technique, called 
profiling, is used for a growing number of purposes, 
such as in the fight against terrorism, in which a 
person may be monitored or followed when he (in 
whole or in part) meets a certain profile (for example, 
male, Muslim, Arab origin and frequent trips to 
Yemen). Similarly, banks and insurance companies 
rely on risk profiles of customers to take certain 
decisions, and Internet companies like Google and 
Facebook use such profiles for advertising purposes. 
For example, if a person fits the profile “man, 

university degree, living in London”, he might get 
an advertisement for the latest Umberto Eco book 
or for an apartment in one of the richer suburbs.4

2 In such processes, there is basically no demarcation 
in person, time and space, as simply everyone could 
be subjected to them. Data collection and processing 
do not start after a particular ground or reason has 
arisen, but the value and use of the information 
will only become apparent at a later stage. The 
gathered data are often meta-data – regarding the 
length of and participants to a telephone call, for 
example – but this often does not regard the content 
of the communication. Meta-data can be compared 
to the information visible on an envelope in the 
ordinary mail, such as the addressee, the size and 
the weight and possibly the sender. These data 
traditionally do not fall within the realm of privacy 
and the secrecy of communication. Still, through 
the use of modern techniques, these data can be 
used to generate increasingly detailed profiles.5 
Thus although they are not privacy-sensitive data 
initially, they may become identifying data at a later 
stage. In addition, the collected data are not linked 
directly to one person, but they are used to generate 
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European Court of Human Rights will find a violation. 
This article discusses three possible challenges for 
these types of complaints and analyses whether the 
current privacy paradigm is still adequate in view of 
the development known as Big Data.

Abstract:  Big Brother Watch and others have 
filed a complaint against the United Kingdom under 
the European Convention on Human Rights about a 
violation of Article 8, the right to privacy. It regards 
the NSA affair and UK-based surveillance activities 
operated by secret services. The question is whether 
it will be declared admissible and, if so, whether the 
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general group profiles and statistical correlations. 
These profiles may be applied to an individual if 
he meets one or several of the elements contained 
in the group profile. Finally, in these processes, 
no reasonable suspicion is needed to individualize 
someone. Even a 1% chance that someone will 
buy an expensive luxury product or will engage in 
terrorist activities may provide sufficient grounds 
to do so. Consequently, the individual element and 
the interests of specific persons are moved to the 
background in such systems.

3 Although it is clear that European citizens cannot 
challenge the activities of the US National Security 
Agency (NSA) as unveiled by Edward Snowden, Big 
Brother Watch and others have filed a complaint 
against the United Kingdom for similar practices by 
its secret services under the European Convention 
on Human Rights (ECHR),6 specifically Article 8, 
which holds as follows: 

1. Everyone has the right to respect for his private 
and family life, his home and his correspondence. 

2. There shall be no interference by a public 
authority with the exercise of this right except 
such as is in accordance with the law and 
is necessary in a democratic society in the 
interests of national security, public safety 
or the economic well-being of the country, 
for the prevention of disorder or crime, for 
the protection of health or morals, or for the 
protection of the rights and freedoms of others.

4 In a reaction, the European Court for Human Rights 
has asked the parties to respond to three questions: 
(1) Can the applicants claim to be victims of a 
violation of their rights under Article 8 ECHR? (2) 
Have the applicants done all that is required of 
them to exhaust domestic remedies? (3) If so, are 
the acts of the United Kingdom intelligence services 
in relation to the collection and processing of data 
in accordance with the law and necessary in a 
democratic society? This article will try to answer 
questions (1) and (3) by assessing three general 
points. Does the complaint fall under the scope of 
Article 8 ECHR ratione personae, meaning have the 
applicants suffered from any personal damage? 
Does the complaint fall under the scope of Article 
8 ECHR ratione materiae, meaning do the practices 
complained of constitute an infringement with the 
right to privacy? And if so, what would the likely 
outcome be in relation to whether the infringement 
was necessary in a democratic society; that is, how 
will the Court balance the right to privacy with the 
need for security? Not discussed are the questions 
related to the exhaustion of domestic remedies and 
to the matter of whether the governmental practices 
are “in accordance with the law”.

5 Although this complaint functions as the central 
theme, the findings will be extrapolated to the cur-
rent development of Big Data. The general conclu-
sion will be that, currently, the right to privacy is ba-
sed on the individual and his interests in a threefold 
manner: (1) It provides the individual with a right to 
submit a complaint about a violation of his privacy. 
(2) It provides him with protection of his personal 
interests, related to human dignity and personal au-
tonomy. (3) In concrete circumstances, a privacy in-
fringement will be judged on its legitimacy by ba-
lancing the individual with the societal interest, for 
example related to security. Subsequently, it will be 
argued that the new developments of Big Data, of 
which the NSA affair is a shining example, bring the 
following results: (1) it is increasingly difficult to de-
monstrate personal damage and to claim an indivi-
dual right, (2) the value at stake in this type of pro-
cess is a societal rather than an individual one and 
(3) the balance of different interests no longer pro-
vides an adequate test to determine the outcome of 
cases. Finally, some modest alterations of the cur-
rent paradigm will be proposed.

B. Right of complaint

6 When drafting the ECHR, the authors of the 
Convention chose to link the right to petition only to 
a limited extent to the individual and the protection 
of his interests. Under the ECHR, there are two 
complaint procedures, one for inter-state complaints 
and another for individual complaints. In an inter-
state procedure, it is not the personal interest of the 
applicant that is assessed, as the applicant state is 
not itself harmed in any way, nor that of anyone else, 
but the general quality of the actions and laws of the 
government accused of a violation of the Convention 
as such. In such cases, the applicant state brings 
an action against another state out of the general 
interest of the country’s population, often related 
to abuse of power; although the citizens of that 
country may obviously be affected by the policies 
and/or laws, their individual injury is not central to 
the Court’s assessment.

7 Moreover, the individual right of complaint may be 
invoked not only by natural persons, but also by legal 
persons (excluding governmental organizations) and 
groups. Typical of the latter two categories is that 
again, no personal harm needs to be demonstrated. 
A legal person may be hindered in its (business) 
activities but cannot suffer personal injury or 
complain about a violation of its autonomy or dignity, 
among others. Again, in such complaints, it is usually 
the unlawful conduct of or the abuse of power by 
the government as such that is at the center of the 
Court’s assessment. In addition, the legal capacity 
of groups to submit a case to the Court must be 
understood against the backdrop of the Second 
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World War, in which groups were systematically 
discriminated against and stigmatized.7 The authors 
of the Convention opened up the right to petition 
to a person or a group of people who want to stand 
up for the interests of a particular group without 
necessarily having suffered individually and 
specifically from the targeted practice that affect 
the group as a whole.8

8 Finally, given the serious fear of an excessive 
flow of complaints by individuals,9 the authors of 
the Convention decided to introduce a two-step 
system, in which the admissibility of applications 
is first reviewed by the European Commission of 
Human Rights (a task which has been reassigned to a 
separate chamber of the Court since 1998), and is only 
afterwards assessed by the Court on the substance 
of the matter. Characteristically, individuals initially 
were allowed only to bring complaints before the 
Commission but not before the Court, even if their 
case was declared admissible by the Commission. 
Only the Commission itself or a Member State could 
decide to send the case for substantive assessment to 
the Court if they felt this was in the public interest. 

9 The practice of the Court has however increasingly 
focused on complaints of individuals who can 
demonstrate their personal interest in a case. 
First, individuals have gradually been allowed to 
bring complaints directly before the Court.10 In 
addition, the other modes of complaint have been 
of (almost) no value. Since the entry into force of 
the Convention, only about 20 inter-state complaints 
have been filed.11 The possibility of a group complaint 
has been limited by the Court to the opportunity 
of different individuals, all of whom have directly 
and individually suffered from a certain practice, 
to join their cases, and the Court has ruled that, 
in principle, legal persons cannot rely on Article 8 
ECHR. For example, when a church complained about 
a violation of its privacy by the police in relation to 
criminal proceedings, the Commission found that 

[t]he extent to which a non-governmental organization can 
invoke such a right must be determined in the light of the 
specific nature of this right. It is true that under Article 9 
of the Convention a church is capable of possessing and 
exercising the right to freedom of religion in its own capacity 
as a representative of its members and the entire functioning 
of churches depends on respect for this right. However, unlike 
Article 9, Article 8 of the Convention has more an individual 
than a collective character [].12 

10 Although in recent case law, a less restrictive line 
may be discerned,13 in principle, the Court still 
requires the complainant to demonstrate that he has 
an individual interest and has suffered from personal 
injury, so that legal persons cannot rely on the right 
to privacy, or only to a limited extent.  

11 A consequence of the emphasis on the individual 
interests and the personal injury of the complainant 

is that in abstracto claims, in which an applicant 
complains about a practice or a law as such, without 
it being applied or otherwise having an impact on 
the applicant himself, are declared inadmissible. This 
also holds true for the actio popularis or class action, 
in which a societal organization challenges a law 
or policy not from a personal perspective, but with 
an eye on the public interest. Finally, hypothetical 
complaints and a priori applications, in which the 
case regards a potential, future violation by the state, 
without any damage having occurred yet, are also 
declared inadmissible.14

12 This brings an obvious problem with it for complaints 
related to large-scale data collections, whether they 
are initiated by secret services or by big Internet 
companies, since persons are often unaware that 
they have been filmed, followed by cookies or 
subjected to Internet monitoring and accordingly 
only few will file a legal complaint. Those who do will 
have trouble demonstrating any individual harm. In 
addition, the personal element in this type of data 
processing is increasingly moved to the background, 
as not one individual or a particular group is affected 
by the large-scale data system, but an unquantified 
number of people, and the information often regards 
meta-data. Moreover, whereas in classic privacy 
issues, such as a house search, the individual interest 
is fairly clear and delineated and is causally linked 
to the infringement, the individual damage resulting 
from data collection practices is often rather 
hypothetical, as the collection itself usually has little 
impact on the personal autonomy or dignity of an 
individual and the damage that could arise stems 
from the hypothetic possibility of, for example, a 
data breach or the abuse of the data by a future and 
malicious regime. Consequently, claims regarding 
Big Data processes will often have an abstract and 
hypothetical character.

13 To overcome these problems, the Court has 
been willing to accept a slight relaxation of the 
requirement of individual damage and personal 
interest. Regarding a presumed surveillance 
practice about which no insight was given by the 
secret services, the Court held that it is unacceptable 
that “the assurance of the enjoyment of a right 
guaranteed by the Convention could be thus removed 
by the simple fact that the person concerned is kept 
unaware of its violation”.15 Similarly, in some cases 
the Court has also been prepared to adopt a broader 
interpretation with regard to complaints about 
legislation authorizing surveillance practices, which 
is drafted in very broad and general terms. In these 
cases, the Court has determined that

[t]he mere existence of the legislation entails, for all those 
who might fall within its reach, a menace of surveillance; 
this menace necessarily strikes at freedom of communication 
between users of the postal and telecommunications services 
and thereby constitutes an “interference by a public 
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authority” with the exercise of the applicants’ right to respect 
for correspondence.16  

14 In similar fashion, the Court has stated in a case that 

the authorities were authorised to capture communications 
contained within the scope of a warrant issued by the Secretary 
of State and to listen to and examine communications falling 
within the terms of a certificate, also issued by the Secretary 
of State. Under section 6 of the 1985 Act arrangements had 
to be made regulating the disclosure, copying and storage of 
intercepted material. The Court considers that the existence of 
these powers, particularly those permitting the examination, 
use and storage of intercepted communications constituted 
an interference with the Article 8 rights of the applicants, 
since they were persons to whom these powers might have 
been applied.17

15 Consequently, cases in which the plaintiff does 
not know whether he was subjected to a particular 
surveillance practice and has no chance to 
determine whether this was so, and cases in which a 
complainant is merely affected by a law by way of its 
all-encompassing scope, may be declared admissible 
by the Court under certain circumstances. Yet here, 
too, it must be plausible that someone was affected 
by a particular practice, that the applicant was 
part of a specific group of people designated in the 
law or had engaged in activities that could lead to 
monitoring and surveillance. Inter alia, no right 
to petition under the Convention is accepted on 
the basis of vague assumptions and references to 
mysterious clicking noises during phone calls, but it 
is accepted when the complainants are members of a 
group actively campaigning against nuclear missiles, 
from which a reasonable fear of active monitoring 
may be deduced.18 The Court therefore recognizes 
as matter of principle that to be granted a right of 
complaint, a “reasonable likelihood” must exist that 
the applicant has been subjected to a surveillance or 
monitoring practice.19 In such instances, the Court 
is prepared to hold 

that the applicants, even though they were members of a 
group of persons who were likely to be affected by measures of 
interception, were unable to demonstrate that the impugned 
measures had actually been applied to them. It reiterates, 
however, its findings in comparable cases to the effect that 
the mere existence of legislation which allows a system for 
the secret monitoring of communications entails a threat 
of surveillance for all those to whom the legislation may 
be applied. This threat necessarily strikes at freedom of 
communication between users of the telecommunications 
services and thereby amounts in itself to an interference 
with the exercise of the applicants’ rights under Article 8, 
irrespective of any measures actually taken against them.20

16 In conclusion, it is uncertain whether claims about 
Big Data, such as the application of Big Brother 
Watch, will be declared admissible. In principle, 
there not only remains the requirement for an 
individual to demonstrate his personal interest, 
or at least the plausibility of individual damage; 

there also is a practical threshold for citizens who 
do not know whether they have been targeted by 
a particular practice, since, if there is no evidence 
indicating so, few people will take a matter to court. 
Even if this knowledge existed, and even if personal 
damage could be convincingly demonstrated, the 
practical use of such an individual right of complaint 
is still questionable. In a world where not only secret 
services and governmental organizations, but also 
large companies like Google and Facebook and even 
ordinary citizens, assisted by their smart-phones, 
can gather and process large amounts of personal 
data, it is likely that it will simply become undoable 
for a person to keep track of everyone who is in 
possession of his personal data, to assess whether 
they are using that data legitimately and if there 
is reason to believe this is not so, to seek justice 
through a legal procedure. With such structural and 
societal tendencies, it seems that the individual is 
as powerless as King Canute trying to turn the tide. 

C. Scope of the right to privacy

17 Article 8 ECHR protects everyone’s private and 
family life, home and correspondence – in short, 
the right to privacy. However, in principle, it does 
not apply to large-scale data processing, which falls 
under what is called the right to data protection. 
To clarify the difference, reference can be made to 
the Charter of Fundamental Rights of the European 
Union from 2000, of which Article 7 provides that 
everyone has the right to respect for his private and 
family life, home and communications, and Article 
8 holds as follows: 

1. Everyone has the right to the protection of 
personal data concerning him or her. 

2. Such data must be processed fairly for specified 
purposes and on the basis of the consent of the 
person concerned or some other legitimate 
basis laid down by law. Everyone has the right 
of access to data which has been collected 
concerning him or her, and the right to have 
it rectified. 

3. Compliance with these rules shall be subject to 
control by an independent authority.’ 

18 This right to data protection is separated from the 
right to privacy and is regulated primarily by the 
Data Protection Directive.21 

19 The Council of Europe, not to be confused with the 
European Union, has also issued an instrument for 
data protection: the Convention for the Protection 
of Individuals with regard to Automatic Processing 
of Personal Data.22 Mostly, the Convention and the 
Directive run along the same lines, the latter being 
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somewhat more elaborate. The Court has referred to 
both instruments in its jurisprudence23 and similarly, 
the Court has referred to the Charter of the EU to 
overthrow its earlier jurisprudence, from before 
2000, on a number of important points.24 Since the 
accession of the EU to the European Convention 
of Human Rights, more and more synthesis has 
been created between the two fundamental rights 
instruments.25 This article will mainly refer to the 
Data Protection Directive, as it is seen as the more 
important of the two documents, though it must be 
stressed that most of the rules contained therein are 
also present in the Convention for the Protection of 
Individuals with regard to Automatic Processing of 
Personal Data. 

20 Although on a number of points there is a clear 
overlap between the right to privacy and the right to 
data protection, there are also important differences. 
First, the background of both rights is quite different. 
Privacy in the sense of a separation between the 
private and the public sphere, the integrity of the 
body and the secrecy of communications has been 
a part of the constitutional order for ages. Privacy is 
mostly linked to the protection of private interests 
of the individual related to personal autonomy or 
human dignity, among others. Data protection, in 
contrast, is of more recent origin and was created 
primarily in relation to the use of large databases 
by governmental agencies. The rules were not so 
much linked to the protection of private interests, 
but to the fairness and quality of the data processing. 
Most of the rules could be qualified as principles of 
good governance: collect data only when necessary, 
store them in a safe and confidential manner, be 
transparent about it and make sure that the personal 
data are kept correct and up to date. With the latter 
principle, a clear demarcation between privacy and 
data protection can be drawn. These principles of 
fair and legitimate data processing may require 
gathering more, not less, personal data, a rule 
which is difficult to reconcile with privacy rights.26 
As another difference, reference can be made to the 
fact that data protection is predominantly directed 
at private parties and horizontal relationships; 
especially security-related data processing by state 
and governmental agencies is often excluded from 
the scope of data protection acts.27 This is different 
for the protection of privacy, especially under the 
European Convention of Human Rights, with regard 
to which citizens can only complain about the 
conduct of states.

21 Perhaps the most important difference lies in 
the material scope of the right to privacy under 
Article 8 ECHR, which is linked to the protection of 
personal interests such as human dignity, individual 
autonomy and personal freedom, and consequently, 
its scope does not extend to the collection of non-
private and non-sensitive data: “[P]rivate life does 

not necessarily include all information on identified 
or identifiable persons. However, data protection 
covers exactly this information. This wider scope 
results from the definition of personal data in the 
Data Protection Convention and the Data Protection 
Directive”.28 The term “personal data”, central to 
the Data Protection Directive, is not limited to 
private or sensitive information but extends to 
any data with which someone could potentially be 
identified. “Even ancillary information, such as ‘the 
man wearing a black suit’ may identify someone 
out of the passers-by standing at a traffic light.”29 
Consequently, the Data Protection Directive not 
only regards the protection of personal interests of 
specific individuals, but also, and perhaps primarily, 
lays down procedural safeguards and duties of care 
for data processers. 

22 Despite the significant differences between the 
two rights, the Court has increasingly recognized 
a number of the principles underlying the Data 
Protection Directive under the ECHR, specifically 
the right to privacy, by stressing (among other 
things) that the collection of personal data, such as 
transcripts of telephone conversation, photographs, 
hospital records and bodily material, also falls 
under the scope of the right to privacy. In addition, 
the Court has determined that there should be a 
legitimate ground for processing personal data, that 
processors should be cautious about transferring 
personal data to third parties and that where 
possible, personal data should be deleted when they 
are no longer relevant to the purpose for which they 
were collected.30 Every one of these principles are 
core values underlying the Data Protection Directive. 
Finally, the Court has determined that the Member 
States to the Convention have a positive obligation 
to lay down adequate data protection rules in their 
national legislation.31

23 Nevertheless, the Court retains the position that for 
a case to fall under the scope of the right to privacy, 
there should be a link to personal interests, such 
as an infringement of an individual’s dignity or 
autonomy. Consequently, if a limited amount of 
personal data is stored, if a dataset contains only 
trivial information such as names and addresses, or 
if the data collection must be regarded as a common 
and standard practice in the European Union, it is 
usually declared to fall outside the scope of the right 
to privacy.32 Moreover, the Court has held that if 
data are collected in public and are not stored, 
or are stored but are made inaccessible, this does 
not fall under the scope of the right to privacy.33 
Not surprisingly, privacy experts suggest that the 
guarantee of data protection principles under Article 
8 ECHR is quite limited and argue that the distinction 
between private data and non-sensitive data, which 
is no longer at work in the Data Protection Directive, 
is still a leading principle in the case law of the Court. 
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A closer reading shows that the old distinction between “data 
that merits protection” and “data that does not” is still at 
work and that processing of data is excluded from the privacy 
scope when (1) the data as such are not considered as private, 
(2) when there are no systematically stored images or sound 
recordings, or other data, (3) when the data are not systemati-
cally stored with the focus on the data subject, and (4) when 
the data subject could reasonably expect the processing.34 

24 Consequently, there seems to be a number of 
thresholds for applying Article 8 ECHR on matters 
related to Big Data processes. (1) Much of the data 
collected are not private but public; additionally, 
processing often regards so-called meta-data, such 
as data on the length of and the participants to a 
call, but not the content of communication itself.35 
(2) In addition, the personal data themselves are 
not always recorded, but they are often used for 
creating aggregated datasets and group profiles.36 
(3) The essential characteristic of this type of large-
scale data systems is that they have no focus on any 
specific subject, but that they regard an unquantified 
group of people, potentially everyone.37 (4) In a 
sense, large-scale data processing may already be 
described as an everyday practice, and it is highly 
likely that in the future, this will even be more so. 

25 In conclusion, it seems questionable whether the 
right to privacy under the ECHR provides adequate 
protection in relation to Big Data systems and data 
processing such as revealed with regard to the NSA. 
This may be the fundamental question: Is a doctrine 
focussed on the protection of the individual interest 
– related to human dignity, individual autonomy or 
personal freedom – still feasible in a world that is 
increasingly engulfed by large-scale data processing 
techniques, which, by their very nature, are not 
focused on the individual? 

D. Balance of interests

26 Even if the NSA data processing were to fall under 
the scope of Article 8 ECHR, and even if a right of 
complaint were to be accepted, it is still highly 
questionable whether the Court would rule in favour 
of the complainants. Article 8, paragraph 2 specifies 
as follows: 

There shall be no interference by a public authority with the 
exercise of this right except such as is in accordance with the 
law and is necessary in a democratic society in the interests 
of national security, public safety or the economic well-being 
of the country, for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the 
rights and freedoms of others. 

27 Consequently, privacy limitations are allowed 
when they are prescribed by law and necessary 
in a democratic society in connection to, among 
others, national safety, public health and economic 
prosperity. 

28 The authors of the Convention had in mind that 
the outcome of a case should be determined by an 
assessment of the necessity of an infringement, inter 
alia by determining the effectiveness, proportionality 
and subsidiarity of a particular measure. Although 
this ‘intrinsic test’ has not been completely 
abandoned by the Court, it has been moved to the 
background and is increasingly supplemented by 
a ‘balancing test’. “This test requires the Court to 
balance the severity of the restriction placed on 
the individual against the importance of the public 
interest.”38 Consequently, to determine the outcome 
of a case, the Court balances the damage a specific 
privacy infringement has done to the individual 
interest of a complainant against its instrumentality 
towards safeguarding a societal interest, such as 
national security.

29 The problem with a balancing test in relation to 
Big Data systems is twofold. First, the necessity test 
seems a far better tool to assess the problems posed 
by, among others, the NSA affair and similar cases. 
The question here seems simply whether such large 
data sets regarding so many people and collected 
over such a large time span is at all necessary and 
proportionate in the light of public safety, even 
apart from any individual interest, and whether 
there are no less intrusive means at the disposal of 
the government. In addition, it might be asked how 
effective such data processing systems really are. 

Some agency insiders now believe that NSA is only able to 
report on about 1 percent of the data that it collects, and 
it is getting harder every day to find within this 1 percent 
meaningful intelligence. Senior Defense and State Depart-
ment officials refer to this problem as the “gold to garbage 
ration,” which holds that it is becoming increasingly diffi-
cult and more expensive for NSA to find nuggets of useful in-
telligence in the ever-growing pile of garbage that it has to 
plow through.’39

30 On the other hand, it is increasingly difficult to make 
a proper balance of interests in this kind of Big Data 
systems. A balancing test provides an adequate 
tool when reviewing classic privacy issues – for 
example, a house search in the context of a criminal 
investigation –  in which the infringement is clearly 
delineated in person, time and space, and both the 
resulting individual interest and the public interest 
– for example related to solving a murder case – have 
a clearly defined character. With Big Data systems, 
however, both the public and the individual interest 
are rather hypothetical and abstract, as it is often 
unclear whether a particular data set will contribute 
to the national security and how; and, as indicated 
earlier, the individual element in these processes is 
often moved to the background and the presumed 
damage arises from potential future data leaks or 
the abuse of the data by malicious regimes. Both 
interests are consequently very vague and therefore 
difficult to balance.
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31 To address these problems, in data processing 
cases the Court is prepared to focus predominantly 
on the intrinsic qualities of legal frameworks 
and governmental activities. Among others, the 
“Court must be satisfied that, whatever system of 
surveillance is adopted, there exist adequate and 
effective guarantees against abuse”.40 It has also 
stipulated that where possible, persons have to be 
informed of the fact that they have been subjected 
to monitoring, that there must be proper democratic 
control by parliament to assess the activities of the 
secret services and that there should be effective 
legal remedies open to individuals who believe they 
have been subjected to monitoring and surveillance.41

32 Although the Court’s case law does leave some room 
for assessing cases without directly balancing the 
individual with the public interest, this seems to 
provide only meagre safeguards with regard to Big 
Data systems. First, it should be noted that the Court 
is willing to focus on procedural conditions, such as 
with regard to access to a court and the existence 
of democratic control, but not on the necessity, 
proportionality and subsidiarity of the measures as 
such.42 If the national court or legislature were to 
decide that the practices are indeed necessary and 
proportionate, the Court would in principle follow 
their judgment. The Court has also stated that in the 
case of intelligence and surveillance systems, “the 
margin of appreciation available to the respondent 
State in assessing the pressing social need [] and in 
particular in choosing the means for achieving the 
legitimate aim of protecting national security, [is] 
a wide one”.43 

33 Moreover, the Court accepts that both 
confidentiality regarding the nature and purpose 
of the intelligence activity and reluctance in 
informing specific persons about the fact that they 
have been subjected to eavesdropping, in principle, 
must be deemed legitimate since confidentiality is 
part of the effectiveness of the activities by secret 
services. Finally, it should be noted that although 
the requirement that a privacy infringement must 
be prescribed by law also applies to the practices 
of intelligence organizations, it is precisely with 
regard to secret services that a separate and rather 
limited legal framework exists, so that usually 
neither the ordinary citizens nor the ordinary 
parliamentarian will know exactly what activities 
are conducted and with which specific purpose. 
In any case, the fundamental point remains that, 
apart from the specific context of secret services, 
the balancing test seems simply unsuitable for Big 
Data systems. Another fundamental question may 
be whether the privacy interests at stake should still 
be considered relative, to be balanced against other 
values such as security. If it is true that incidents 
such as the NSA affair challenge the basic legitimacy 
and effectiveness of the state, it could be argued 
that these are absolute minimum principles to be 

respected by every democratic order respecting the 
rule of law. 

E. Analysis

34 The current privacy doctrine under Article 8 ECHR 
is based on three characteristics: it is the right of 
a natural person; it protects his personal interests 
related to, among others, autonomy and dignity; 
and the outcome of a case will be determined 
primarily by weighing the private against the 
public interests, such as those related to national 
security. Developments in the field of Big Data 
and profiling challenge each of these principles. 
Although the Court is willing to adopt a certain 
amount of flexibility to meet these challenges, 
the question remains whether this is sufficient 
to provide adequate protection. Even if the Court 
were willing to compromise the three fundaments 
so as to ensure adequate protection, there remains 
a fundamental tension between the focus on the 
individual and his interests on the one hand and 
the current technological developments on the 
other. With regard to the claim of Big Brother Watch 
and others v. the United Kingdom, it is questionable 
whether they will be successful in their claim. This 
article has signalled three potential hurdles.44 

35 First, the applicants would have to prove that 
they have been subjected to monitoring practices, 
or at least demonstrate that this is likely, as in 
abstracto claims are declared inadmissible. More 
importantly, the Court’s case law makes clear that 
there is a prohibition on an actio popularis or class 
action, in which a civil society organization or 
group complains about a matter not out of personal 
interest, but in the interest of the society as a whole. 
The first complainant, Big Brother Watch, is a limited 
company, not in any way directly affected by the 
presumed practices of the British secret services, and 
the second and third applicants are a charity and a 
limited company, for which the same holds true. The 
only natural person is the fourth and last applicant, 
Constanze Kurtz, but she works and lives in Berlin 
and is thus highly unlikely to have been a victim of 
the practices complained of. 

36 Second, it is questionable whether the matter falls 
under the material scope of Article 8 ECHR. 

The applicants allege that they are likely to have been the 
subject of generic surveillance by GCHQ [The Government 
Communications Headquarters] and/or the United Kingdom 
security services may have been in receipt of foreign intercept 
material relating to their electronic communications, such 
as to give rise to interferences with their rights under Ar-
ticle 8 of the Convention. [] The applicants further contend 
that the generic interception of external communications by 
GCHQ, merely on the basis that such communications have 
been transmitted by transatlantic fibre-optic cables, is an in-
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herently disproportionate interference with the private lives 
of thousands, perhaps millions, of people.45 

37 If it is recalled that to fall under the scope of Article 
8 ECHR, (1) the data must be considered private, (2) 
they must be systematically stored, (3) with a focus 
on the data subject and (4) the possessing could not 
be reasonably expected, it seems that at least point 
three will provide a threshold, as the data are not 
stored with the focus on a particular subject, but are 
aggregated for the use of making group profiles and 
determining statistical correlations. 

38 Finally, even if it is accepted that the applicants 
may successfully claim their right to privacy and 
that the matter complained of does fall under the 
scope of Article 8 ECHR, it is questionable whether 
the ECtHR will judge in their favour. Although the 
applicants claim that there has been “an inherently 
disproportionate interference with the private 
lives of thousands, perhaps millions, of people”, it 
remains unclear how exactly they have been affected 
by the practices and how this influences their daily 
lives, their autonomy or their dignity. The individual 
interest is thus highly abstract and hypothetical. 
It seems that the British parliament has simply 
determined the need for such practices necessary 
with an eye on the national security and has felt that 
this outweighs the particular interests of private 
individuals. If the European Court of Human Rights 
were to conclude that the matter complained of is 
“in accordance with the law”, as laid down by the 
British parliament, a question not assessed in this 
article, it is highly likely that it would accord a wide 
margin of appreciation to the British legislator and 
respect its decision in this regard.

39 The question arises whether the current approach of 
the Court and the chosen interpretation of Article 8 
ECHR is still feasible in a world in which technological 
developments and data processing techniques 
rapidly succeed each other. Not only does it not give 
a satisfactory outcome for cases regarding NSA-like 
data processing systems, it must be recalled that the 
NSA affair is part of a bigger and structural change in 
society. Two possible approaches are possible. First, 
the Big Data processes and the resulting problems 
may simply be said not to qualify as privacy issues 
but to fall under other doctrines, such as the abuse 
of power, anti-discrimination provisions and general 
procedural doctrines. However, this seems an 
unsatisfactory solution because the problems are 
indeed related to and partly derived from classic 
privacy issues, such as the monitoring of private 
individuals, placing wiretaps and generating large 
dossiers about possible suspects. In addition, the right 
to privacy, both in legal and in societal discourse, is 
the doctrine which is referred to when it comes to 
these issues. However, if the right to privacy under 
the European Convention of Human Rights is to 

retain its relevance in the changing environment, 
some fundamental revisions seem necessary.46 

40 First, it may be questioned whether the requirement 
of personal injury should be maintained. The 
problem with this principle is that complaints about 
data collection processes often have a hypothetical 
and abstract nature, but that does not mean that 
they are of less importance. Although the chance 
of an ‘evil’ regime seizing power and abusing the 
collected data for malicious purposes is extremely 
small, the possible negative consequences dwarf the 
importance of ordinary privacy cases related to a 
house search, for example. Moreover, the background 
of this principle lies in ensuring that the Court is not 
flooded with complaints and that only those can file 
an application who have suffered individually and 
directly from the matter complained of. However, 
it is questionable whether the abandonment of the 
principle of personal injury will indeed result in 
an increased flow of complaints. Allowing an actio 
popularis may in fact ensure that potential damage 
arising from structural problems is addressed so 
that individual damage and myriad claims can be 
prevented or at least bundled. Likewise, allowing for 
in abstracto claims may ensure that potential future 
damage is prevented and would also ensure that the 
judgment of the ECtHR would be substantially more 
concise as there is no need for a description and 
analysis of the particular circumstances of the case, 
the personal situation of the complainant and the 
causal link between the act or practice complained of 
and the harm to the individual interest. The decision 
would merely regard the necessity, proportionality 
and effectiveness of the measures themselves.

41 Second, it may be questioned whether the right to 
privacy should be focused solely on protecting the 
personal interest of the complainant in relation to, 
among others, his dignity, autonomy or freedom, or 
that the underlying value and the related material 
scope of the right to privacy could also be formulated 
as or connected to a public interest. For example, 
under the Universal Declaration of Human Rights, on 
which Article 8 ECHR is based, the right to privacy 
was initially simply formulated as the ‘freedom 
from wrongful interference’ and specified as such: 
“Freedom from unreasonable interference with his 
person, home, reputation, privacy, activities, and 
property is the right of every one.”47 Privacy, as it 
was originally understood by the authors of both the 
Declaration and the Convention, was primarily a duty 
of the state and was connected to a societal interest, 
namely the prevention of abuse of governmental 
power and the disproportionate and unnecessary 
meddling in the private sphere of citizens. It 
regarded primarily the quality of legislation and 
governmental practices as such and not or only to a 
limited extent the protection of specific individual 
interests, related to their autonomy or dignity. 
Possibly, renewed emphasis could be placed on this 
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approach, which would also dovetail with dropping 
the injury requirement, because the prime norm-
addressee of the privacy doctrine would be the state, 
which has an obligation to respect it independently of 
any subjective right or individual interest.  

42 Third, this might also facilitate the reintroduction 
of an ‘intrinsic’ test, in which the outcome of a 
case is determined by assessing the necessity, 
proportionality, subsidiarity and effectiveness of 
the measures or laws. This focus could not only 
be adopted to large data collection processes but 
perhaps also be applied to more traditional privacy 
issues regarding house searches and wiretaps, 
in which the primary question is also whether a 
certain interference is necessary and proportionate, 
irrespective of the individual interests involved. 
In relation to cases related to national security, 
this method seems reasonable: if a house search, 
telephone-tap or data collection is necessary and 
effective in the context of national security, it is 
often simply irrelevant whether and to what extent 
a citizen is affected, as the public interest will 
almost always outweigh the individual interest.48 It 
would therefore be worthwhile to assess whether 
the subjective element in this respect could be 
substituted for a more objective and intrinsic-based 
test.
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A. Introduction

1 When faced with an appeal on a point of law by UsedSoft 
against a regional court order to the effect that 
UsedSoft cease marketing of ‘used’ software licences 
for Oracle products, the German Bundesgerichtshof 
referred three questions to the CJEU.1 The questions 
referred concerned the meaning of the term ‘lawful 
acquirer’ as was contained in Article 5(1) of the 
Computer Program Directive (CPD).2 (Question 1), 
whether the distribution right is exhausted within 
the meaning of Article 4(2) of the CPD when the first 
acquirer downloads a copy of the program from the 

Internet (Question 2), and, if the distribution right 
is exhausted and the first acquirer deletes his copy, 
whether a second acquirer of the now ‘used’ licence 
can become a ‘lawful acquirer’, again within the 
meaning of Article 5(1) CPD (Question 3). 

2 To the second question – agreeing with the Advocate 
General – the CJEU answered in the affirmative: The 
distribution right could indeed by exhausted, so long 
as the transaction was one of a ‘sale’. In response 
to the first and third questions, contradicting the 
AG, it found that a second acquirer could become a 
lawful acquirer, and thus did not need authorisation 

Abstract:  Since the UsedSoft ruling of the 
CJEU in 2012, there has been the distinct feeling that 
– like the big bang - UsedSoft signals the start of a 
new beginning. As we enter this brave new world, the 
Copyright Directive will be read anew: misalignments 
in the treatment of physical and digital content 
will be resolved; accessibility and affordability for 
consumers will be heightened; and lock-in will be 
reduced as e-exhaustion takes hold. With UsedSoft 
as a precedent, the Court can do nothing but keep 
expanding its own ruling. For big bang theorists, it is 
only a matter of time until the digital first sale meteor 
strikes non-software downloads also. This paper 
looks at whether the UsedSoft ruling could indeed be 
the beginning of a wider doctrine of e-exhaustion, or if 
it is simply a one-shot comet restrained by provisions 
of the Computer Program Directive on which it was 
based. Fighting the latter corner, we have the strict 
word of the law; in the UsedSoft ruling, the Court 

appears to willingly bypass the international legal 
framework of the WCT. As far as expansion goes, 
the Copyright Directive was conceived specifically 
to implement the WCT, thus the legislative intent is 
clear. The Court would not, surely, invoke its modicum 
of creativity there also.… With perhaps undue haste 
in a digital market of many unknowns, it seems this 
might well be the case. Provoking the big bang theory 
of e-exhaustion, the UsedSoft ruling can be read as 
distinctly purposive, but rather than having copyright 
norms in mind, the standard for the Court is the same 
free movement rules that underpin the exhaustion 
doctrine in the physical world. With an endowed sense 
of principled equivalence, the Court clearly wishes the 
tangible and intangible rules to be aligned. Against the 
backdrop of the European internal market, perhaps 
few legislative instruments would staunchly stand 
in its way. With firm objectives in mind, the UsedSoft 
ruling could be a rather disruptive meteor indeed.
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from the rightholder to make a reproduction copy 
necessary for use. The result was nothing short of a 
revelation: Contractual licences could be sales and 
thus subject to exhaustion – a principle which until 
this point had applied only to physical goods – and 
resale was permissible without authorisation even 
where a reproduction took place. The significance 
of the ruling become even more evident when, just 
short of one year later, a US District Court decided 
the direct opposite on a notably similar issue.3 

3 This paper sets out to examine the impact that the 
UsedSoft decision could have on the development of a 
doctrine of e-exhaustion within the EU. Part B looks 
into the provisions of the CPD and how these were 
applied by the Court. Part C then holds the ruling 
against the international law framework established 
principally by the WIPO Copyright Treaty 1996 
(WCT),4 with a view to determining whether there is 
any solid international legal basis for such a doctrine 
of e-exhaustion to develop. Finding that there is 
not, it then looks at the provisions of the European 
Copyright Directive (EUCD).5 These too would seem 
to ‘block’ any digital exhaustion applying to non-
software content, and thus it seems that if the 
Court wishes to press the issue, it is going to have 
to go beyond the written law at both the EU and 
international levels. With this in mind, section 
D considers how the CJEU got to its decision in 
UsedSoft in the first place. It appears that this was 
done through a combined application of internal 
market principles and a willingness to look at the 
digital environment as functionally equivalent to 
the physical one. With the unpredictability of 
purposive reasoning in mind and equal treatment 
as an underlying principle, the article concludes that 
the expansion of the UsedSoft ruling, even though 
implausible from a technical legal perspective, may 
be much closer than the content industries might 
care to imagine.

B. Putting UsedSoft in context 

4 Before looking at the UsedSoft decision itself, it 
is useful to highlight the structure of the CPD, 
particularly insofar as it relates to reproduction 
and distribution. It is due to the structure of the 
CPD on these matters that the Court could come 
to the findings that it did, and, as will be examined 
in part C.III, it is worthy of note that this specific 
construction is not replicated in the more general 
EUCD. 

I. The Computer Programs Directive

5 In the CPD, the reproduction right is granted by way 
of Article 4(1)(a). It provides that any “permanent or 
temporary reproduction of a computer program by 

any means and in any form, in part or in whole” can 
only be undertaken with the authorisation of the 
rightholder.  The distribution right is to be found 
in Article 4(1)(c), which gives the author the right 
to control “any form of distribution to the public, 
including the rental, of the original computer 
program or of copies thereof.” 

6 The principle of exhaustion is also codified in the 
Directive, and appears in Article 4(2): 

The first sale in the Community of a copy of a program by the 
rightholder or with his consent shall exhaust the distribution 
right within the Community of that copy, with the exception 
of the right to control further rental of the program or a copy 
thereof.

7 There are two key elements to this provision. First, 
there is the term ‘first sale’. According to Oracle, 
what was occurring when a consumer downloaded 
its software and concluded a user licence was not 
a sale, but a licence. As such, if exhaustion was to 
apply at all, the Court would have to find a way of 
viewing the contractual licence concluded between 
the parties as a ‘first sale’. Second, we must consider 
the wording ‘that copy’. In the physical world, 
where a rightholder authorises the distribution 
of a particular copy in the EU, his or her right of 
further distribution is said to be ‘exhausted’ and 
the purchaser is free to resell it to whomever he 
chooses, with no obligation to the rightholder.6 
The exhaustion doctrine, however, as envisaged 
and developed by the EU Courts, had up until the 
UsedSoft ruling been applied only to physical copies 
of a work, where it is only ever ‘that copy’ under 
consideration. The digital context brings difficulties 
for this wording as it is not the original copy being 
passed along, but a new one. 

8 A final provision, which is specific to the CPD but 
was critical for the CJEU’s ruling, is a qualification 
for the exclusive right of reproduction. Article 5(1) 
provides that:

In the absence of specific contractual provisions, the acts 
referred to in points (a) and (b) [the right of he translation, 
adaptation, arrangement or alteration] of Article 4(1) shall 
not require authorisation by the rightholder where they are 
necessary for the use of the computer program by the lawful 
acquirer in accordance with its intended purpose, including 
for error correction.

II. The factual background 
to UsedSoft 

9 The transaction at issue was labelled by Oracle 
as a ‘licence’, incurring no transfer of ownership. 
Rather than the user having to access the program 
via a physical CD-ROM loaded onto a computer, any 
consumer could, via the Oracle website, download 
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a copy of the software free of charge.7 However, 
the download can only be made useable where a 
user agreement has been concluded with Oracle. 
This agreement gives a “non-exclusive and non-
transferrable user right for an unlimited period for 
that program”.8 

10 The technicalities of the contested ‘resale’ were such 
that, when the first acquirer chooses to resell the 
software via UsedSoft, he is only reselling the user 
agreement and not the copy of the software which 
he downloaded from the Oracle website. Thus, the 
second acquirer would actually only have the user 
agreement transferred via UsedSoft, and would 
take it upon himself or herself to download the 
software from the Oracle site. To use the software, 
the second acquirer would require both the ‘second-
hand’ licence and the newly downloaded copy of the 
software; no reproduction of the software necessarily 
takes place in the process. Nonetheless, as we will 
see, the Court considered that the reproduction right 
did risk being infringed. 

III. The UsedSoft ruling 

11 Dealing with Question 2 first, the CJEU addressed the 
question of whether the transaction at issue was a 
“first sale or other transfer of ownership” which can 
be subject to the distribution right. If the transaction 
could not be categorised as such, no exhaustion 
could take place. 

12 To interpret the meaning of ‘first sale’, the Court 
drew upon a “commonly accepted definition” 
of a sale, which necessarily involves a transfer 
of ownership, be it in the form of a tangible or 
intangible item.9 At the core of the categorisation 
of what looked like a licence that was in fact a ‘sale’ 
was the perpetuity of the right of use, which was not 
limited in time.10  By the fact that the right of use 
granted was perpetual in nature and “designed to 
enable the copyright holder to obtain a remuneration 
corresponding to the economic value of the copy of 
the work of which he is the proprietor”,11 the Court 
felt warranted to conclude that the contract at hand 
was one of sale rather than a licence. The result of 
this was that the transaction could be categorised 
as one of distribution, with the consequence that – 
since a ‘first sale’ had taken place – exhaustion could 
plausibly come into play. 

13 However, at this point the transferral of the 
exhaustion doctrine, as codified by Article 4(2) of the 
CPD, from the tangible world to the intangible one 
becomes slippery. For e-exhaustion to be possible, 
the Court must consider the novel interaction 
between the distribution and reproduction rights, 
an interaction that was not at issue in the world of 
physical goods where it was simply that same copy 

being passed to a new owner. This intangible-only 
connection between the reproduction right and the 
distribution right is reminiscent of a ‘hen-and-egg’ 
type situation:12 the two rights, which previously 
held separate existences, are now forced to interact.13 
The Court found that the purpose of Oracle allowing 
free downloads, exploitable only upon conclusion of 
a user licence, was to make the copy useable by the 
consumer: The agreement and the download form 
a whole since both parts are necessary for use.14 As 
noted above, the resale in UsedSoft was in reality of 
the licence alone (there was no passing along of the 
first acquirer’s copy of the software); however, the 
CJEU created a link in finding that the agreement 
and the download were indivisible and must be 
“examined as a whole for the purposes of their 
legal classification”.15 As such, the Court in UsedSoft 
considered that the reproduction right was indeed 
at issue.16 It is interesting to note, however, that 
this set-up is quite uncommon for the distribution 
of copyrighted content other than software; for 
e-books, music and film, for example, the conclusion 
of the user agreement and the downloading of 
the content take place almost instantaneously, 
one leading to the other.17 In these situations, the 
reproduction right more clearly comes into play, 
since a second copy must be created on the new 
‘owner’s’ hardware. 

14 The true ingenuity of the Court’s initial finding 
that a download could be a ‘sale’ comes in its 
application of this to the provisions of the CPD. As a 
distribution, there is a right that can be exhausted; 
when exhausted, any subsequent acquirer becomes 
a ‘lawful acquirer’ within the meaning of Article 
5(1). That second acquirer can then, as provided by 
Article 4(1)(a), make any reproduction ‘necessary for 
use’ without the authorisation of the rightholder. 
However, this finding was not unconditional. 
Underpinning the expansion of the doctrine was 
the notion that the tangible and intangible worlds 
should be treated as functionally, but not formally, 
equivalent.18 As such, it is only if the original acquirer 
“make[s] the copy downloaded onto his computer 
unusable at the time of its resale” that he can 
“avoid infringing the rightholder’s exclusive right 
of reproduction”. In essence, the Court adapted the 
tangible rule to take into account the qualitative 
difference between tangible and intangible content 
that comes with the ease of reproduction, but did so 
in such a way that the same outcome (creation of an 
aftermarket19) could be achieved.

15 With the details of the decision now clear, we can 
look to how this formulation holds up against the 
broader legislative landscape. Indeed, despite this 
new forced interaction between the distribution 
and reproduction rights, the next section shows 
that they are still nonetheless two separate rights 
under the legislative framework established by the 
WCT. Further, the WCT sets out another right – the 



UsedSoft and the Big Bang Theory: Is the e-Exhaustion Meteor about to Strike?

2014 15 1

right to make works available for digital interactive 
transmission – which was wholly neglected by the 
Court in UsedSoft. These formalistic points alongside 
the lack of replication in the EUCD of the provisions 
of Articles 5(1) and 4(1)(a) which allowed the 
conclusions above would seem to render the UsedSoft 
decision something of a one-shot comet.

C. UsedSoft as a one-shot comet 

16 It is not the purpose of this article to chronicle the 
multifaceted interactions between the international 
and European copyright frameworks, but it is useful 
– for the purposes of demonstrating how oddly 
UsedSoft sits in the broader landscape – to briefly 
highlight the main points of contention. This section 
therefore looks at the WIPO Copyright Treaty, its 
provisions and the relationship it has with the CPD.

I. The missing ‘making 
available’ right

17 Known as the ‘Internet treaties’, the WCT and 
the WIPO Performances and Phonograms Treaty 
were adopted by the Member States of WIPO in 
1996.20 As well as providing for distribution and 
communication rights,21 the WCT covers situations 
of “digital interactive transmission22” through the 
introduction of a new exclusive right for authors 
covering the “making available to the public of their 
works in such a way that members of the public 
may access these works from a place and at a time 
individually chosen by them”.23 

18 In UsedSoft, it seems clear that Oracle’s right to ‘make 
available’ its software was at issue when UsedSoft 
“promoted an ‘Oracle Special Offer’ in which it offered 
for sale [via the Internet] ‘already used’ licences for 
the Oracle programs”.24 This would appear to be all 
the more so given the Court’s willingness to see the 
download and the licences as “indivisibly linked”.25 It 
seems rather strange then that in UsedSoft the Court 
made no reference to this new WCT-based right in 
its ruling.26 Why might this be the case?

19 A clue in this respect is that the ‘making available’ 
right does not appear in the text of the CPD itself. 
A possible explanation for this omission could lie 
in timing; although the CJEU cites the current CPD, 
Directive 2009/24/EC, the substantive provisions 
of this Directive were actually adopted in 1991, 
prior to the WCT.27 Directive 2009/24/EC is in fact 
a “straightforward codification”28 of consolidated 
amendments to the original Directive. Nonetheless, 
the failure to incorporate these rights into the 2009 
Directive can and should be read as a severe defect 
on the part of the drafters.29 In fact, the Commission’s 
Report to the Council, the EP and the Economic and 

Social Committee on the implementation of the CPD 
dated 200030 does make reference to the WCT. The 
Commission’s Report states that:

Whilst Article 4 (c) is capable of such a wide interpretation 
[so as not to be “limited to the distribution of tangible copies 
of a computer program on floppy disks”], the author’s 
exclusive right of authorising any making available to the 
public of the work in such a way that members of the public 
may access it from a place and at a time individually chosen 
by them (cf. Article 8 WCT) is currently not provided for. 
Under these circumstances the need for the Community to 
ensure compliance with WCT requirements by providing 
for complementary rules on making available of computer 
programs is being taken into account in the proposal for a 
Directive on copyright and related rights in the Information 
Society.31

20 This can be used to criticise the argument used by 
the CJEU that the CPD is ‘lex specialis’. The CPD 
simply does not provide authors with an exclusive 
right to make their works available which, due to 
the hierarchical nature of international treaties, it 
should. Article 216(2) of the TFEU provides that such 
“agreements concluded by the Union are binding 
upon the institutions of the Union and on its Member 
States” and, as a matter of international law, Article 
26 of the Vienna Convention on the Law of Treaties 
provides that “every treaty in force is binding upon 
the parties to it and must be performed by them in 
good faith”. As such, from the moment the WCT was 
concluded, the EU came under an international law – 
and EU Treaty – obligation to implement it and ensure 
compliance with its provisions.32 This obviously leads 
the ruling to come under some fire, and the above 
quote could give force to an argument that the CPD 
being defective in this respect should have been read 
in light of the EUCD. This is all the more so upon a 
reading of Article 1(2)(a) of the EUCD, which provides 
that “this Directive shall leave intact and shall in no 
way affect existing Community provisions relating to 
the legal protection of computer programs”. In the 
view of the present author, had the Court relied on 
the EUCD to invoke the ‘making available’ right and 
for interpretative guidance in this respect, it could 
still have left the provisions on computer programs 
intact and caused no disruption the relationship 
between the two Directives.

21 Knowing that the ‘making available’ right is 
implemented in the EUCD, this should provide an 
extra layer to shield the expansion of e-exhaustion 
to other digital content: Only the distribution 
right is exhaustible, not the making available or 
reproduction rights. Would the Court really push 
the boundaries so far as to overlook this right 
specifically envisaged to provide authors with the 
ability to authorize every act of making available 
on the Internet for digital interactive transmission?
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II. Recital 29 of the EUCD as blocking 
exhaustion of intangibles

22 In addition, the very categorisation of the making 
available right in the EUCD is relevant and could also 
be used to keep big bang theorists at bay. The ‘making 
available’ right described above was envisaged as a 
“neutral, legal-characterization-free description of 
interactive transmissions”:33 It leaves contracting 
states with relative freedom as to how they 
categorise it, which can be under the communication 
right or the distribution right.34 Since the CPD makes 
no mention of a ‘making available’ right, it could be 
something of a guessing game to ascertain which 
way the European legislator would have gone in 
this respect.35  However, taking advantage of the 
‘umbrella solution’ offered by the WCT, we can see 
in the preparatory documents leading up to the 
EUCD that legislative intent was to characterise 
‘making available’ under the communication right, 
in which case the question of distribution of ‘digital 
interactive transmissions’ – even if these were in the 
form of downloads – would not arise.36 However, for 
big bang theorists wishing to advocate in favour of 
a making-available-as-distribution-thus-exhaustible 
approach, this point could be contested on the basis 
of the initial 1995 Green Paper, which seemed to 
indicate categorisation as closer to distribution, 
perhaps as a form of rental,37 while the post-
WCT proposal seems to have had primarily non-
copy-related uses in mind rather than the type of 
situations entailing downloads to be stored and 
accessed by the user. 

23 From the Commission’s report on the implementation 
of the CPD cited above and recital 29 to the EUCD, 
however, we can discount any legislative intent 
for exhaustion to apply to the resale of intangibles 
without a material medium. Speaking of the 1991 
CPD, the Commission states that: 

As to the exhaustion of copyright it must be borne in mind 
that under the Directive Community exhaustion only applies 
to the sale of copies i.e. goods, whereas supply through on-
line services does not entail exhaustion.38

24 The issue as to possible exhaustion of intangibles 
also appears to be clarified by Recital 29, which 
provides that:

The question of exhaustion does not arise in the case of 
services and on-line services in particular. This also applies 
with regard to a material copy of a work or other subject-
matter made by a user of such a service with the consent of 
the rightholder. 

25 Rather than a simple statement reiterating that 
the communication right cannot be exhausted as 
is the view of some authors, to the present author, 
the second sentence was not in fact required by the 
WCT and represents an active choice on the part of 

the EU legislator to restrain the distribution right 
from applying to any intangible. To understand 
this notion requires some additional information 
about the WCT: Article 6 on the right of distribution 
provides that:

(1) Authors of literary and artistic works shall enjoy the 
exclusive right of authorizing the making available 
to the public of the original and copies of their works 
through sale or other transfer of ownership.

(2) Nothing in this Treaty shall affect the freedom of 
Contracting Parties to determine the conditions, 
if any, under which the exhaustion of the right in 
paragraph (1) applies after the first sale or other 
transfer of ownership of the original or a copy of the 
work with the authorization of the author.

26 The AS qualifies that “the expressions ‘copies’ and 
‘original and copies,’ being subject to the right of 
distribution […] refer exclusively to fixed copies that 
can be put into circulation as tangible objects”. 

27 AS 6 can, however, be read as allowing for the 
exhaustion of intangibles where contracting 
states have chosen these to be characterised as 
‘distributions’ under the umbrella solution and if 
they view such transactions as a “first sale or other 
transfer of ownership”.39 This is on the basis that 
the provision of a distribution right over tangible 
goods is the minimum level of protection set out 
by the Treaty. States can choose to go beyond this 
and apply the distribution right to intangibles such 
as downloads. However, even then the scope of 
exhaustion is still narrowly set and likely to be of 
little commercial significance: it still only covers 
that (downloaded) copy. This would only enable, for 
example, a user who stored a music download on his 
or her iPod to sell the iPod along with the content, 
since no further invocation of the making available or 
exhaustion rights takes place.40 The second sentence 
of recital 29 can be read as indicative that the 
legislator did not intend to go beyond the minimum 
provision of a distribution right over tangible goods 
and did not wish this to extend to intangibles also. As 
such, this reading of the EUCD, and with the Report 
of the Commission on the implementation of the CPD 
in mind, it seems that the Court in UsedSoft was going 
beyond what was intended by the legislator.

III. The specific provisions of the CPD 

28 A final point to the effect that UsedSoft cannot be 
expanded beyond the CPD can be made on point 
of legal construction: If the UsedSoft decision was 
decided under the EUCD, the Court’s modicum of 
creativity in overcoming the reproduction copy 
hurdle could not have been conceived because – 
private copying aside41 – there is no allowance for 
a ‘lawful acquirer’ to create a reproduction copy 
without the authorisation of the rightholder. 
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29 Already, we have seen this point arise in a regional 
court decision stemming from Bielefeld, Germany, 
where it was found that the cross-application of the 
CPD reasoning to the EUCD context was not possible.42 
Therein, the Bielefeld Court paid particular attention 
to the difference between the EUCD and the CPD 
in the way that they treat reproduction copies. In 
the view of the present author, this distinction is 
warranted given that the CJEU in UsedSoft at no 
point strayed from a ruling on the CPD alone in 
its consideration of questions 1 and 3. The CPD – 
but not the EUCD – provides a ‘get around’ for the 
reproduction copy in the form of Article 5(1). Thus 
under the CPD alone could the CJEU find that if the 
reproduction was necessary for use, then a second 
acquirer could be a lawful acquirer. Were the EUCD 
to contain a provision similar to Article 4(1)(a) CPD, 
the possibility for a broader e-exhaustion doctrine 
to be read into the ruling could be feasible. But the 
reality is that, without this reproduction get around, 
the UsedSoft ruling is more likely to be contained to 
future rulings on the CPD alone. 

D. UsedSoft as the big bang 
for e-exhaustion

30 The above points have attempted to counter big 
bang theorists’ arguments that UsedSoft is the 
beginning of a new era for e-exhaustion. By setting 
out the complex legal framework with which the 
question of digital exhaustion should interact, we 
can already see that the simplicity in any arguments 
towards cross-fertilisation from the CPD to the more 
general EUCD, or elsewhere, is a priori unwarranted. 
However, we already by now clearly have the feeling 
that the Court is willing to go beyond the strict word 
of the law – be it international or European – and 
introduce reasoning so as to reach outcomes it sees 
as just and warranted. 

31 This part will explore two features of the ruling which 
go some way to explaining why the Court weighed its 
outcome in UsedSoft as apt for the digital age. First, 
it considers the purpose the Court was aiming to 
achieve: the preservation of the exhaustion doctrine. 
As an aim unto itself, this is to be regarded in the 
broader context of the free movement rules. Second, 
it considers that the Court achieves its goals in a 
particular way: by equating the digital, online world, 
to the physical one, regardless of whether different 
legal structures exist for each. It does so by calling 
upon the principle of equal treatment, and as such 
widens the ambit of the ruling away from specific 
legislative provisions to much broader concepts 
of EU law. Lastly, the ruling is briefly contrasted 
with the very different approach to resale of digital 
downloads in the US ReDigi decision. 

32 This section shows that with two overarching aims 
in mind – equal treatment (equivalence) and free 
movement – the UsedSoft ruling, even noting that it 
falls short of international copyright obligations set 
out by the WCT, could be a rather dangerous meteor 
indeed.

I. A ruling with firm internal 
market aims

33 The UsedSoft ruling has been described as being 
“firmly purposive”43 in nature. However, to describe 
it as such we must first consider what norms the 
Court was attempting to preserve. From the above, 
it seems clear that the legislator was not seeking 
simply to preserve the copyright framework as set 
out in the WCT. If the intent of the legislator behind 
the Directives at hand was to implement – or at least 
not neglect – the WCT, then a purposive construction 
would seem unfitting. What then did the Court have 
in mind? 

34 One clue to the Court’s doggedness in the ruling 
points stems from the motive of protecting the very 
principle of exhaustion itself. This is apparent from 
the key paragraph 49, whereby the Court senses 
that any alternative ruling would “divest [the rule 
of exhaustion] of all scope”.44 The nature of the 
exhaustion rule that the Court wishes to preserve 
is, however, what the Court itself wants to make 
of it. While it has been argued that exhaustion 
is an act of balance, thus making its aim to place 
a limit on the significant rights bestowed upon 
intellectual property owners under national law, in 
the EU context, the “promulgation of an overarching 
European exhaustion principle has been, if at all, a 
response to the dynamics of shaping a single market 
rather than an attempt to approximate intellectual 
property laws”.45 

35 Thus, beyond preservation of the purpose of 
exhaustion as an objective unto itself, we should 
read the underlying aim as to “avoid partitioning of 
markets” and “to limit restrictions of the distribution 
of those works to what is necessary to safeguard the 
specific subject-matter of the intellectual property 
concerned”.46 In order to protect these internal 
market aims, the Court engaged in reasoning based 
in a sense of ‘equivalence’;47 essentially it asked 
why online and offline markets should be treated 
differently if downloading is the “functional 
equivalent of the supply of a material medium”48 
and “from an economic point of view [they] are 
similar”.49
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II. Applying the norms through 
the notion of tangible-
intangible equivalence

36 A sense of ‘equivalence’ is to be found throughout 
the ruling.50 To the Court, it “makes no difference” 
whether the software is made available through a 
download or a CD-ROM or DVD.51 The permanency 
of the use, which is granted “for an unlimited period 
in return for payment of a fee”, leads the Court to 
determine that both downloads and physical sales 
constitute “transfer of the right of ownership of that 
copy”.52 This sense is also clear when, in response 
to Oracle’s submission that policing the deletion is 
difficult, the Court responds by saying that in a like 
situation with a physical medium – a CD-ROM or DVD 
– the ability to control reproductions is equally hard 
but “it is permissible for the distributor – whether 
‘classic’ or ‘digital’ – to make use of technical 
protective measures such as product keys”.53 While 
the Court is firm in its conviction that downloads 
are functional equivalents for consumers, it does 
perhaps simplify the matter.54 

37 Paragraph 61 reads:

It should be added that, from an economic point of view, the 
sale of a computer program on CD-ROM or DVD and the sale 
of a program by downloading from the internet are similar. 
The on-line transmission method is the functional equivalent 
of the supply of a material medium. Interpreting Article 4(2) 
of Directive 2009/24 in the light of the principle of equal 
treatment confirms that the exhaustion of the distribution 
right under that provision takes effect after the first sale in 
the European Union of a copy of a computer program by the 
copyright holder or with his consent, regardless of whether 
the sale relates to a tangible or an intangible copy of the 
program.

38 If we simply replace the reference to computer 
programs with ‘e-book’ or ‘downloaded music 
file’ then we get the distinct feeling that the 
implications of UsedSoft could be much broader 
than it first appears. Looking at the second sentence 
of this paragraph, the Court’s reference to equal 
treatment as a justification for treating tangibles 
and intangibles alike could have wide repercussions. 

39 As a general principle, equal treatment means 
that “comparable situations must not be treated 
differently, and different situations must not be 
treated in the same way unless such treatment is 
objectively justified”.55 In the field of economic 
law, this principle is applied to avoid distortions 
of competition for the purposes of completing the 
internal market, and so recourse to equal treatment 
is in keeping with the objectives set out in the 
above section.56 However, presenting intangible 
downloads as the ‘functional equivalent’ of physical 
sales implies that the two are comparable so as to 
warrant the application of the principle of equal 

treatment. This could be taken already from the 
ruling insofar as the Court concludes that a ‘sale’ is 
taking place; however, the second sentence of this 
paragraph is particularly menacing if it could be 
taken to mean that based solely on the substitutive 
capacity of online transmissions for the supply on a 
material medium, the principle of equal treatment 
necessitates that the exhaustion doctrine also 
encompasses e-exhaustion. 

40 Under this reading of paragraph 61, the implications 
are much wider, but strangely for a statement based 
on general principles the Court does not consider any 
objective justifications for a difference in treatment. 
The reason for this omission could lie in the nature of 
the call to general principles itself – the Court inserts 
paragraph 61 after it has already established that, on 
the basis of the objectives of the CPD (or, somewhat 
less convincingly, on the lack of evidence of any 
legislative intent to differentiate), the computer 
programs on any medium should be subject to the 
same treatment.57 Tridimas notes that where equality 
is a ground for review of Community measures (here 
the CPD), “the application of the principle is qualified 
by the discretion of the Community legislature and 
the Court focuses more on the objectives of the 
measure at issue”; the Court already noted that the 
CPD was not intended to differentiate and so it did 
not need to investigate further. 

41 Although its statement reasons towards across-the-
board equivalence of intangibles and tangibles on 
the basis of the general principle of equal treatment, 
developments along these lines should be approached 
with caution. The situation of e-books is a case in 
point, with rumours abounding that the Netherlands 
Public Library Association (VOB) has started a test 
case against Stichting Leenrecht (the Dutch public 
lending right collecting agency), in which it has asked 
the Regional Court of the Hague to refer questions 
to the CJEU on whether libraries have a legal right 
to e-lending based on an ‘electronic interpretation’ 
of the Rental and Lending Right Directive 2006,58 as 
justified by the UsedSoft decision.59 This case would 
be of particular interest since the same doubts as to 
the legislative intent behind e-exhaustion arise in 
the rental context as in the CD, as expressed above. 
With this (potential) case in mind, it still remains 
to be discerned whether e-books and books are 
comparable, although it can be noted that for the 
CJEU at least the potential of substitutability has 
been accepted as sufficient support for a finding of 
comparability.60 A bigger stumbling block could lie 
in any objective justifications that can be argued for 
a difference in treatment. Here, most certainly, the 
lack of reliability of the ‘original acquirer deletes’ 
method proposed by the Court would seem to justify 
that across-the-board e-exhaustion is not justified 
unless a greater means is provided for rightholders 
to protect themselves against the nemesis ‘additional 
copy’. 
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III. Comparison with the 
US ReDigi Decision

42 If the reasoning of the Court in UsedSoft is to be 
understood as being firmly rooted in free movement 
aims – with the reference to the principle of equal 
treatment also being motivated by competition 
within the market – then this can provide an inroad 
to understanding how and why the US District Court 
in ReDigi, when faced with a largely similar issue,61 
came to the opposite outcome.

43 In ReDigi, the Court held that “the unauthorised 
transfer of a digital music file over the internet 
– where only one file exists before and after the 
transfer – constitutes a reproduction.62” It asserted 
that it is “the creation of a new material object, and 
not the creation of an additional material object, 
that defines this right”.63 This is in stark contrast to 
CJEU’s unwillingness to deny “effective use” because 
the user would be blocked by the inability to make 
a reproduction copy without authorisation.64 In this 
respect, the Advocate General’s Opinion in UsedSoft 
is in fact much closer to the US decision, both of 
which regard the reproduction right as blocking the 
creation of new copies without authorisation, rather 
than simply barring additional copies from being 
brought into circulation as the CJEU did.65 

44 When considered in light of the underlying norms, it 
seems that the legal blockages to e-exhaustion (from 
the EU legislator or the WCT) can in reality cause 
but a little stir in the wider vision of the European 
Court: “[C]opyright must justify itself and fit in with 
the free movement rules”.66 It is for this reason that 
we see such a major contrast appearing between the 
CJEU’s ruling and the ReDigi decision in the US. The 
latter can be seen as firmly rooted in copyright; not 
the US Copyright Act alone, but also the Copyright 
Clause in the Constitution which grants Congress 
the express power to enact copyright laws “to 
promote the Progress of Science and useful Arts, by 
securing for limited Times to Authors and Inventors 
the exclusive Right to their respective Writings and 
Discoveries”.67 An interpretation of the first sale 
doctrine to alter the wording of ‘that copy’ and 
implicate the reproduction right also would imply a 
reading beyond the express word of the written law. 
While the US Court seemed to consider there may be 
some need for exhaustion to apply to certain digital 
situations, it did not feel it was appropriate to take 
such a decision and instead deferred to Congress 
to decide if physical limitations on the first sale 
doctrine were indeed ‘outmoded’.68 

45 It is therefore due to the “fundamentally different 
logic”69 behind the EU approach as compared to the 
US one that e-exhaustion could be placed firmly on 
the table. Despite the legal surrounds, particularly as 
far as the EUCD would appear to expressly prohibit 

digital resale, this purposive interpretation of the 
exhaustion doctrine as an enabler of free movement, 
regardless of whether that free movement concerns 
physical objects or digital downloads, could be the 
carrot-like norm leading the (exhausted) digital 
donkey onwards. 

E. Conclusion

46 This article has sought to address the question of 
whether the UsedSoft ruling is a one-shot comet 
or whether it could be expanded with a big bang 
effect for the exhaustion of downloads of content 
other than software. Looking at the word of the 
WCT alone and reading the CPD and EUCD in such 
a way as to implement this Treaty, it is clear that 
the UsedSoft ruling does not line up in a number of 
respects. To the present author, it seems unlikely 
that the making available right can remain ‘missing 
in action’ when we transfer to the EUCD, which is 
after all the Directive that concerns the majority 
of digital content and seems all the more relevant 
after the Nintendo ruling of January 2014.70 Further, 
there appears to be specific legislative intent not to 
allow e-exhaustion under the EUCD and a lack of 
foundation therein under which the reproduction 
‘trick’ the Court pulled off using Article 5(2) of the 
CPD could be repeated. 

47 Nonetheless, although the strict word of the law does 
not support any extension of UsedSoft, the ruling itself 
shows that the Court seems to have another – much 
bigger – plan up its sleeve. Batchelor sees in UsedSoft 
“a court determined to make the free movement and 
exhaustion principles of the off-line world… [apply] 
to a digital world”,71 but one whose “commitment to 
ideology” could be seen as coming “at the expense 
of legal certainty”. This sentiment is also held by the 
present author: With more overarching principles in 
mind, which undoubtedly go beyond the copyright 
framework alone, it is conceivable that the impact 
of the ruling could indeed be much broader than 
software, despite first appearances. 
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Abstract:  The phenomenon of Open Innova-
tion has been gaining prominence over the last de-
cade. Idea competitions have been used in a variety 
of industrial sectors. Nevertheless, the legal issues 
raised by this topic have not been broadly addressed, 
yet. These arise from the adverse interests of the ac-
tors.  The company which organizes an idea compe-
tition would usually like to have the opportunity to 
comprehensively use the solutions, ideas or products 
submitted by the competition entrants. For the com-
pany it is important to obtain all intellectual property 
rights in the idea, in the product created as a result 
and, thus, in the rights to be exploited in the future, in 

particular, patents, utility models, trademarks, copy-
rights and registered designs as well as other indus-
trial property rights. The participant would like to 
participate to the greatest extent possible in the suc-
cess of the submitted solution. This affects, firstly, 
the question of fair remuneration or further partici-
pation in any profits earned as well as, secondly, any 
personal rights such as being named as inventor or 
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A.  Background

1 Over the last decade, a new phenomenon in 
innovation management has been developed, known 
as Open Innovation, a phenomenon which seems to 
be gaining in prominence. The term Open Innovation, 
which can be traced back to Chesborough,1 refers to 
the opening of a company’s internal innovation 
processes to external third-party contributors. 
Open Innovation is seen as a contrasting approach to 
the traditional closed innovation models in which 
companies exclusively develop and commercialise 
ideas which originate from within their own 
organisation, in particular the in-house research 
and development (R&D) department.2 In the Open 
Innovation model, firms commercialise third-party 
innovations, in addition to internally generated 
innovations, whilst also undertaking innovation in 
cooperation with start-ups, independent research 
institutes or other organisations.3 Relevant business 
literature overwhelmingly concludes that Open 
Innovation represents a great opportunity for 
companies to develop products and services more 
efficiently, more effectively and in a shorter time 
whilst increasing financial returns. Flop-rates of 
between 50% and 90% across all new products, 
the increasingly competitive pressures caused by 
globalisation as well as ever shorter production 
cycles coupled with decreasing R&D budgets are 
cited.4 Reichwald and Piller point out, in particular, 
that in-house R&D departments frequently lack the 
ability to appreciate the “wider picture” and that 
innovation proposals from within the company are 
often – unfairly – favoured in the idea evaluation 
phase.5

B. Open Innovation through 
idea competitions

2 Today, companies employ a wide variety of Open 
Innovation techniques. In the so-called outside-in 
process, ideas, knowledge and know-how from 
external parties, such as suppliers, customers, 
other firms from the same or a different industry 
and research institutes, are integrated into the 
company’s innovation process. In the so-called 
inside-out process, knowledge generated in-house is 
commercialised externally, for instance through an 
active patent management system with out-licensing 
of technologies in other markets. In addition, the 
term coupled process is used to describe mixed 
forms of the two aforementioned models, which are 
applied, in particular, in alliances, cooperations and 
joint ventures.6

3 A typical example of an outside-in model is the 
idea competition (or “idea contest”, “innovation 
competition” or “innovation challenge”) under 
discussion in this paper. In such a competition, 

a company, non-profit organisation or public 
body sets the public – either directly or through 
an intermediary specialised in organising idea 
competitions – one or more tasks to be solved in 
the scope of the competition. The best responses or 
solutions are awarded prizes.

4 Idea competitions have developed into a popular 
instrument of open innovation and are used in the 
most diverse industries, such as the automobile 
industry, chemical-pharmaceutical industry or in the 
general consumer goods sector. Audi, Bayer, BMW, 
Henkel, Lufthansa, VW and Wella are just a few of the 
companies that have organised idea competitions 
in the last few years or are currently running 
them.7 Examples of intermediaries specialising in 
organising idea competitions are the Internet portals 
Innovationskraftwerk and Hyve; the company which is 
probably best known internationally in this area is 
InnoCentive.

5 The spectrum of idea competitions is broad and 
encompasses continuously available, open platforms 
and concentrated actions aimed at solving specific 
problems.8 The aim of any idea competition is 
to integrate customers or users into the various 
phases of the innovation process and thus obtain 
input from people who were previously unknown 
to the company concerned.9 The constituent 
characteristics of idea competitions are the closed 
time period for the solution of the task set as well 
as the awarding of prizes to the entries which are 
adjudged to be the best by the respective jury or 
assessment panel.10 The rewards on offer to the 
participants of an idea competition can be material 
prizes but are, in the main, monetary awards which 
sometimes, in the case of major idea competitions, 
even exceed €100,000.

6 Whilst idea competitions have received quite a 
measure of attention in business literature,11 there 
have so far only been a few, isolated publications 
in legal literature which have addressed open 
innovation generally and idea competitions 
specifically.12 This is quite astounding, especially 
when one considers that the topic raises numerous 
legal issues. The legal construction of idea 
competitions is subject to, in particular, intellectual 
property and contractual law issues, and it is these 
which will be examined in the following.
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C. Legal issues related to 
contractual arrangements 
governing idea competitions

I. Interests involved

7 Probably the most pressing questions regarding 
the organisation of idea competitions relate 
to the granting of (exploitation) rights in the 
solutions created by the participants, the related 
issues surrounding the possibility of registration 
of intellectual property rights by the company 
running the competition and questions on the duty 
to remunerate the respective participants.

8 The relative interests of the parties involved 
illustrates the situation: the “idea seeker”, namely 
the company which organises the competition, 
would usually like to have the opportunity to 
comprehensively use the solutions, ideas or products 
submitted by the competition entrants, the “idea 
providers”. For the idea seeker, it is important to 
obtain all intellectual property rights in the idea, 
in the product created as a result and thus in the 
rights to be exploited in the future, in particular, 
patents, utility models, trade marks, copyrights 
and registered designs as well as other industrial 
property rights.

9 In order to be able to utilise fully the competition 
solutions of the idea providers, the idea seeker 
will also be keen to obtain the aforementioned 
rights in exclusive and transferable form. The 
idea seeker also wants to be entitled – if possible 
without any involvement of the idea provider and 
at its own discretion – to apply for protection rights 
such as trade marks, patents or utility models on 
the relevant ideas/products and to exploit these 
without restriction. Finally, it would usually be 
in the interests of the idea seeker where possible 
not to have to name the idea provider or pay them 
remuneration beyond the initial prize money when 
further exploiting the idea/product in the future.

10 The idea provider for his or her part would like to 
participate to the greatest extent possible in the 
success of the submitted solution. This affects, 
firstly, the question of fair remuneration or further 
participation in any profits earned as well as, 
secondly, any personal rights such as being named 
as inventor or author.

11 In the following, the legal scope for discretion within 
the respective regulations will be examined as well 
as their boundaries – in particular in light of the 
specific legal provisions governing general terms 
and conditions of business.

II. Inclusion of competition 
terms and conditions

12 As the respective competition terms and conditions 
are contractual conditions pre-formulated for a 
variety of contracts and thus constitute general 
terms and conditions of business (T&Cs), it 
is first crucial that the competition terms are 
effectively included in the contractual relationship 
between idea provider and idea seeker. T&Cs are 
fundamentally only a constituent element of a 
contractual agreement if the user expressly refers 
the other contracting party to them at the point of 
conclusion of the agreement and provides the other 
party with the opportunity to acknowledge their 
content in a reasonable way and thus to signal their 
consent to their applying (Sec. 305 (2) German Civil 
Code, BGB).

13 In the case of purchase contracts concluded in the 
online retail sector, a reference to the T&Cs above 
the “order button” (or similar) which is separated 
from the other details of the order would suffice;13 
alternatively, it is sufficient for the T&Cs to be 
displayed immediately prior to the order button 
being clicked or at another point in the order process 
which every customer must complete.14

14 In the same way, the reference to the T&Cs in 
relation to innovation competitions must be 
displayed prior to the conclusion of the registration 
process. It must also be ensured that each participant 
acknowledges the terms before submitting their 
binding application.

15 Reasonable acknowledgement as the second 
requirement of an effective incorporation (as 
per Sec. 305 (2) No. 2 BGB) is specified in respect 
of e-commerce transactions in Sec. 312g (1) No. 4 
BGB. According to that provision, the participant 
must have the opportunity to access the terms and 
conditions at the point the agreement is entered into 
and to store them in a form which allows for their 
reproduction.15 This condition is not satisfied by a 
simple reference to the T&Cs at the bottom of the 
screen on the webpage. For the party using T&Cs, it 
is thus advisable to employ the so-called clickwrap 
method in which customers can only confirm their 
consent after they have viewed the terms by clicking 
on the corresponding link. Using this method, the 
information requirement is also fulfilled and the 
consent of the customer with the incorporation of 
the T&Cs is obtained.16

16 The aforementioned requirements must be fulfilled 
“at the point of entering into the agreement”. 
Working on the assumption that in the case of 
innovation competitions, there already exists a 
binding offer on the part of the idea seeker, the 
aforementioned requirements must already be 
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met at the point this offer is made, thus usually 
at the point the competition is published on the 
Internet. In any case, the possibility of reasonable 
acknowledgement must be provided before the 
customer submits a binding acceptance of an offer 
which incorporates the T&Cs.17

III. Granting of rights

17 In light of the relative interests laid out above, the idea 
seeker crucially requires the possibility of acquiring 
comprehensive rights in all of the work results and 
input of the idea provider. For the idea seeker, this 
often means obtaining all rights in any patentable 
inventions (and/or those which are eligible for a 
utility model) produced by the idea provider, as 
well as rights in any development results which 
qualify for intellectual property rights including in 
copyrighted works (as well as neighbouring rights). 
In respect of the required rights acquisition clauses, 
a distinction must be drawn between industrial 
protection rights (and know-how) on the one side 
and copyright exploitation rights (and neighbouring 
rights) on the other.

18 a) As far as the technical protection rights of 
patents and utility models are concerned, one 
must take into account that it is possible to license 
a right in an invention which does not yet exist. 
For this to occur, the invention must be sufficiently 
definable at the time the respective agreement is 
concluded.18 It is certainly conceivable that an idea 
provider could submit material which is already 
protected by technical protection rights – held 
either by the idea provider itself or a third party. 
These various constellations must be accommodated 
when constructing the competition terms. If the 
idea provider includes material for which it holds 
protection rights itself, it should be stipulated that 
the idea provider must inform the idea seeker of this. 
Where such rights already exist, an exclusive license 
should be granted to the idea seeker in the scope of 
the rights acquisition clause.

19 However, care should be taken if the idea provider 
has already granted third parties licenses in the 
existing protection rights prior to participation in 
the competition. The competition terms should thus 
also include a provision requiring the idea provider 
to disclose the existence of such licenses as well as 
the possibility of excluding the idea provider from 
further participation in the competition in the case 
of such third-party licenses. The aim is to prevent 
any conflict with third-party licensees during the 
future exploitation of the idea in question.

20 Furthermore, even a technical teaching for which 
protection has not yet been sought can be made the 
object of an exploitation agreement between idea 
seeker and idea provider.19 In cases where an idea 

provider has not yet filed a patent application for the 
respective invention, the competition terms should 
provide for the express entitlement of the idea 
seeker to file such an application in its own name. 
In this context, the idea provider should also be 
obligated to provide all necessary assistance during 
the application and registration procedure.

21 b) If the contribution of the idea provider includes 
copyright-protected works, such as written works, 
computer programs, photographs or illustrations of 
a scientific or technical nature, the idea seeker will 
also be interested in obtaining exploitation rights 
from the idea provider in as comprehensive a form 
as possible (so-called buy-out agreements). Buy-
out agreements are intrinsically designed to grant 
the exploiter the most rights and greatest degree of 
flexibility in the exploitation process.20

22 When designing this type of comprehensive rights-
granting clause in the terms and conditions, 
numerous factors – some of which are the subject 
of much debate in related case law and literature – 
must be taken into account.

23 aa) The starting point is the principle of purpose-
oriented transfer as codified in Sec. 31 (5) sentence 
1 German Copyright Act (UrhG).21 This stipulates, in 
essence, that in order to protect authors, the granting 
of exploitation rights shall only be, in case of doubt, 
to the extent “absolutely” necessary according to 
the purpose of the agreement.22 This is intended 
to prevent an excessive surrender of exploitation 
rights to the exploiter through comprehensive and 
generally formulated grants of rights by aligning 
the scope of the license to the specific purpose of 
the agreement. Sec. 31 (5) UrhG is, however, merely 
an interpretation rule which no longer applies if 
a specific agreement is made on the scope of the 
granting of rights.23 In light of the principle of 
purpose-oriented transfer, if a company – such as the 
idea seeker – wishes to acquire exploitation rights in 
the greatest scope possible, it is generally necessary 
for each individual exploitation right to be expressly 
listed in precisely formulated clauses.24

24 bb) The only question is whether and to what 
extent such far-reaching grants of exploitation 
rights are subject to a test of reasonableness of 
contents in respect of the law governing T&Cs 
as per Sec. 307 et seq. German Civil Code (BGB). 
Provisions in terms and conditions are effective 
only if they do not unreasonably disadvantage the 
contracting partner of the party employing them. 
An unreasonable disadvantage is to be assumed to 
exist if a provision within the terms is incompatible 
with the fundamental principle behind the statutory 
provision from which it deviates or if essential rights 
or obligations inherent in the nature of the contract 
are limited such that the attainment of the purpose 
of the contract is jeopardised.25
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25 cc) The extent to which the principle of purpose-
oriented transfer constitutes a fundamental principle 
– a legislative guiding principle – as per Sec. 307 
(2) No. 1 BGB, has proved a contentious issue in case 
law and related literature. In an old case, the German 
Federal Court of Justice (BGH) did not cite the 
principle of purpose-oriented transfer as a legislative 
guiding principle for the test of reasonableness of 
the content of T&Cs because the court was of the 
opinion that it was a mere interpretation rule.26 
Consequently, Sec. 307 BGB could not be used to 
counter the practice of many copyright exploiters 
of using pre-formulated standard contracts to have 
exploitation rights granted to them in the greatest 
possible scope, exceeding the purpose of the specific 
contract being agreed. Since the copyright contract 
law reform of 2002, there seemed to be convincing 
arguments to justify the consideration of the 
principle of purpose-oriented transfer in the test of 
reasonableness of the content of T&Cs.27 This is due 
to the fact that the copyright contract law reform 
was designed, amongst other things, to protect the 
author from detrimental grants of rights on the basis 
of general terms and conditions.28 Hence, in several 
most recent decisions by lower courts, the principle 
of purpose-oriented transfer has been termed an 
“essential content rule” which can also be cited in 
the scope of the test of reasonableness of content 
of T&Cs.29 Other courts have continued to adhere to 
the older BGH case law and are of the opinion that 
the principle of purpose-oriented transfer cannot be 
applied in the scope of the test of reasonableness of 
content of T&Cs.30

26 In 2012, however, the BGH clarified the situation: 
in its Honorarbedingungen Freie Journalisten31(“fee 
conditions for freelance journalists”) decision, the 
BGH confirmed its earlier decision and declared 
that the purpose-oriented transfer principle32 in 
Sec. 31 (5) German Copyright Act (UrhG) is no basis 
for a test of reasonableness of content of T&Cs. The 
BGH stressed that the legislator had left the content 
and scope of the granting of copyright exploitation 
rights to the discretion of the contracting parties at 
the outset; Sec. 31 (5) UrhG thus, from its nature as 
an interpretation rule, applies only in the absence 
of an express contractual agreement or if a lack of 
clarity exists as to the scope of exploitation rights 
granted.33

27 dd) Thus, the following applies when designing 
clauses governing the granting of exploitation 
rights in T&Cs for idea competitions: provided the 
individual types of use are specified in the rights-
granting clause, the clause cannot be deemed 
invalid as a result of a test of reasonableness of the 
content of T&Cs. If the idea provider grants the idea 
seeker more rights than are required according to 
the purpose of the agreement, this is permitted 
under personal autonomy (on the question of fair 
remuneration, see section 4 below).

28 It is important to consider, however, that the 
interpretation provision in Sec. 31 (5) German 
Copyright Act (UrhG) does apply if the types of use 
are not individually designated. If the terms and 
conditions of an idea competition only generally 
grant exploitation rights, without being more 
specific, this means that the grant of exploitation 
rights would be limited to the extent required to 
fulfil the purpose of the agreement. Whether or not 
this type of granting of exploitation rights ultimately 
suffices will depend on the individual case and the 
interpretation of the competition terms as a whole.

29 ee) In order to obtain as comprehensive a legal 
position as possible, it is advisable for the idea 
seeker to have rights in unknown types of use 
granted by the idea provider (Sec. 31a UrhG). The 
written form requirement provided for in Sec. 31a 
(1) sentence 1 UrhG can also be satisfied through 
general business terms; no separate signature of the 
author is required. Broader, abstract wording, such 
as “rights are also granted in types of use unknown 
at the time of entering into the agreement”, is also 
considered permissible.34

IV. Remuneration of the idea provider

30 There are also numerous special factors which have 
to be observed in respect of the remuneration 
agreement regulated in the competition terms. It is 
evident from the practice of idea competitions that in 
general cash or material prizes are offered in return 
for the work submitted by the idea provider. In some 
cases this can amount to considerable five- or six-
figure sums; usually, however, the amount involved 
is quite modest and can possibly be considered unfair 
in relation to the revenues later earned by the idea 
seeker. This possible imbalance between work and 
reward raises the question of whether the idea 
provider’s work can be “fobbed off” – as is often the 
case – with an extremely low level of compensation 
or a small material prize.

31 From a legal perspective, there also exist special 
considerations under copyright law. Unlike the area 
of patent or utility patent law, in copyright law the 
“principle of fair remuneration” applies.35

32 If it transpires, for example, that compensation 
agreed in the scope of the granting of exploitation 
rights is conspicuously disproportionate to 
the revenues and benefits from the use of the 
work, the author can demand the contractual 
agreement be adjusted to include an additional, 
fair compensation.36 The author’s aforementioned 
entitlement to fair remuneration and additional 
participation are mandatory provisions which 
cannot be derogated from through contractual 
agreement. If it turns out that the idea seeker obtains 
earnings and other benefits from the exploitation 
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rights granted by the idea provider which are 
conspicuously disproportionate to the original 
remuneration paid, the idea provider can assert a 
right to an amendment to the contractual agreement 
and additional participation. A conspicuously 
disproportionate relationship can be assumed if 
the agreed remuneration is half or less than half of 
a fair share – that is to say, just half of the fair level 
of compensation.37

33 The effectiveness of a lump sum and possibly unfair 
remuneration agreement is not diminished if this 
is formulated in the general terms and conditions. 
This is due to the fact that contractual agreements 
on compensation are, as price determination/
prize-setting provisions, not subject to the test of 
reasonableness of content of T&Cs as per Sec. 307 
et seq. German Civil Code (BGB). According to the 
aforementioned recent decision of the German 
Federal Court of Justice (BGH), this area remains 
exclusively governed by the individual assessment 
of equitability as per Sec. 32, Sec. 32a German 
Copyright Act (UrhG).38 The BGH has stated that the 
mere fact that a lump sum remuneration has been 
agreed between the parties does not necessarily lead 
to the conclusion that this remuneration unfairly 
disadvantages the author or originator. Referring 
to the legislative texts on copyright contract law 
reform, the BGH stressed that the agreement of 
lump-sum payments in so-called buy-out agreements 
is not generally excluded.39 

V. Characteristics specific to 
inventions by employees

34 In many cases, individuals who are in employment 
will participate in idea competitions.40 If a person 
who is an employee submits inventions which 
qualify for patent and/or utility patent protection, 
conflicts of interest could arise involving the 
employer concerned. In such cases, the provisions in 
the German Act on Employee Inventions (ArbnErfG) 
become relevant.41 As far as service inventions (“tied 
inventions”) as defined in Sec. 4 (2) ArbnErfG are 
concerned, the rule is that the employer can claim 
these inventions as stipulated in Sec. 6 of the Act. 
In the case of a so-called unlimited claim by the 
employer, all rights in the service invention are 
transferred to the employer (Sec. 7 (1) ArbnErfG). 
However, free inventions of an employee as per 
Sec. 4 (3) of the Act are also restricted in that they 
are subject to the duty of notification and the duty 
to offer towards the employer (Sec. 18, Sec. 19 
ArbnErfG).

35 In the terms and conditions of an idea competition, 
a provision should thus be included which forbids 
idea providers who are employees from submitting 
inventions which the employer has a right to as per 

the provisions of the aforementioned Act or of which 
the employer must be notified. Furthermore, it is 
advisable to include a release clause which releases 
the idea seeker from claims which could be asserted 
on the basis of legal action instituted by the employer 
against the idea seeker under Sec. 7 (1) ArbnErfG.

36 Another solution for avoiding the above conflict 
situations could be to involve the employer in 
the idea competition. This could be achieved 
through a declaration of the employer releasing 
the employee from their obligations under the 
Employee Inventions Act in respect of the object of 
the idea competition, in particular from the duty to 
notify and the possibility of taking legal action. The 
American Open Innovation platform, InnoCentive, 
requires, in this context, that the idea provider’s 
employer submit a release declaration covering all 
intellectual property rights which could apply in 
respect of the idea provider’s submissions.42

VI. Are semi-closed 
innovation competitions 
prejudicial to novelty?

37 Numerous idea competitions are designed such that 
the registered participants are able to comment on, 
evaluate and discuss each others’ submitted ideas.43 
If, however, patentable inventions are exchanged 
amongst competition participants, the question 
arises as to whether this could hinder a later patent 
application due to a lack of novelty. A further issue 
is whether an invention has been made available 
to the public as per the legal definition in Sec. 3 (1) 
sentence 2 German Patent Act (PatG), and thus forms 
part of the prior art.

38 The public as referred to in Sec. 3 (1) PatG is 
interpreted as an open, unrestricted group of people 
which has the possibility of gaining knowledge in 
such a way that a skilled person would be able to 
perform the technical teaching using his expert 
knowledge.44 Public disclosure is deemed to have 
occurred if an unrestricted group of people – 
therefore including experts in the field – have or 
have had the possibility to obtain knowledge of a 
fact or facts which are prejudicial to novelty; it is not 
necessary for the prejudicial fact to be available to 
the whole of the public.45 According to the case law of 
the German Federal Court of Justice, the condition is 
met if a large number of interested persons, beyond 
a narrow, select group, have access to the relevant 
information.46

39 Disclosure is not considered public disclosure as far 
as a strictly limited group of people is concerned 
and provided it can be proven that any knowledge 
cannot leak out beyond that group.47 The group of 
people can also be limited due to a common purpose 



Open Innovation: Legal Hurdles in the Creation of Contractual Arrangements 

2014 29 1

– such as the exchange of scientific information or 
the promotion of scientific discussion.48 Provided the 
group of people can be limited through this common 
purpose, then this will not satisfy the definition of 
“public” as per Sec. 3 German Patent Act (PatG) as the 
relevant information is not available to any person 
at will; this shall also apply if, in a particular case, 
the group of people is comparably large.49

40 Consequently, it must be ascertained whether the 
participants of an idea competition constitute an 
unrestricted or a narrowly limited group of persons 
and thus not the “public” as per Sec. 3 (1) PatG.

41 Idea competitions which are organised through 
the Internet are generally directed at the public. 
Anyone who wants to attempt a solution to the 
task set can and – from the perspective of the idea 
seeker – should participate in the idea competition. 
An idea competition is thus generally aimed at 
an unrestricted, large and open group of people. 
Instinctively, therefore, one would assume that this 
meets the definition of disclosure to the public. In 
fact, however, it is the participants who actually 
register for the respective idea competition – the 
competition community – who actually make up 
the relevant group. Only the registered participants 
have the possibility of obtaining sufficient knowledge 
of facts prejudicial to novelty. Where certain idea 
competitions allow discussions between competition 
participants on the respective proposals or ideas, 
provided these discussions are for the purposes 
of debating the advantages and disadvantages of 
individual solutions, it is likely, according to the case 
law mentioned above, that this would constitute a 
common purpose which restricts the extent of public 
involvement. Thus, it can certainly be argued that 
the registered competition community constitutes 
a closed and restricted group of people which does 
not fall within the definition of the “public” as 
mentioned in Sec. 3 PatG.

42 Nevertheless, given that one cannot completely 
rule out competitions inherently carrying a risk of 
prejudice to novelty, the question arises whether 
steps can be taken to eliminate or minimise this risk. 
According to the case law of the German Federal 
Court of Justice (BGH), a situation will generally 
not constitute public disclosure if a non-disclosure 
obligation has been expressly or implicitly agreed 
or if such an obligation otherwise arises on a good 
faith basis from the circumstances of the specific 
case.50 In such cases, one would normally be able 
to expect that whoever were to obtain knowledge 
of the invention would act in accordance with 
any contractual agreement and not disclose that 
knowledge to third parties.51 All participants in an 
idea competition should thus be expressly obligated, 
through a respective clause in the competition 
terms, to maintain confidentiality in respect of all 

information which they obtain in the course of the 
idea competition.

43 As far as confidentiality clauses within the general 
terms and conditions of an orderer of goods are 
concerned, the BGH has clarified that it is valid for this 
type of non-disclosure obligation to be agreed within 
general terms and conditions.52 The BGH stated in 
this context that this type of clause accommodates 
the fact that technical know-how which needs to be 
kept secret will also be kept secret by the contracting 
partner. The question as to whether non-disclosure 
clauses can be included within general terms and 
conditions of idea competitions in which numerous 
people can participate has not yet – as far as we 
are aware – been the subject of court rulings. The 
assessment of the BGH in the aforementioned 
decision can, in our opinion, also be applied to idea 
competitions. The idea seeker, who in some cases has 
to invest considerable sums in the organisation of 
the competition, has a legitimate interest in securing 
the patentability of the solutions submitted by idea 
providers. The non-disclosure obligation imposed 
upon the competition participants surely does not 
constitute an unreasonable disadvantage for the 
idea providers as it ultimately serves the patent-
protected exploitation of the invention from which 
– depending on the design of the remuneration rules 
– the idea provider could also benefit. In any case, 
there is no apparent reason to suggest that a loss of 
patentability could be in the interests of competition 
participants.

44 However, confidentiality clauses are not able to 
afford absolute protection against inventions 
being disclosed to the public and thus damaging 
their novelty. If the confidentiality obligation is 
not complied with – even if only by one individual 
competition participant – public disclosure has 
already occurred.53 One must take into account, 
however, that the mere possibility that a third 
party could gain knowledge of the invention is not 
sufficient; rather, there must be certainty that the 
invention has been disclosed to third parties, despite 
the existence of a duty of confidentiality.54

D. Conclusion

45 As is clear from the above, it is indeed quite possible 
to regulate open innovation idea competitions whilst 
taking into account the particular issues regarding 
the protection of rights and contract law. In order 
that the idea seeker is able comprehensively to 
use and exploit the submitted ideas, particular 
attention must be paid, especially in light of legal 
issues peculiar to general terms and conditions, to 
the form of the respective rights-granting clauses. In 
respect of copyright-protected works, it is important 
for organisers of idea competitions to be aware that 
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not all claims of authors – in particular if the idea 
can be especially lucratively exploited at a later 
point – can be settled with a flat-rate compensation 
agreement. The principle of equitable remuneration 
which dominates copyright law cannot be negated 
through provisions within general terms and 
conditions. There also exist certain patent law issues 
in relation to employee inventions and questions 
of detriment to novelty in the case of semi-closed 
competition models. However, it should be possible 
to reduce the existing risks to a manageable level 
through the use of suitable release clauses and non-
disclosure obligations.
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when analyzed in cloud scenarios. This paper gives a 
brief overview of the relevant provisions of the regu-
lation that will have an impact on cloud transactions 
and addresses the missing links. It is hoped that 
these loopholes will be reconsidered before the final 
version of the law is passed in order to avoid unin-
tended consequences.

Abstract:  Applying location-focused data pro-
tection law within the context of a location-agnostic 
cloud computing framework is fraught with difficul-
ties. While the Proposed EU Data Protection Regu-
lation has introduced a lot of changes to the current 
data protection framework, the complexities of data 
processing in the cloud involve various layers and in-
termediaries of actors that have not been properly 
addressed. This leaves some gaps in the regulation 

A. Introduction 

1 Although the concept of “cloud” is metaphorical, 
cloud computing currently represents another big 
innovation in the IT industry that tends to maxi-
mize the use of the Internet. This is not only seen in 
its concentration of large computing power in a sin-
gle space, but also in its functionality as an always 
available, unlimited tool to store and access data no 
matter the location.1 However, like some other tech-
nical innovations before it, it has not been easy to 
determine how to append a precise legal definition 
to the concept as well as to bring its uses within a 
legal framework. This conundrum is easily appreci-
ated when analyzing data protection laws within the 
context of cloud computing, for instance, because 

data represents the main raw material upon which 
cloud technology thrives. The fact that more data is 
constantly linking to individual persons, of course, 
plausibly triggers debates concerning data protec-
tion requirements in cloud transactions (require-
ments relating to privacy, security, transparency, ac-
cessibility, and rights and freedoms of data subjects). 
Such requirements could, for example, restrict per-
sonal data from being transferred from one country 
to another for jurisdictional purposes.2 Cloud com-
puting, on the other hand, depends on automated 
data movement around several data centers located 
in different parts of the world, and relies on the In-
ternet for access to such data. This location-agnostic 
feature of cloud computing potentially has several 
data protection implications because of the multi-
ple jurisdictions that may be involved. 
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2 European data protection law, for instance, is loca-
tion-focused, assuming physical movement of data 
from one place to another.3 This fact is reflected 
in the current Data Protection Directive 95/46/EC 
(“DPD”) which predates the Internet boom, making it 
difficult to reconcile some of its provisions with the 
operations of Internet-enabled technologies such as 
cloud computing.4 However, in a bid to reflect the 
traditional reasoning in a cloud framework, the Ar-
ticle 29 Working Party (WP29) has opined that mir-
roring personal data from a server in the EU to a US-
located server constitutes a data transfer.5 While this 
may appear convenient for the WP29, it fails to solve 
the complexities in applying the data export rules in 
cloud transactions.

3 Having recognized this state of affairs, the European 
Commission has published a draft proposal for a Data 
Protection Regulation (“draft regulation”) that will 
replace the DPD.6 Though the draft regulation is still 
undergoing parliamentary amendments, this paper 
seeks to examine some of its salient provisions as ap-
plicable to cloud computing models. In particular, it 
will focus on the controller-processor roles and data 
export provisions in the draft regulation that may 
potentially impact cloud transactions. At the end, it 
will show some of the missing links in the proposal 
that need to be addressed before the final version is 
passed.  

B. Cloud Computing and 
Its Operations

4 Like most technical concepts, defining cloud com-
puting is fraught with difficulties and controversies, 
especially due to the evolving nature of the technol-
ogy. It is, however, not the intention of this paper to 
go into those controversies. For the purpose of this 
paper, cloud computing describes a set of technolo-
gies and service models that focus on the Internet-
based use and delivery of IT applications, processing 
capability, storage and memory space.7 A more tech-
nical and widely cited definition has been offered by 
the United States National Institute of Standardiza-
tion and Technology (NIST).8 

5 Cloud computing services can be offered in var-
ious forms, three of which are most prominent: 
SaaS, PaaS and IaaS.  Software as a Service (SaaS) re-
fers to providing the cloud consumer with the ca-
pability to use the cloud service provider’s applica-
tions (software) running on a cloud infrastructure.9 
These applications are configured to suit the con-
sumer’s preferences and are accessible from vari-
ous client devices through the Internet (e.g. web-
based email or electronic health records). Platform 
as a Service (PaaS) is another service offering where 
the service consumer is provided with the capability 
to deploy onto the cloud infrastructure, applications 

created using programming and support tools from 
the cloud service provider (e.g. centralized analysis 
of MRI scans or X-rays built on Microsoft Azure, for 
example). Infrastructure as a Service (IaaS) refers to 
the capability provided to the service consumer to 
provision processing, storage, networks, and other 
fundamental computing resources on an infrastruc-
ture of the cloud service provider. One fundamen-
tal consequence of these service models is that the 
service consumer does not manage or control the 
underlying cloud infrastructure, including the net-
work, servers, operating systems or storage,10 but 
may have control over the deployed applications 
and possibly configuration settings for the applica-
tion-hosting environment.11 

6 The above-mentioned services can be deployed in 
four possible ways: 

• Private cloud where the cloud infrastructure is 
provisioned for exclusive use by a single orga-
nization. It may be owned, managed and opera-
ted by the organization, a third party, or some 
combination of them, and the data center may 
be hosted on or off premises of the cloud consu-
mer.12 This model is comparable to buying, buil-
ding and managing your own infrastructure. It 
is more beneficial for security purposes and may 
not bring much in terms of cost efficiency.13

• Community cloud where the cloud infrastruc-
ture is provisioned for exclusive use by a spe-
cific community of consumers (organizations 
that have shared concerns due to their mission, 
security requirements, policy, compliance con-
siderations, among others). It may be owned, 
managed and operated by one or more of the or-
ganizations in the community, a third party, or 
some combination of them, and the data centre 
may be hosted on or off premises of the cloud 
consumer. 

• Public cloud where the cloud infrastructure is 
provisioned for open use by the general pub-
lic. It may be owned, managed and operated by 
a business, academic, or government organiza-
tion, among others, and the data centers exist 
on the premises of the cloud provider. 

• Hybrid cloud where the cloud infrastructure is a 
composition of two or more distinct cloud inf-
rastructures (private, community or public) that 
remain unique entities but are bound together 
by technology that enables data and application 
portability (e.g. cloud bursting for load balan-
cing between clouds).14 

7 The cloud supply chain could be a combination of 
many components or services from different sup-
pliers or providers. Multiple services are involved 
in the layers of the stack of the cloud ecosystem, 
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each of which could be managed by a different party. 
These could range from third parties who are in-
volved in the provisioning of physical space for the 
data centers to those who maintain the data cen-
ters and even cloud brokers. A good illustration has 
been provided by Hon and Millard (2013),15 and dia-
grammatically represented in Kate’s blog.16 It is sig-
nificant to note, however, that cloud end users see 
the services they are using as an integrated service, 
and do not bother with the underlying components. 
Regrettably, this has the tendency of depriving the 
legally defined data controller the actual control of 
the data in factual understanding.17 As we will see 
below, this state of affairs is yet to be addressed in 
the draft regulation.

C. Provisions of the Draft 
Regulation that Are Significant 
for Cloud Transactions

8 The draft regulation retains the core concepts and 
basic principles enshrined in the DPD, such as tech-
nology neutrality, controller-processor dichotomy 
and legal bases for data transfer to third countries, 
among others. This means that there are no specific 
provisions for cloud computing per se, and the data 
controller remains responsible for data processed on 
its behalf, no matter the means. At the same time, 
however, there are significant improvements in the 
draft regulation. Importantly, it will have direct ap-
plication in the Member States, which will eliminate 
the fragmentation seen in national implementation 
of the DPD to a large extent.18 Another significant 
change is the amendment of the extra-territorial ap-
plication of Article 4(1)(c) of the DPD. In effect, this 
amendment will exempt the application of data ex-
port rules during a re-transfer of data that had orig-
inally been collected from a third country (involv-
ing non-EU residents) but transferred to an EU-based 
processor (e.g. cloud provider) for processing.19 The 
French Commission nationale de l’informatique et des 
libertés (CNIL) has already initiated this exemption, 
thereby removing cumbersome procedures during 
such data re-transfer.20 Non-EU data controllers will 
be regulated only where their processing activities 
relate to the offering of goods or services to EU sub-
jects or monitoring their behavior.21 

9 The draft regulation further provides additional 
rights to data subjects; increases the obligations of 
data controllers; and imposes some direct obliga-
tions on data processors (a category that most cloud 
service providers will possibly belong to). This will 
inevitably affect the relationship between cloud 
providers and their customers. For instance, data 
subjects’ rights to data portability may force cloud 
customers to use only service providers that have 
portable facilities in order to comply with the law. 
Similarly, cloud customers will favor providers who 

are more proactive in their internal controls, which 
reflect increased accountability as envisaged in the 
regulation.22 

10 A data protection certification seal has also been in-
troduced in the draft regulation.23 In effect, a cloud 
provider could voluntarily apply to the Data Protec-
tion Authorities (DPAs) to be audited and given a Eu-
ropean Data Protection Seal as a certification mark 
indicating its compliant status with EU data protec-
tion law.24 Furthermore, data controllers wishing to 
use cloud services for certain types of data process-
ing such as sensitive health data will have to conduct 
a data protection impact assessment before sending 
data to the cloud. This will be the necessary impli-
cation of Article 33 of the draft regulation.25 Manda-
tory notification of data breaches (by data control-
lers with the help of processors where necessary) 
will equally be given due consideration in cloud re-
lationships when the regulation becomes effective.26

11 While retaining the current approach for third-
country data transfer, the regulation still introduces 
remarkable changes:

1. An adequacy assessment of a third country’s 
level of data protection will be made by the Com-
mission on a territorial or sector-specific basis, 
or for the country as a whole, as well as for in-
ternational organizations.27 

2. Where no adequacy decision has been made, ap-
propriate safeguards by way of a legally binding 
instrument could be relied upon by data control-
lers or processors for data export through the 
use of any of the following: 

Binding Corporate Rules (BCRs); 
Standard data protection clauses adopted by 
the Commission; 
Standard data protection clauses adopted by 
a regulator; and 
Contractual clauses authorised by a regulator.28

The compromise parliamentary text has in-
cluded an additional legal basis in the form of 
“European Data Protection Seals”, which would 
enable certified organizations to rely on pri-
vacy seals as an adequate basis for transfer out-
side the EEA.29

3. No further authorization will be imposed by a su-
pervisory authority once a positive assessment 
has been made by the Commission, or where the 
standard data protection clauses adopted by the 
Commission or a Member State’s supervisory au-
thority are used to effect data transfer.30 

4. The draft regulation now recognizes BCR for 
data processors and lays down its framework.31
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5. The derogations in Article 26 of the DPD were 
maintained with some minor modifications, 
such as conducting an impact assessment be-
fore a transfer where the purpose is in pursuit 
of the legitimate interest of the controller or 
processor.32

12 Another remarkable provision in the draft regula-
tion is the adoption of ‘one-stop-shop’ or general 
recognition of a lead authority in cases where the 
controller or processor is established in more than 
one Member State. This will be a time- and cost-sav-
ing mechanism for obtaining authorization where 
necessary. It is hoped that the delegated acts in the 
draft regulation will not create more red tape in this 
regard.33 Additionally, fines of up to 500,000 EUR, or 
1% of its annual worldwide turnover in the case of 
an enterprise, could be imposed as an administrative 
sanction for a violation of the regulation.34

13 It is believed that these provisions will make inter-
national transfer restrictions easier to navigate.35 
However, it is not certain how these reforms will 
look in the final version of the regulation, since re-
cent parliamentary amendments have modified a 
lot of the initial provisions. The Committee on Civil 
Liberties and Home Affairs (“LIBE”), for instance, has 
rejected the adequacy finding for a processing sec-
tor, insisting that such an approval would increase 
legal uncertainty in international data transfers.36 
For example, this could have the effect that it would 
not be possible for the Commission to decide that 
cloud providers who are Health Insurance Portabil-
ity and Accountability Act (HIPAA)-compliant in the 
US would provide adequate protection to host health 
data from the EU. The LIBE Committee also rejected 
the use of non-legally binding instruments for inter-
national data transfers, and additionally proposes a 
two-year transition period for all authorizations by 
DPAs on the basis of Article 26(2) or Article 26(4) of 
the current DPD to elapse.37 A new provision meant 
to address the issue of access request by public au-
thorities or courts from a third country has also been 
included in both the LIBE Committee’s report and 
the compromise text from Parliament. This provi-
sion requires that such a transfer shall only be on 
the basis of a mutual assistance treaty or interna-
tional agreement in force between the requesting 
third country and the Union or the Member State 
involved. A prior authorization from the supervi-
sory authority should also be obtained before effect-
ing the transfer, and a notification given to the data 
subject. A new default position has also been created 
by the Parliament’s compromise text to the extent 
that where there is more than one controller or pro-
cessor involved in the processing, each controller 
or processor will be jointly and severally liable for 
the damage (unless they have an appropriate writ-
ten agreement establishing liability in the determi-
nation of their responsibilities), and in the case of a 

group of undertakings, the entire group shall be li-
able as a single economic entity.38 

14 What the effect of these parliamentary amendments 
will be for cloud services is yet to be fully under-
stood, except to say that obtaining new approvals af-
ter the transition period will have cost implications 
to data controllers and processors. Second, where 
no mutual assistance treaty or international agree-
ment exists between the countries involved, there 
is a potential risk that this may put the cloud pro-
vider in an awkward position as to which rule to fol-
low. In essence, because of the lack of clarity about 
jurisdictional boundaries, this provision would pro-
hibit organizations from complying with govern-
mental orders, and this makes them vulnerable to 
criminal penalties. 

D. The Draft Regulation and Cloud 
Realities: Missing Links

15 While the draft regulation and various amendments 
to it are being debated, it is important to point out 
some other issues that have not yet been addressed 
in the proposal, especially in relation to cloud com-
puting. First, as pointed out earlier, cloud computing 
involves various layers and intermediaries of actors 
for which a strict application of the data controller-
processor dichotomy may be ambiguous and mis-
leading.39 This can be seen in the use of intermediar-
ies such as cloud brokers and integrators who act as 
a conduit between the cloud customer and the pro-
vider but in fact have no infrastructure to process 
data. Some other actors in the cloud stack, such as 
those who provide the physical infrastructure, may 
be so remote from the actual data processing that 
regarding them as either a joint controller or a pro-
cessor may make no sense. So far, the draft regula-
tion has not taken proper cognizance of these sets 
of actors. The closest attempt at recognizing this 
gap is in a new provision in the LIBE Committee’s 
report that introduced a new party defined as “pro-
ducers”.40 Though by a stretch of argument the def-
inition of “data producer” may include some cloud 
intermediaries, this may be an ambiguous way of de-
scribing all of them, since some of the intermediaries 
do not have any infrastructure for producing or pro-
cessing data but only provide monitoring services. 
Of course, making every party in the chain of trans-
action joint controllers will not solve the problem as 
purported in Article 24 of the draft regulation. Hert 
and Papakonstantinou (2012) have opined as follows: 

… the distinction between data controllers and data proces-
sors, that was perhaps clear at the time the Directive was in-
troduced, is increasingly disputed in the contemporary com-
plex business environment. […] The distinction between the 
two data processing actors is becoming increasingly blurred 
in an interconnected world of ubiquitous computing. In view 
of the above, perhaps the preferable way forward would be 
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for the Commission to boldly abolish the notion of “data pro-
cessors” from its Regulation altogether, and vest the data 
controller title, rights and obligations upon anyone proces-
sing personal information, regardless of its means, condi-
tions or purposes.41 

16 While this stand may appear extreme, it goes to show 
the frustration at reconciling the inadequate nature 
of the binary division of actors in the data processing 
chain, where collaborating but autonomous entities 
are involved, and whose mutual relationships can no 
longer be characterized as a simple ‘relationship of 
command’ or ‘principal-delegate’ relationship.42 Not 
clarifying these relationships in the draft regulation 
may have unintended consequences, such as creat-
ing legal uncertainty as to the status of actors and 
the allocation of responsibility in the data process-
ing chain.43 A number of opinions have called for a 
rethinking in the classification of actors in view of 
modern data processing possibilities, of which cloud 
computing is a ready example.44 The draft regulation, 
as well as the various parliamentary amendments, 
has not devoted significant attention to this issue.

17 Second, the regulation has retained the use of the 
model contractual clauses. However, in their present 
form these clauses do not adequately cover all the 
constellations of cloud transactions. For instance, 
there are no model contractual clauses for an EU 
processor to transfer data to a controller in a third 
country, or for an EU processor to transfer data to a 
sub-processor in a third country.45 These cases are 
possible as more data processors in the EU are trans-
acting with many data controllers and sub-proces-
sors who are outside the EU.46 Furthermore, certain 
clauses in the model do not reflect and may not fit 
into the technical and organizational frameworks 
of cloud services. For instance, the assumption that 
the data controller is the strong, controlling party 
that has the actual ability to instruct and control the 
processor (cloud providers, for example) may be il-
lusory.47 Provisions requiring the processor to sub-
mit its facilities for audit by the controller and su-
pervisory authorities are less feasible in the cloud, 
in view of the millions of customers a cloud provider 
may have.48 It is also less likely that a cloud service 
provider will first obtain prior written consent from 
all of its customers before engaging in every support 
service, where those are regarded as sub-process-
ing.49  As Svantesson (2012) rightly observes, “the 
power-balance in cloud computing agreements is 
typically different to the power-balance between 
data controllers and data processors anticipated 
in the data protection regulation.”50 This calls for 
an amendment of these clauses in view of emerg-
ing structures in modern data processing realities.

18 Third, some of the provisions of the draft regula-
tion on international data transfer raise fresh ques-
tions.51 In spite of the controversies surrounding the 
use of “onward transfer” in the EU-US Safe Harbor 

framework, it has been recognized in the regulation 
without any definition or mechanism for its appli-
cation.52 The concept entails that after EU personal 
data is transferred to a Safe Harbor-certified US en-
tity, further transfers from the importer to a third 
party (onward transfers) are possible,  subject to re-
strictions under the Safe Harbor.53 It is not clear how 
this concept will apply to other entities that are not 
subject to the Safe Harbor framework, since the orig-
inal concept has been limited to the US. There is a 
need for more clarity in the application of the con-
cept if it is intended to have a general application, 
so that it does not serve as a tool to circumvent data 
protection requirements.54 

19 Fourth, although the draft regulation has recognized 
the use of BCRs, its application only within the same 
group of companies or organization will still limit its 
potential impact. The inability to transfer data be-
tween two different processors or controllers, who 
both have duly approved BCRs but not belonging 
to the same group, is not logical. This appears to be 
contrary to the case where two third countries that 
have adequacy status are allowed to transfer EU data 
between them on that basis. A similar facility should 
be accorded to BCR-approved entities since it repre-
sents a binding obligation.

E. Conclusion

20 It is encouraging that the draft regulation will bring 
a level of harmonization in the data protection re-
gime within the EU. However, cloud realities show 
that much still needs to be done in order to reap the 
full potential of cloud computing in Europe. There is 
a need for legislators to understand cloud architec-
ture, features and business models.  Hon, et al (2012) 
argue that some  of  the  current  difficulties  in the le-
gal aspects of the cloud arise not necessarily because 
contract terms are poor, but because data protec-
tion laws assume certain things which are not true 
in the cloud.55 If the present reform is not holistic, 
it may lead to unintended consequences. Reflecting 
privacy in a pragmatic way without disproportion-
ately interfering with technological advancements 
is essential in this e-age.56  It is hoped that the out-
lined missing links in the draft regulation will be ad-
dressed while the proposal is still debated.
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A. Introduction

1 In September 2011, the America Invents Act – an ex-
tensive and wide-ranging patent reform law – was 
enacted in the United States of America. The adop-
tion of these reforms was an attempt to (i) improve 
the efficiency of the patent system itself and the pa-
tent protection offered by it, and (ii) harmonize and 
bring the patent system of the United States into 
closer proximity with the systems of the rest of the 
world. Consistent with this objective of harmoni-
zation, the America Invents Act introduced a ma-
jor change by replacing the existing “first-to- in-
vent” principle with the “first-(inventor)-to-file” 
principle.

2 This article will begin with a brief overview of the 
history of patent reform in the United States leading 
up to the America Invents Act in section II. Section III 
will describe the two systems of first-to-invent and 
first-to-file in view of their merits and flaws. Section 
IV will focus on the first-inventor-to-file principle 
that has been adopted with the America Invents Act. 
In section V, this article will discuss the reasons ren-
dering the transition necessary and the grounds of 
opposition to it. Section V reviews what the transi-
tion to first-inventor-to-file entails and the possi-
ble impacts and repercussions. Other main areas of 
change will be mentioned and outlined in section 
VI. The last section of the article, section VIII, con-
tains the conclusion.

B. A Brief History of Patent 
Reform in the United States

I. Pre-20th century

3 The first patent laws in the United States were en-
acted in 1790 by President George Washington and 
constitute the basis of the US patent system. The 
statute was titled “An Act to Promote the Progress 
of Useful Arts” and is significant for pioneering, in 
the United States, the conferment by law of rights 
of inventors to their creations. It established a Pat-
ent Board, whose members were given absolute au-
thority to grant a patent.1 

4 The years leading up to 1836 saw several changes in 
the system (1793, 1800 and 1832) and culminated in 
a revision of the patent laws, subsequently requir-
ing applications to be examined for novelty before a 
patent could be granted. The latter part of the 19th 
century saw many developments, including (i) in the 
patent law itself, owing to the establishment of in-
ternational organizations like the Paris Convention 
for the Protection of Industrial Property of 1883,2 
which the US joined in 1887;3 and (ii) also indirectly, 
due to the creation of the Circuit Courts of Appeals 
in 1893 after which “appeals from the Patent Office 
were transferred to the newly created Court of Ap-
peal for the District of Columbia”.4 In 1952, major 
amendments were made, laying down the founda-
tion for contemporary law and the patent system 
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of the last six decades. This was the last significant 
change prior to the adoption of the US Patent Re-
form Act of 2011.

II. 21st century

5 In recent years, especially since the year 2000, there 
have been repeated attempts to improve and harmo-
nize patent law, e.g. the Patent Reform Acts of 2005, 
2007 and 2009. The Reform Act of 2005 was in part 
based on and supported by reports by the Federal 
Trade Commission in 2003 and the National Academy 
of Sciences in 2004. Though the overall system was 
thought to work well, several modifications were 
considered necessary in light of the granting of ques-
tionable business-method patents, complications re-
garding the scope and impact of software patents, in-
creasing and expensive patent litigation and the lack 
of harmonization on international levels.5 

6 Among other changes, the Act also proposed a shift 
from the first-to-invent system.6 However, any 
change in the patent system would have various far-
reaching impacts on most industries, owing to the 
technical, economic and legal significance of patents. 
This ensured the existence of intense scrutiny from 
many industry giants, undeniably looking to protect 
their interests.7 Accordingly, heavy lobbying, an ab-
sence of consensus and the existing socio-political 
setting all led to a failure to enact the proposed re-
form. The bulk of the amendments contained in the 
2005 proposal were carried over into the Reform Act 
of 2007 when another attempt at changing the pat-
ent system was initiated.8 

7 Although the bill passed the House of Representa-
tives, it failed to clear the Senate and met with an 
end similar to its predecessors as a result of heavy 
opposition from various sectors and influential lob-
bying.9 The last amendment endeavour prior to the 
America Invents Act was the Reform Act of 2009. 
While closely resembling the previous proposals, the 
institution of derivation proceedings was also rec-
ommended for the first time. In a culmination of the 
efforts and attempts of the previous decade, in 2011 
the latest Patent Reform Act – known as the Leahy- 
Smith America Invents Act or, popularly, the Amer-
ica Invents Act – was passed by the United States 
Congress and signed into law on 16 September 2011 
by President Barack Obama.10 One very significant 
change brought about by the Act was the cessation 
of the first-to-invent system in favour of the first-
to-file system, as a step towards being “consistent 
with patent laws throughout most of the world”.11 
Other major changes include the authority accorded 
to the United States Patent and Trademark Office to 
determine fee structure and an overhaul of opposi-
tion and review proceedings after grant.12 

8 The America Invents Act stipulates that the provi-
sions will be effective upon expiration of a one-year 
period unless otherwise provided in the Act. Some 
changes were effective immediately, e.g. the Pro-
Bono Program and the Human Organism Prohibi-
tion. Many provisions had already come into effect 
by 16 September 2012, e.g. inventor’s oath or decla-
ration, third-party submission of prior art in a pat-
ent application and post-grant review. All changes, 
including the significant first-inventor-to-file, will 
be effective as of 16 March 2013.13 

C. First-to-Invent and First-to-File

I. First-to-invent 

9 Now obsolete, this is arguably the one change which 
has generated the most controversy and attracted 
the most opposition and criticism. In this context, it 
is crucial to understand the concept underlying the 
first-to-invent rule in order to competently evaluate 
the impact and ramifications of the changes brought 
about by the America Invents Act.

10 The United States previously upheld the date of an 
invention as a rule of priority to determine the rights 
to a patent over the date of filing of the patent appli-
cation. First-to-invent is a rule that deals with solv-
ing the key question of entitlement or ownership 
of the property rights to an invention. If the first 
person to develop an invention is given priority or 
precedence over all others, it may be described as a 
first-to-invent system. This fundamental rule shaped 
the nature and workings of the patent system in the 
United States.

Example 1: For instance, Inventor A invents product P on 
1 March and files a patent application on 10 March. In-
ventor B independently invents the same product P on 
1 February, develops it and files a patent application on 
20 March. Under the first-to-invent principle, Inventor 
B gets the patent.

11 Although not a prima facie right to the grant of a pat-
ent, when multiple parties or individuals claimed the 
right to the same invention, the dispute would be in-
vestigated under interference proceedings, and the 
first-to- invent would be the factor that determined 
precedence and priority over other parties involved. 
In other words, it was possible to rely on the date of 
invention to eliminate prior art. A significant point 
to be understood is that the right of the first inven-
tor under first-to-invent is not a prima facie or an ab-
solute right to the grant of a patent. There is no onus 
on the issuing authority, here the United States Pat-
ent and Trademark Office, to verify whether an ap-
plicant is the first inventor. In the event that more 
than one person claimed the right to the same in-
vention, an investigation was conducted and the per-
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son proven to be the first inventor of the invention 
would be given priority over the others even if the 
first inventor was not the first to file the patent ap-
plication, subject, of course, to all patenting require-
ments being met.14 In reality, this can be problem-
atic and it involves expensive and long-drawn-out 
administrative proceedings.15 The party claiming 
the right to the invention or claiming to be the first 
inventor is required to substantiate this claim by 
producing evidence of (i) ‘conception’ of the inven-
tion or the mental act of envisaging the invention 
and its application and (ii) its ‘reduction to practice’ 
or the subsequent efforts put into the actual imple-
mentation and fulfillment of the intended purpose 
of the conceived invention.16 This could also alter-
natively be proven by the filing of a patent applica-
tion.17 Hence, it is very important to maintain me-
ticulous records at every step, stage and process, 
beginning with the mental act of conceiving the in-
vention and leading up to the final working of the 
invention as intended. The dates, times and circum-
stances surrounding the invention all take on influ-
ential or even crucial significance in the first-to-in-
vent system.

12 However, it is also pertinent to note that as estab-
lished by judicial precedent and United States case 
law, instances where the first inventor failed to ob-
tain rights to the patent exist. There are court rul-
ings which state that if an inventor initially sought 
prolonged protection of his invention as a trade se-
cret, this act could be construed as abandonment, 
concealment or suppression and lacking due dili-
gence on the part of the inventor. Consequently, the 
second inventor may be conferred with the rights to 
the patent. The rationale behind such a ruling is that 
the patent statute encourages prompt public disclo-
sure, and in case of failure to do so, favours the other 
party who accomplishes what is intended by law.18 

13 It may be concluded that the first-to-invent system 
assures protection to the first inventor and there-
fore allows the inventor time to develop the inven-
tion and conduct further research. However, in most 
cases it imposes no obligation of quick disclosure; 
this somewhat defeats the purpose of the patenting 
system, which is to provide protection in exchange 
for revealing technical developments. This can be 
seen as frustrating the objective of and the rationale 
behind the patent system.19 And although the sys-
tem may seem simple and straightforward, its ap-
plication can be complicated, or at least difficult.20

II. First-to-file

14 Most industrialized nations and all major countries 
across the world (other than the United States) – 
including European countries, Japan and Canada – 
apply the ‘first-to-file’ rule of priority. Contrary to 

the first-to-invent rule, when patent rights to an in-
vention are granted to the person who filed a pat-
ent application ahead of all other contenders, it falls 
under the ‘first-to-file’ system. The date of the appli-
cation, by default, determines which person is enti-
tled to the grant of a patent to an invention. Using 
the same example, a different outcome is achieved.

Example 2: Inventor A invents product P on 1 March and 
files a patent application on 10 March. Inventor B inde-
pendently invents the same product P on 1 February, 
develops it and files a patent application on 20 March. 
Unlike the previous scenario, Inventor A gets the paten-
under first-to-file.

15 Hence, there is the provision of an objective, clear 
means of determining priority which dispenses with 
any obligation on the part of the patent office to con-
duct time-consuming and cumbersome investiga-
tions to establish facts revolving around the inven-
tion. In addition, scope for dispute and litigation, or 
seeking redress in courts is narrow and reduced, ow-
ing to the clear method of determining priority.21

16 Most first-to-file patent systems also follow abso-
lute prior art rules which stipulate that any disclo-
sure before the date of filing, even by the inventors 
themselves, is to be considered prior art and would 
essentially be a bar to obtaining a patent.22 The Japa-
nese Patent Office is a notable exception to this prac-
tice and provides for a six-month window of disclo-
sure in aid of universities and research institutions.23

17 The first-to-file system spurs early disclosure and 
contributes to the development of technology. It 
provides the applicant with an incentive to apply 
as soon as possible and thereby ‘disclose’ the inven-
tion on the one hand, and also simultaneously acts 
as a deterrent to hiding or keeping the invention 
secret.24 However, it acts a disincentive to under-
take research or to spend time developing the in-
vention prior to filing or disclosing it. In the same 
vein, first-to-file can be considered more favourable 
and advantageous to large corporations which pos-
sess manifold resources to bring an invention faster 
from the inventor’s table to the patent office in com-
parison to individual inventors and small businesses 
that mostly lack financial and manpower support.25

18 However, with the adoption of the America Invents 
Act, the United States has now adopted a first-in-
ventor-to-file regime, which will be discussed in the 
next section of this article.

D. First-Inventor-to-File under 
the America Invents Act

19 With the passage of the America Invents Act into law, 
the patent system in the United States has figura-
tively undergone a tectonic shift. This law endorsed 
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the conversion to a first-inventor-to-file regime, bid-
ding adieu to the two-century-old first-to-invent 
tenure. Most countries of the world currently con-
form to the first-to-file principle. The United States 
was one of the last countries that still adhered to the 
first-to-invent system.26 

20 Although the first-inventor-to-file system is not 
identical to other systems around the world – in fact, 
it is claimed to be superior to the other first-to-file 
systems of other countries –27 it is an advance to-
wards harmonization. Prior to this recent develop-
ment, this rule had consistently been successful in 
resisting attempts towards change and revision.28 
In fact, this has been one of the main focal points, 
if not the focal point, of the censure and opposition 
that was directed at the America Invents Act during 
its journey through the United States Senate and the 
House of Representatives before being signed into 
law by the President.

21 With the shift to first-inventor-to-file, the date of fil-
ing of a patent application assumes primary impor-
tance, though not to the exclusion of other patent-
ability requirements. Consequently, fast disclosure 
and filing of an application after an invention has 
been conceived is of paramount importance. The ef-
fective filing date is the earliest priority date or the 
actual filing date in the absence of a priority claim 
to an earlier application.29

Example 3: For instance, Inventor A invents product P 
on 1 March and files a patent application on 10 March. 
Inventor B independently invents the same product P 
on 1 February, develops it and files a patent application 
on 20 March. Under the new system, Inventor A gets 
the patent. 

22 However, as has been mentioned above, the patent 
system of the United States has shifted to what is 
now known as a first-inventor-to-file system and 
not a strict first-to-file regime. The presence of cer-
tain features and exceptions has led to the major-
ity opinion that it concerns a hybrid system with 
aspects borrowed from both existing concepts, but 
nevertheless identical to neither the previously fol-
lowed first-to-invent nor the globally dominant 
first-to-file.30

23 Grace period: First, it is pertinent to note the excep-
tion under the so- called grace period provided for 
under 35 U.S.C. § 102(b)(1), for disclosures of own in-
ventions made during the first year prior to the ef-
fective filing date. § 102(b)(1) states 

“Disclosures made 1 year or less before the effective filing 
date of the claimed invention - A disclosure made 1 year or 
less before the effective filing date of a claimed invention shall 
not be prior art to the claimed invention under subsection 
(a)(1) (…)”31

Example 4: To illustrate, Inventor A invents product P 
on 1 October and files a patent application on 10 Octo-
ber. Inventor B independently invents the same product 
P on 1 January, publishes in a scientific journal on 10 Ja-
nuary, and files a patent application on 20 October. The 
publication of 10 January is prior art for Inventor A and 
takes away novelty of the invention. However, B’s own 
disclosure is exempt because of the grace period and In-
ventor B gets the patent in spite of a later filing date.

24 Hence, the retention of the one-year grace period 
still affords a measure of protection to inventors in 
the form of a gestation period. The establishment of 
such a concept seems to be an attempt to look out 
for the interests of the academic world – research 
institutions, scientific publications and universities. 
The provision of this grace period distinguishes the 
first-inventor-to-file that has now been adopted in 
the United States from other strict first-to-file sys-
tems, e.g. the European system.

25 Derivation proceedings: Another distinct feature of 
the first-inventor-to- file system is the institution 
of derivation proceedings to cover an exception for 
cases where the first party to file unauthorizedly de-
rived the invention from the second party.32 § 135. 
states

“Derivation proceedings -

(a) INSTITUTION OF PROCEEDING - An applicant for patent 
may file a petition to institute a derivation proceeding in the 
Office. The petition shall set forth with particularity the ba-
sis for finding that an inventor named in an earlier applica-
tion derived the claimed invention from an inventor named 
in the petitioner’s application and, without authorization, the 
earlier application claiming such invention was filed (…)”33 

26 Example 5:- Inventor A invents product P and files a pat-
ent application on 10 October. Inventor B, who works 
with A in the same room, has already filed a patent ap-
plication for the same product P on 1 October. Inventor 
A alleges and proves that Inventor B derived product P 
from A, without authorization. Inventor A gets the pat-
ent despite having a later filing date.

27 “Thus, the second party may nonetheless obtain a 
patent on the invention despite the first party’s ear-
lier filing date”.34 Derivation proceedings supplant 
the former interference proceedings. The objective 
behind the formulation of such a hybrid system is 
suggestively to ensure a balance between the inter-
ests of all the affected parties across an array of fields 
and industries.35
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E. From the United States’ 
Perspective: Support for Change 
and Opposition to Change

I. Why first-inventor-to-file?

28 During its pendency, the America Invents Act had 
been subject to considerable criticism from various 
sectors of society. Nevertheless, the necessity for re-
form was not the point of contention. In fact, it was 
almost uniformly acknowledged as imperative for 
the following reasons.

29 The most important factor under consideration was 
harmonization. Modifying the US patent system to 
keep abreast of other international patent systems 
was deemed to be the key to global collaboration. 
This would result in mitigation of burdens strain-
ing all intellectual property systems because of the 
existence of disparate systems. Harmonized systems 
would also enhance job growth and encourage inno-
vation by opening up business avenues in new mar-
kets and simultaneously enabling the possibility of 
protection across jurisdictions. As a combined conse-
quence, this would ensure the prevention of devalu-
ation of the currency of innovation.36 Consequently, 
a shift from the first-to-invent rule to the first-in-
ventor-to-file rule was considered essential.

30 Another important factor under consideration was 
that the patent system prior to the adoption of the 
America Invents Act, i.e. the first-to-invent system, 
was not considered to have kept pace with the as-
tounding growth and development of technology. 
An outdated system implies inefficiency, and propo-
nents of the Act argued that this was reflected in the 
workings of the United States Patent and Trademark 
Office, which perpetually combated excessive back-
logs and furthermore resulted in inordinate amounts 
of delay in the granting of patents.37 The need to 
change to an efficient patent system which would 
aid in expediting the patent examination and grant 
processes was therefore considered imperative.

31 Supporters of this reform also contended that ineq-
uities and uncertainties in the patent system act as 
threats to the growth of innovation and may have 
devastating consequences on the economy. Shield-
ing innovators against economic and other exploi-
tation of their inventiveness and efforts is one of the 
main functions of a patent system. But these uncer-
tainties in the system were leading to the exploi-
tation of the system, and inappropriate use of said 
protection for financial gain. Said flaws were also 
alleged to have increased the risk and cost of liti-
gation–for instance, by fostering qualitatively infe-
rior patents and encouraging speculators and patent 
‘trolls’.38 The positive changes addressing these is-

sues in the reform act lead to establishment of new, 
inexpensive and fast procedures to deter and defeat 
weak patents.39 Also, uncertainties would be avoided 
and questions regarding the rightful entitlement to 
a patent would no longer rise under the first-inven-
tor-to-file system.

II. Why not?

32 On the other hand, as previously mentioned above, 
the America Invents Act was also on the receiving 
end of vehement opposition. Although the need for 
reform in specific areas was recognized, the pro-
posed nature of the amendments was extensively 
debated upon in an unfavourable light.

33 One of the major grounds of opposition was the pro-
spective change from the unique first-to-invent sys-
tem of the United States to the first-to file system 
followed by most countries of the world. This was 
mostly seen as the result of lobbying by giant cor-
porations and alleged to favour “large businesses 
and in particular, well-financed, large foreign busi-
nesses over innovators”,40 individual inventors and 
small businesses in particular.41 The competence and 
efficiency of the ‘first-to file’ system was questioned 
in light of revealing and unfavourable results upon 
comparison with the first-to-invent practiced in the 
United States.42

34 Furthermore, claims as to the unconstitutional na-
ture of the change were propounded, and its con-
stitutionality has been subsequently challenged in 
court.43 In the United States, the first-to-invent has 
long been considered and regarded as an ideology as 
opposed to a mere rule that has been applied to de-
termine priority. Its origins are considered directly 
traceable to the Constitution of the United States.44 
The “natural law theory of rights” and “the need 
to accommodate the dual sovereignty of states and 
federal government”45 influenced the adoption of 
this system in the 18th century. As early as 1793, the 
United States Congress amended the Patent Act to 
state in Sec 3 as follows:

“(...)that every inventor, before he can receive a patent, shall 
swear or affirm that he does verily believe, that he is the true 
inventor or discoverer of the art, machine, or improvement, 
for which he solicits a patent (...)”46

35 Since then, the law has consistently been inter-
preted as requiring very specifically “that patents 
be granted only to first inventors”.47 It has therefore 
long been considered an integral part of the patent 
system, and even believed to be one of the princi-
pal reasons enabling and realizing innovation in the 
United States. The withdrawal of the first-to- invent 
in favour of the first-inventor-to-file has therefore 
been vehemently opposed.
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36 Opponents also took issue with the claimed creation 
of jobs,48 and expressed scepticism, especially since 
the majority opinion was that the reform would fa-
vour large corporations which outsource jobs against 
small businesses and start-ups, which are one of the 
major employment generators.49

37 Another reason for resistance against harmonization 
was the resulting loss of the occasional edge that do-
mestic applicants wielded over foreign applicants. 
This was seen as a justifiable and equitable measure 
that helped balance the economic and resource dom-
inance of large corporations over small businesses 
and individual inventors.50 In addition, general con-
cerns about the cost effectiveness, the weakness of 
protection and the continued existence of sufficient 
incentive to innovate subsisted among individual in-
ventors and small companies.

F. Impact of the Transition

38 This section will discuss the potential impact of the 
transition from the first-to-invent to the first-in-
ventor-to-file system and the patent reforms from 
various perspectives. The transition of the United 
States patent system is set to happen in less than 
two months. At this point, ‘educated guesses’ may 
be made on the ramifications; this is ‘polite-speak’ 
to say that the actual impacts of the transition can 
only be speculated upon.

I. On inventors

39 The segment of society that is mostly affected by 
the changes in the patent system and the transition 
to first-inventor-to-file is the inventor or the pat-
ent applicant. As the effects on different sectors are 
divergent, this segment has been further classified 
into (i) individual inventors and small businesses, (ii) 
corporations and (iii) foreign applicants.

1. Individual inventors and small 
businesses: Negative

40 There has been very significant opposition to the 
shift to first-inventor- to-file by small businesses. 
The prevalent perception among these inventors is 
that abandoning the first-to-invent rule puts them 
at a distinct disadvantage when compared to larger 
corporations. The presumption is that in a race 
to the patent office, the tortoise would never win 
against the hare in the real world. To be able to judge 
whether and to what extent this is true, a direct com-
parison between the two systems is required.

41 Time: The contention is that the first-inventor-to-
file does not allow an inventor sufficient time to de-

velop his invention to a patentable stage. Seen on a 
stand-alone basis, this may seem untrue. However, 
the concept of time is relative, and in light of the 
practice followed up to now under the first-to-in-
vent regime, the claim takes on realistic and high sig-
nificance. Since individual inventors and small busi-
nesses have lesser manpower and lesser financial 
and technical resources at their disposal, it is logi-
cal to conclude that in actuality, they require more 
time to bring the invention to completion and file a 
patent application on it. Nevertheless, with the tran-
sition, two avenues in the form of the grace period 
and the provisional application will be available to 
inventors to grant an extended window of time to 
facilitate completion of their invention. Although 
not identical to the previous procedure, it does ne-
gate the protestations with regard to the provision 
of sufficient time.

42 Money: Another important area that is affected is 
money. Small businesses and especially single inven-
tors are dependent on investors to fund their inven-
tions and applications. Since timing is crucial under 
the first-inventor-to-file, there is not much scope for 
exploring investment possibilities.

43 Although not directly relevant, the fact that the 
transition is accompanied by significant fee reduc-
tions for micro entities is noteworthy and should at 
least be considered as a step to help offset the dis-
advantage borne by the ‘little guy’.

44 Considering the above, it would be realistic to imag-
ine that it would be hardest to cope with any change 
in the system for the people running a one-man 
show and for small businesses. However, whether 
the percentage it represents is large enough to jus-
tify change or resist it, as in this case, is another 
question.

45 Awareness about the transition and what it means 
to the inventor, adopting a policy of early filing, 
abandoning and amending practices that are now 
rendered obsolete and utilizing any available fee 
exemptions or financial advantages would contrib-
ute to mitigating the disadvantages and ensuring a 
smoother transition.51

2. Corporations and Co.: Positive

46 This is the sector that has a lot riding on this tran-
sition and patent reform. For big companies, pat-
ents today are less about innovation and more 
about other things, including legal defence and cer-
tainty, market dominance, negotiating power and, 
of course, monetary value. Pharmaceutical compa-
nies and, in the last decade and a half, technology 
corporations are the companies which most aggres-
sively build and defend their patent portfolios. It is 
not uncommon for a company’s patent portfolio to 
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be valued higher than the company itself. Hundreds 
of millions of dollars have been spent on lobbying 
the America Invents Act and this transition through 
the United States Congress. At first glance, the tran-
sition indeed seems suggestive of being beneficial 
to large companies. Upon reflection, this impres-
sion is reinforced.

47 Harmonization: Considering that most of the compa-
nies mentioned above are multi-national giants with 
a literal presence all over the globe, a harmonized 
system would make allowance for convenient inter-
nal coordination to strengthen or maintain their pat-
ents. Similar patent laws and patent systems would 
make strategies for investment in inventions and 
patents easier to plan and implement. Having said 
that, it is also pertinent to note that most big corpo-
rations already pursue practices that are geared to 
maximum optimization, and will be the sector least 
inconvenienced by the need to overhaul the exist-
ing procedural framework.52

48 Legal certainty: The transition to first-inventor-to-
file can also be expected to benefit companies in an-
other significant manner. Due to the high monetary 
investments and the economic significance of pat-
ents to companies, the legal certainty that the first-
inventor-to-file brings with it is highly welcome. The 
priority rule of determination is now the date of fil-
ing the application – a straightforward, easily proven 
fact. In fact, a measure like this that helps avoid or 
at least narrow down the scope for litigation was de-
sired and actively pushed for.

49 Prior art: The impact of the post-transition prior art 
provisions actually has dual connotations. One, it 
may have a restrictive, if not really negative impact 
from the perspective of such large multi-national 
companies. Previously, prior use or disclosure out-
side the United States was not a bar to patentability 
inside the United States. Therefore, companies must 
now follow up applications based on foreign inven-
tions or products in a timely manner to avoid be-
ing barred from patenting their own inventions or 
products. However, there is a second, positive effect 
of the new prior art rules. Domestic companies or 
other competitors can no longer exploit foreign in-
ventions or products of another company since any 
prior art or usage, foreign or not, may now be nov-
elty-destroying and a bar to patentability. In the con-
text of disclosure, the transition will demand com-
plex strategies to be put in place. Companies would 
be inclined to pre-empt competitors’ disclosure by 
resorting to ‘defensive disclosures’. However, they 
must be cognizant of the effect of this disclosure as a 
bar to patenting in some strict first-to-file systems.53

50 Security concerns: One impact of the transition to 
first-inventor-to-file that is less evident and unlikely 
to be positive is an increase in the threat to intellec-
tual property security. With the option of swearing 

behind or proving the origins of the invention now 
eliminated, there is an increased risk of intellectual 
property theft. This risk is elevated, especially in 
the case of big corporations where correspondence 
of a sensitive or valuable nature is exchanged across 
the globe.54

51 Hence, it is quite apparent that corporations will 
mostly reap benefits and be subject to impacts of a 
positive nature from the transition. In a lighter vein, 
it would not be surprising to shortly see a Wikileaks 
publication of ‘money well spent’ emails exchanged 
between these corporations.

3. Foreign inventors: Positive

52 The first-inventor-to-file has mostly been predicted 
to benefit multinational and non-US companies,55 by 
virtue of moving a step closer to the foreign patent 
systems. International companies and investors will 
definitely need to acquaint themselves with the new 
patent laws and system in order to facilitate smooth 
navigation. In particular, the prior art provisions will 
be highly relevant. Mostly, non-US companies may 
choose to seek an expansion of protection interna-
tionally, subsequent to pursuit or acquisition of do-
mestic patent protection.56

53 Although the transition will benefit such overseas 
entities by bringing clarity and higher certainty, it 
cannot claim to singlehandedly result in dramatic 
consequences. Other factors such as the efficient 
working of the Patent and Trademark Office and ex-
ternal economic factors may be expected to play a 
bigger role on such a level.57

II. Academic world: Open

54 An atypical entity in the patenting sphere is the 
world of academia – universities, scholars and re-
search bodies – since the dissemination and in-
terchange of research findings and information is 
a fundamental objective of their vocation. In the 
post-transition United States, publishing or disclos-
ing materials – for instance, at academic gatherings 
and conferences – will not be lent with immunity 
against a patentability bar.58

55 Nevertheless, the first-inventor-to-file continues to 
furnish armour in the form of a one-year grace pe-
riod. And there is something to be said for defensive 
disclosure as a deterrent to third parties procuring 
protection. Only, the problem here will be the possi-
bility of complications ensuing divergent interpreta-
tions of what exactly constitutes prior art and what 
disclosures are covered by exemptions from the Pat-
ent and Trademark Office, courts and the universi-
ties themselves.59
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56 Furthermore, it is relevant to record that in the pre-
transition world, overseas rights would have been 
jeopardized anyway under the above- mentioned 
circumstances. From that perspective, it has always 
been prudent to precede such disclosures with pat-
ent applications.

57 It is probably unlikely that the level of restriction 
imposed by the new system on this sector of pat-
enting society will have enough of an intimidating 
effect as to actually be an insurmountable impedi-
ment or hindrance.

III. United States Patent and 
Trademark Office and 
courts: Positive and Dual

58 The United States Patent and Trademark Office has 
been publicly endorsing the patent reforms and, in 
particular, the adoption of the first-inventor-to-
file principle. To an organization bogged down by 
tremendous backlogs – as of September 2012, over 
600,000 unexamined patent applications were in 
pendency –60 any changes that bring forth a possi-
ble ease in administrative requirements and com-
plexities would be highly welcome, and rightly so.

59 A caveat must be added that it would be incorrect to 
deduce that the previous first-to-invent system was 
the sole or even primary reason for this sorry state 
of affairs. Ergo, any expectations that the shift to 
first-inventor-to-file would magically eliminate the 
problems faced by the Patent and Trademark Office 
would be highly flawed and misinformed. In fact, the 
opposite is true, at least initially. Patent examiners 
will be forced to simultaneously juggle both systems 
over several years, a situation that is certain to be 
fraught with complexity.

60 But the important thing is that the transition prof-
fers something long term – the laying of a policy and 
legislative foundation that changes the trend and 
can be built upon or added to.

61 The transition to the first-inventor-to-file indeed 
provides a higher level of certainty by removing 
subjective elements, and this can reasonably be ex-
pected to result in achieving higher efficiency lev-
els and a lower scope for disputes at the Patent and 
Trademark Office.

62 The same can be said of courts in a manner. The cer-
tainty brought by the institution of objective factors 
to determine patent priority can be expected to be 
received favourably by courts. However, the United 
States is a nation of court precedent. Unlike the Pat-
ent and Trademark Office, the courts will be dealing 
with the interpretation of highly complex and intri-
cate questions of both the old and the new laws for 

an extended period. This could prove costly, espe-
cially in light of the fact that a reduction in litiga-
tion was a much desired consequence expected from 
the transition.

63 It is therefore presently unclear whether the posi-
tive impacts will outweigh the accompanying nec-
essary evils.

G. Other changes

64 The transition to first-inventor-to-file will not be 
able to singlehandedly render all the desired changes 
possible. A supporting framework dealing with other 
aspects of patent process and litigation is neces-
sary. Accordingly, the range of policy and statutory 
changes effected by the America Invents Act is ex-
tensive. Some important changes are mentioned 
below.

65 Prior art changes: Previously, third-party use or 
foreign sales did not automatically preclude pat-
ent protection in the United States. However, nov-
elty provisions in the America Invents Act have been 
broadened to implicitly include foreign public use, 
foreign sales and foreign offers for sale as prior art 
by effectively abolishing the so-called Hilmer doc-
trine.61 “The Hilmer doctrine disadvantaged non-
U.S. inventors who filed an application in their home 
country prior to filing in the U.S. under the Paris 
Convention, because the foreign application was not 
effective prior art against any other U.S. application 
under § 102(e) as it was not ‘filed in the U.S.’”62

66 USPTO authority Re. Fees: “Subject to public hear-
ings and Congressional oversight”,63 the USPTO may 
now fix its own fee schedule. The America Invents 
Act does not give the United States Patent and Trade-
mark Office either full control of its funds or full 
immunity from fee diversion. Instead, a Patent and 
Trademark Fee Reserve Fund has been established 
to collect excess fees.64

67 Filing by other than inventor: With the adoption of 
the first-inventor-to- file, the patent system now 
permits an assignee, for instance, an employer, to 
file and prosecute a patent application, i.e. to be the 
applicant. “The term ‘applicant’ is no longer synon-
ymous with ‘inventor’”.65

68 Pre-issuance Submissions of prior art may be made 
by third parties during prosecution. Restrictions 
which were imposed previously on the number and 
nature of such submissions have now been amended 
to make such filings more viable and attractive.66

69 Reexamination: Previously, ex parte and inter par-
tes re-examination and litigation upon infringe-
ment were the avenues for challenging validity of 
patents. Ex parte re-examination procedures have 
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mostly been retained, but inter partes re-examination 
has been replaced by the new Inter Partes67 Review 
as a way of providing parties with enhanced tools.

70 Addition of Post-Grant Review as a new mechanism 
to challenge a patent. These proceedings are sim-
ilar to opposition proceedings in other countries 
and have a broader scope in comparison to re-ex-
amination proceedings. Post-Grant Review may only 
be triggered in the nine-month window after the 
grant of a patent.68 Any person other than the pat-
ent owner may initiate the petition by raising any 
premise of invalidity, but this action may only be 
initiated if no redress in the form of a civil action 
has been sought.69 

71 Supplemental Examination is another new addition. 
The America Invents Acts has furnished patent own-
ers with the opportunity for consideration and cor-
rection of errors or omissions.70

72 Patent Trial and Appeal Board replaces the existing 
Board of Patent Appeals and Interferences. Its duties 
will include “reviewing decisions and appeals of re-
examinations, conducting derivation proceedings 
and inter partes- and post grant reviews”.71

73 Other changes:

• No tax strategy patents deemed to be within 
prior art.72

• Human organisms not patentable.73

• Best-Mode no longer constitutes basis for invali-
dity, albeit remaining a technical requirement.74

• Significant amendments made to patent mar-
king law – requirements for lawsuits aimed at li-
miting qui tam cases; also, “only the United Sta-
tes may sue for penalty”.75

• Prior commercial use: prior use rights as a de-
fence to infringement have been expanded in 
scope under Sec. 5 of the America Invents Act.76

H. Conclusion

74 The America Invents Act has introduced extensive 
and long overdue changes to the patent system of 
the United States. As is common to the introduction 
of any major legislation, it has simultaneously been 
acclaimed as the change that will drive economic 
growth in the 21st century and denounced as being 
the downfall of innovation.

75 The purpose of introducing sweeping changes to 
the patent system was the stimulation of ‘economic 
growth’ – two words which take on a whole new 
meaning in current times, considering that ‘stagna-
tion’ and ‘slump’ are possibly the most positive ad-
jectives being used to describe the condition of econ-

omies the world over. The implementation of the 
first-inventor-to-file rule was expected to contribute 
to and act as a stimulus to growth in multiple ways: 
accelerate the patent process, help innovators com-
mercialize their inventions faster and thereby gen-
erate employment opportunities, prevent needless 
and expensive dispute and litigation and primarily 
shift the focus from procedural red-tape to innova-
tion.77 A tall order indeed for any legislation.

76 There has been continuous and ongoing speculation 
as to the ramifications since the first-inventor-to-file 
is yet come into effect.

77 The purpose is laudable, but it is evident that transi-
tioning the system to a first-inventor-to-file regime 
will neither be able to satisfy all the different par-
ties affected by it nor will it alone suffice to fulfil the 
ambitious aims that effected the change. It requires 
additional fortification and support in the form of a 
robust legal framework that provides

• additional certainty – e.g. in the form of a pre-
dictable damages award,

• improved patent quality rendered possible by 
continued court assistance and regulation,

• and an efficient Patent and Trademark Office to 
enforce and implement the above.78

78 However, it is premature to conclude that the tran-
sition is doomed to disappoint. At present, the tran-
sition promises to pave the way for more objectivity 
in patent law.79 It is also reasonable to be optimis-
tic about the predictions as to the positive impacts 
the change is hoped to bring about. Together with 
the other supporting changes brought about by the 
America Invents Act, the change to first-inventor-
to-file may be expected to make significant inroads 
towards progress.

79 In conclusion, it is justifiable to describe this transi-
tion as a historical milestone for the United States. 
As a cog in the patent wheel, it is sure to roll the pat-
ent world into interesting or shall we say, innova-
tive times.
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Abstract:  On 14 November 2013, the US Dis-
trict Court of the Southern District of New York issued 
a major ruling1 in favour of the Google Books project, 
concluding that Google’s unauthorized scanning and 
indexing of millions of copyrighted books in the col-
lections of participating libraries and subsequently 
making snippets of these works available online 
through the “Google Books” search tool qualifies as 
a fair use under section 107 USCA.2  After assuming 
that Google’s actions constitute a prima facie case of 
copyright infringement, Judge Chin examined the four 
factors in section 107 USCA and concluded in favour 
of fair use on the grounds that the project provides 
“significant public benefits,” that the unauthorized 
use of copyrighted works (a search tool of scanned 

full-text books) is “highly transformative” and that it 
does not supersede or supplant these works. The fair 
use defence also excluded Google’s liability for mak-
ing copies of scanned books available to the libraries 
(as well as under secondary liability since library ac-
tions were also found to be protected by fair use): it is 
aimed at enhancing lawful uses of the digitized books 
by the libraries for the advancement of the arts and 
sciences. A previous ruling by the same court of 22 
March 2011 had rejected a settlement agreement 
proposed by the parties, on the grounds that it was 
“not fair, adequate, and reasonable”.3

The Authors Guild has appealed the ruling. 

A. The case 

1 In 2004, Google launched the “Google Books” proj-
ect. The project includes the massive scanning of 
books, the storage and indexation of all the digitized 
contents and the making available to the public of 
“snippets” of these works online through the search 
engine “Google Books”. The scanning is done in co-
operation with several public and private libraries 
throughout the United States and other countries.1 
Google provides participating libraries with a dig-
ital copy of all scanned books in their collections. 

2 Users can view only snippets of copyrighted books; 
the full contents are available (and can be down-
loaded) only when the works are in the public do-
main. Therefore, unless there is a malfunctioning 
(or a hacking) of the database, users cannot down-
load the full contents of works that are not in the 
public domain. 

3 On 20 September 2005, the Authors Guild – the big-
gest association of writers in the US – filed a lawsuit 
against Google.5 Shortly after, so did the Association 

of American Publishers.6 The authors sought dam-
ages and injunctive relief; the publishers sought only 
the latter. Both actions were consolidated on De-
cember 2006. Google’s main defence was fair use in 
section 107 USCA. In 2006 the parties began negoti-
ations to settle the lawsuit and avoid a ruling which 
would entail high risk for both of them.

4 After an initial 2008 settlement agreement which 
raised many objections, an amended settlement 
agreement (ASA) was submitted and preliminarily 
approved by the District Court in November 2009. 
After a long period of hearings and amicus briefs, the 
Court denied its final approval on the grounds that 
the Agreement was “not fair, adequate and reason-
able” and urged the parties to negotiate further.7 

5 The publishers and Google finally reached a private 
agreement in October 2012,8 but the Authors Guild 
did not and carried on with the claim. 

6 On 31 May 2012, the District Court granted the law-
suit class-action status;9 Google challenged this or-
der on appeal, alleging that the plaintiffs did not 
adequately represent the interests of the class, or 
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at least, of some class members (for instance, aca-
demic authors may want their works to be included 
in Google Books, or some authors who might ben-
efit from the Publishers Agreement or the Partner 
Program and oppose the Authors Guild’s claim). On 
17 September 2012, the Second Circuit issued an or-
der10 staying the proceedings pending the interloc-
utory appeal. On 1 July 2013, the Second Circuit va-
cated the District court’s grant of class certification 
and remanded the case back for further consider-
ation of the fair use defence.11 

7 On 14 November 2013, Judge Chin granted Google’s 
motion for summary judgment12 and dismissed the 
Authors Guild’s claim on the grounds of fair use. 
According to the judgment, the unauthorized use 
of works done in the Google Books search tool is 
“highly transformative” and it does not harm the 
market for the original works. 

I. The Amended Settlement 
Agreement (ASA) 

8 Despite not being the object of this comment, it is 
worth examining the ruling denying the approval 
of the Amended Settlement Agreement (hereinaf-
ter ASA).13 

9 The ASA allowed Google to continue – on a non-ex-
clusive basis – to digitize books, sell subscriptions 
to databases, sell online access to individual books, 
sell advertising on pages from books and make other 
uses. Rightholders could remove their books from 
the database or exclude specific uses. Google would 
split revenues with the rightholders, paying them 
63% of all revenues received from these uses (and 
revenues were to be distributed according to an 
agreed plan). A Book Rights Registry was to be es-
tablished to collect and distribute the revenues.

10 As for books digitized before 5 May 2009, Google 
would pay $45 million, and minimum amounts were 
set for its distribution ($60 for work, $15 for entire 
insert, $5 for partial insert). 

11 The ASA also provided that access to the scanned 
books could also be available, through participating 
libraries as well as through institutional subscrip-
tions for academic, corporate and government li-
braries and organizations.

12 The ASA was not approved because – according to 
Judge Chin – “it would simply go too far”. 

13 Among other issues,14 copyright – including the 
problems raised by orphan works and out-of-print 
works – and antitrust were the main reasons for its 
denial. Judge Chin was not comfortable with the 
“opt-out” system set in the ASA: 

[I]f copyright owners sit back and do nothing, they lose 
their rights. Absent class members who fail to opt out will be 
deemed to have released their rights even as to future infrin-
ging conduct. … It is incongruous with the purpose of the co-
pyright laws to place the onus on copyright owners to come 
forward to protect their rights when Google copied their works 
without first seeking their permission. 

14 Public domain works fell outside of the settlement, 
but orphan works and out-of-print works consti-
tuted a large part of it. The ASA granted Google a 
“default” right to display out-of-print books unless 
the rightholder expressly opposed it (again, the opt-
out system). Orphan works would also be de facto left 
in Google’s hands (since no one would be opposing 
their use or claiming any revenues from them). As 
Judge Chin explained, “The questions of who should 
be entrusted with guardianship over orphan works, 
under what terms, and with what safeguards are 
matters more appropriately decided by Congress 
than through an agreement among private, self-in-
terested parties.”

15 On the anti-trust front, the ASA would give Google 
“a significant advantage over competitors” and “a 
de facto monopoly over unclaimed works,” basically 
rewarding Google for being the only one engag-
ing in massive copyright infringement (“wholesale, 
blatant copying, without first obtaining copyright 
permissions”). 

16 For all these reasons, approval of the ASA was de-
nied, but the judge urged the parties to negotiate a 
revised settlement agreement and specifically to re-
vise the ASA from an “opt-out” settlement into an 
“opt-in” one.

II. The ruling on fair use 

17 On 14 November 2013, the District Court granted 
Google’s motion for summary judgment15 and a judg-
ment was entered in favour of Google dismissing the 
case on the grounds of fair use.

18 The judgment is based on a careful exam of the ap-
plication of the fair use doctrine in the specific cir-
cumstances of the Google Books project. According 
to section 107 USCA: 

Notwithstanding the provisions of sections 106 and 106A, the 
fair use of a copyrighted work, including such use by repro-
duction in copies or phonorecords or by any other means spe-
cified by that section, for purposes such as criticism, com-
ment, news reporting, teaching (including multiple copies 
for classroom use), scholarship, or research, is not an infrin-
gement of copyright. In determining whether the use made 
of a work in any particular case is a fair use the factors to be 
considered shall include—

(1) the purpose and character of the use, including whether 
such use is of a commercial nature or is for nonprofit educa-
tional purposes;
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(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in re-
lation to the copyrighted work as a whole; and

(4) the effect of the use upon the potential market for, or 
value of, the copyrighted work.

19 The fact that a work is unpublished shall not itself 
bar a finding of fair use if such finding is made upon 
consideration of all the above factors.

20 The Court first quoted several US Supreme Court rul-
ings to remind us that “from the infancy of copyright 
protection, some opportunity for fair use of copy-
righted materials has been thought necessary to ful-
fil copyright’s very purpose, to promote the progress 
of sciences and useful arts”. In this light, the four fac-
tors of the fair use doctrine were analysed – as a gen-
eral guidance – and weighed together. 

1. PURPOSE AND CHARACTER OF THE USE

21 The court took into account the project as a whole 
and found that the purpose of the use was “highly 
transformative”. “Google Books digitizes and trans-
forms expressive text into a comprehensive word 
index that helps …. find books.” To that extent, it 
referred to Perfect 1016 and Arriba Soft,17 where the 
Ninth Circuit held the use of works as thumbnails 
to facilitate online searches to be “transformative”. 
According to the District Court, Google Books has 
“transformed book text into data for purposes of 
substantive research.… Words in books are being 
used in a way that they have not been used before. 
Google Books has created something new.” The court 
found this to be the key consideration of any find-
ing of fair use. 

22 Furthermore, the fact that a use is commercial 
tends to weigh against a finding of fair use (Harper 
& Row,18 Campbell19) but does not necessarily prevent 
it (Blanch,20 Graham Archives,21 Castle Rock).22 The court 
acknowledged that Google is a for-profit entity and 
obtains commercial gain from the project, but this 
was outweighed by the fact that it does not engage in 
the direct commercialization of copyrighted works 
(“Google Books does not supersede or supplant books 
because it is not a tool to be used to read books”) and 
by considering the public interest (“important edu-
cational purposes”) of the project. 

23 The court concluded that the first factor “strongly 
favors” a finding of fair use.

2. NATURE OF THE COPYRIGHTED WORKS:

24 Highly creative works usually have stronger pro-
tection – in terms of fair use – than factual works 

(Steward v. Abend).23 Many books used in the project 
are indeed fictional, but here the court took into ac-
count the fact that “the vast majority of the books 
in Google Books are non-fictional” and that they all 
are published and available to the public (Arica,24 New 
Era)25 to also “favour” a finding of fair use, on the 
second factor. 

3. AMOUNT AND SUBSTANTIALBILITY 
OF PORTION USED

25  Google incurs in verbatim copying (scanning/digi-
tizing, indexing and storing) of the full text of the 
whole work. The court pointed out that copying the 
entirety of a work might still be fair if it was neces-
sary for the (transformative) purpose itself (Sony,26 
Graham Archives).27 Because full-work reproduction 
is critical to the functioning of the search tool and 
the amount of text displayed in response to search-
ers was limited (only snippets), the court found the 
third factor to weigh “slightly against” a finding of 
fair use. 

4. EFFECT OF USE UPON POTENTIAL 
MARKET OR VALUE

26 The Authors Guild argued that users could do mul-
tiple searches and access the entire work through 
multiple search terms and snippets, thus “replacing” 
for the work. The court simply dismissed this sugges-
tion as unlikely and added that “Google does not sell 
its scans, and the scans do not replace the books”. 

27 On the contrary, the court considered the fact that 
the search tool 

enhances the sales of books to the benefit of copyright ow-
ners. An important factor in the success of an individual ti-
tle is whether it is discovered --- whether potential readers 
learn of its existence.… Google Books in particular helps rea-
ders find their work, thus increasing their audiences. Further, 
Google provides convenient links to booksellers to make it 
easy for a reader to order a book. In this day and age of on-
line shopping, there can be no doubt but that Google Books 
improves books sales. 

28 Accordingly, this factor was found to weigh “strongly 
in favor” of a finding of fair use.

29 As an overall assessment, the Court concluded that 
“Google Books provides significant public benefits. It 
advances the progress of the arts and sciences, while 
maintaining respectful considerations for the rights 
of authors and other creative individuals, without 
adversely impacting the rights of copyright holders.” 
Furthermore, the Court found that Google Books ad-
vances the progress of arts and sciences by means of 
an invaluable research tool to efficiently identify and 
locate books (conducting, for the first time, full-text 
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searches); it preserves books (specially out-of-print 
and old books) and it gives them new life; it facili-
tates access to them from remote areas and by un-
derserved or disabled populations; and it generates 
new audiences and creates new sources of income 
for authors and publishers. 

30 The judgment also examined two other related 
grounds for infringement based on Google’s ac-
tions towards the participating libraries. The Dis-
trict Court concluded that fair use could also exempt 
Google from providing the participating libraries 
with scanned copies of their books. According to the 
court, Google simply provides a means for these li-
braries to obtain a digital copy of a work they already 
own, to carry on lawful uses “consistent with copy-
right law” and even in other “transformative ways” 
such as preservation, full-text searchable indexes, 
access by disabled users, etc. The claim for secondary 
liability against Google also fails to the extent that li-
brary actions are protected by the fair use doctrine 
(here the court turned to the HathiTrust28 case where 
massive scanning done by a library was deemed to 
be a fair use): “If there is no liability for copyright 
infringement on the libraries’ part, there can be no 
liability on Google’s part.”

B. Comments

I. The fair use defence 

31 Even though the result may look similar, fair use is 
not an exception or limitation to exclusive rights 
but rather a defence against a claim of copyright in-
fringement. As a defence, fair use is an equitable rule 
of reason, which can only be examined and decided 
on the specific facts of each infringing case. No sin-
gle factor will determine whether the use is fair or 
not, and all must be weighed together in light of the 
particular circumstances of each case. The fair use 
doctrine was codified for the first time in section 107 
of the 1976 USCA adopting the set of standards his-
torically developed by courts to balance equities in 
copyright infringement claims. Its statutory formu-
lation was not intended to limit or otherwise alter 
the scope of the fair use doctrine, which remains a 
rule of equity. For this same reason, it continues to 
be a critical tool to accommodate copyright in the 
evolving technological markets, especially where 
copyright laws fail to envision exempted uses. 

32 What is interesting in this ruling is, to my view, not 
so much the analysis of the fair use factors, which is 
quite orthodox, but rather the sound recognition of 
the public interest of the Google Book project and 
the reminder that fair use – as a defence to a claim of 
copyright infringement – is aimed at ensuring “copy-
right’s very purpose: to promote the progress of sci-

ence and useful arts”. In other words: Fair use as a 
guarantor of copyright!

33 Any ruling in favour of fair use only allows for the 
specific circumstances of the case, as considered at 
the time of the judgment. For instance, the Court 
concludes that “Google does not sell its scans, and 
the scans do not replace the books”, and it is on this 
basis that the finding of fair use was entered. If ever 
Google does sell its scans (and it is clear that Google 
would like to do that someday, as already agreed 
with the publishers) or do anything beyond/differ-
ent from the specific circumstances now considered, 
it may need a license from the rightholders or a new 
shelter under the fair use doctrine. In fact, many of 
the claims raised by the plaintiffs were based more 
on eventual actions by Google or potential damages 
(“what if?”) rather than on current circumstances. 

34 And, last but not least, uses deemed fair are not com-
pensated. The uncompensated nature of fair use se-
verely trims down the scope and flexibility of this 
defence, but it helps preserve the very nature of the 
exclusive rights granted to authors. Balance must 
be struck somewhere, and the fair use doctrine has 
proven to be a flexible and useful tool to achieve it. 

35 The finding of fair use in this case should not come as 
a surprise. First, because it follows from a very ortho-
dox exam of the four statutory factors and the pre-
vious case law – Google was carefully advised on the 
contours of the fair use defence to design its power-
ful tool. Second, although some see a shift in position 
between the two rulings, the truth is that the ASA 
would have granted Google far more rights (and over 
more works) than the fair use ruling does.29 Besides, 
Judge Chin already acknowledged in the ASA ruling 
that “the digitization of books and the creation of a 
universal digital library would benefit many”.

36 Fair use or not, it is indeed hard to deny the pub-
lic interest of Google Books, an amazing tool for the 
advancement of the arts and science, as the judge 
stated. Can anyone claim that this project should 
not be done when technologies make it possible 
and easy? Can anyone claim that society should not 
benefit from access to any published work, spread-
ing knowledge and information at the click of the 
mouse? Can we afford copyright to become an obsta-
cle for the spread of culture? This is precisely what 
the fair use doctrine is envisioned to do: to prevent 
copyright from becoming an obstacle for cultural de-
velopment. Nothing more, nothing less! 

II. Any similar outcome in the EU? 

37 It is very unlikely that a similar result could be 
achieved under any EU law. Fair use does not exist 
in Europe on a general basis, and it is unlikely that 
any of the existing limitations or exceptions listed 



Google Books and Fair Use: A Tale of Two Copyrights?

2014 57 1

in national copyright laws could exempt Google’s ac-
tions in this project. 

38 The quotation limitation in Article 5(3)(d) ISD30 
might allow for the showing of snippets resulting 
from searches. It covers both the rights of reproduc-
tion and communication to the public (including the 
making available online); it is open-ended as to ben-
eficiaries, purposes (the wording “such as” means 
that “criticism or review” are listed as mere exam-
ples) and as to the extent and nature of the quoted 
works. Similar limitations exist in all national laws, 
albeit sometimes with a more restricted scope which 
could hamper (if not stall) the exemption of snip-
pets at all.31 However, quotation limitations would 
hardly ever allow for the whole scanning, indexing 
and storing of the book, which would fall under the 
wide  scope of the exclusive right of reproduction 
in Article 2 ISD.

39 Of course, Article 5(1) ISD32 exempts the temporary 
acts of reproduction which are transient or inciden-
tal and an integral and essential part of a technolog-
ical process, whose sole purpose is to enable (a) a 
transmission in a network between third parties by 
an intermediary, or (b) a lawful use of a work, and 
which have no independent economic significance. 
Google might argue that the snippets and extracts 
shown on the Google Books search tool have been 
automatically generated by the search engine, have 
no independent economic significance (rather than 
perhaps fostering a subsequent purchase of the book 
identified which would ultimately benefit the copy-
right owners) and that they are a lawful use (despite 
not being licensed or directly allowed by a limitation 
or exception). Even in light of the ECJ rulings in the 
Infopaq case,33 the display of snippets might qual-
ify as temporary and transient act of reproduction; 
but once again, the scanning, indexing and storing 
done by Google is far from being temporary, tran-
sient or incidental.

40 One may then wonder whether there is also still 
room for “mere use”34 and/or “non-substantial” 
reproduction online, or whether the only acts ex-
empted from the broad scope of reproduction in 
Article 2 ISD are the restrictive “temporary, tran-
sient and incidental” derogation of Article 5(1) ISD. 
Perhaps Article 5(1) ISD could be interpreted more 
widely, aligning the requirement of “no separate 
economic significance” with the scope of the “law-
ful use,” in the sense that “if a specific use of a work 
is lawful, technical reproductions necessary to en-
able such use should be deemed as not having in-
dependent economic significance”.35 The applica-
tion and interpretation of any copyright statutory 
provisions must necessarily allow for some flexibil-
ity to take into account considerations of equity in 
the specific circumstances of the case, especially at 
a time of technological change and with copyright 

laws which fail to envision all the nuances of new 
technological uses and markets. 

41 Otherwise, failing any equitable interpretation of the 
existing statutory limitations, the European copy-
right tale for Google Books is just the opposite of 
the one reached in the US. The French case Les Édi-
tions du Seuil36 is a good example. The Syndicat Na-
tional de l’Édition (SNE) and several individual pub-
lishers sued Google for copyright infringement on 
the Google Books project; Google alleged in its de-
fence the quotation limitation in the French IP Code, 
but the Court refused it because the works “are made 
available to the public in their entirety, even in re-
duced form, and the randomness of the choice of 
excerpts displayed denies any informatory purpose 
as required by Article 122-5-3 CPI”.37 Being a French 
case, it is at least surprising that the Microfor38 rul-
ing was not mentioned to support that Google’s ac-
tions (both the scanning and the snippets) could be 
exempted as quotations for informatory purposes. 
Of course, this ruling was issued years before a re-
strictive reading of the exceptions and limitations 
(namely, through Article 5(5)ISD) was forced into 
European national laws, at the time when copyright 
limitations  were interpreted (like any other pro-
vision in the copyright statute) according to gen-
eral hermeneutical rules (such as the meaning of 
the words, the legislators’ intent and the goal to be 
achieved).  

42 Certainly, even though a limitation existed that 
could formally allow for the unauthorized acts done 
in the Google Books project, compliance with the 
three-step test as currently applied in the EU would 
likely defeat its exemption. The current three-step 
test in Article 5(5) ISD is nothing like the fair use doc-
trine. Perhaps the original three-step test in Article 
9.2 Berne Convention was (and remains) an enabling 
tool addressed to national legislators to correctly 
balance and design the scope of new limitations and 
exceptions.39 But as it has been enshrined in Article 
5(5) ISD, the three-step test appears now to be a her-
meneutic tool with the sole intent to further restrict 
the public interest (usually safeguarded by the stat-
utory limitations and exceptions).40 Fair use is aimed 
at allowing specific infringing uses; Article 5(5) ISD is 
aimed at reducing the scope of the statutory limita-
tions and exceptions allowing for specific uses. One 
restricts the exercise of copyright to ensure the very 
goal of copyright (the advancement of culture); the 
other seems to restrict the scope of exempted uses 
(also at the expense of the very goal of copyright: the 
advancement of culture). Might the three-step test 
become the nemesis of copyright? Let’s hope not.

43 One may, then, wonder whether something like fair 
use needs to be imported into European laws. But 
perhaps the general principles of the law – such 
as the abuse of right and good faith – may play the 
same role in the search for equity, which should not 
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be foreign to copyright law. This is precisely what 
the Spanish Supreme Court did in the Google/Mega-
kini case: the lack of a statutory limitation or excep-
tion to allow for the use of works within the Google 
Search Engine was overcome by turning to the gen-
eral principles of the law (such as good faith and 
prohibition of an abusive exercise of rights) and by 
means of a rather peculiar reading of the three-step 
test so as to impose on the copyright owner the prop-
erty doctrine of ius usus innocui (a property must en-
dure harmless uses done by third parties). 41

III. The territoriality of copyright laws 
in a “global” Internet market

44 Copyright laws are territorial, and the rules for solv-
ing applicable law to cross-border infringement of 
copyrights have done very little (if anything at all) 
to overcome this territoriality. Hence, the traditional 
choice-of-law rule in Article 5.2 BC: the law of the 
country for which protection is being sought (lex 
loci protectionis). 

45  In Europe, the choice-of-law rules in the Rome II 
Regulation42 are slightly different: 

• Article 8 (IP) would lead (like Article 5.2 BC) to 
the law of the country of protection (lex loci pro-
tectionis); that is, the country for which – not 
necessarily where – protection is sought. 

• Article 4.1 (torts) would lead to the law of the 
country where the damage occurs (lex loci damni) 
“irrespective of the country in which the event 
giving rise to the damage occurred”, unless it 
is clear that the tort is manifestly most closely 
connected with another country, in which case 
the law of this country will apply (Art. 4.3). 

46 In the French lawsuit Éditions du Seuil, the court re-
fused Google’s argument that US law should apply, 
based on Article 5.2 BC, since the scanning, index-
ing and storing of the books took place in the US. 
Instead, the French court applied French law to the 
dispute because it was the one bearing the “most sig-
nificant relationship” with the claim: French Inter-
net users were accessing digitized French authors’ 
books. In fact, if this was indeed the case at trial (pro-
tecting only French works within French territory), 
Article 5.3 BC would have already given the answer: 
protection in the country of origin is subject to its 
law. 

47 Ultimately, whether under the lex loci protectionis or 
under the law closest to the case, several national 
IP laws will end up applying to Google Books claims 
in different countries, and with different outcomes. 
The lex loci damni (law where the damage occurs) 
would also fail to overcome the application of sev-

eral national laws, since the authors and publish-
ers (who suffer the damage) are nationals or resi-
dents in different countries. Even splitting the case 
in two – upload (scanning, indexing and storing) and 
download (searches by users) – the applicable laws 
(as well as the likely outcomes) would remain terri-
torial and multiple. 

48 In short, current choice-of-law rules may lead to sev-
eral national laws to examine the Google Books proj-
ect. And yet Google has relied only on US copyright 
law (and the fair use) to develop it and to market it 
all over the world. Google Books is a good example 
for questioning the legitimacy of territorial IP laws 
in the online environment. Lacking a system of har-
monized national copyright laws (even within the 
EU market), choice-of-law rules based on one single 
applicable law (lex loci originis) instead of on multi-
ple applicable territorial laws (loci protectionis/loci 
damni/closest connection) are an absolute necessity. 

49 Legal uncertainty ultimately only benefits larger 
agents (such as Google) who can afford the economic 
costs of the copyright infringement claims resulting 
from developing new markets and permits de facto 
the extraterritorial reach of a few national laws (at 
the expense of other applicable laws). Technological 
changes offer an opportunity to improve – and fine 
tune – European copyright laws and make sure that 
they remain a powerful tool for the advancement of 
culture. Google Books is one of these opportunities.
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Book Review

1 Every once in a while and at unpredictable inter-
vals, books are published which sum up an emerging 
trend in digital technology and explain its future im-
pact on society and the regulatory system. Amongst 
such books one might list Nicholas Negroponte’s Be-
ing Digital (1995), Hal Varian’s and Carl Shapiro’s In-
formation Rules (1999), Jeremy Rifkin’s Age of Access 
(2000), Lawrence Lessig’s Code and Other Laws of Cyber-
space (also 2000) and now Victor Mayer-Schönberg-
er’s and Kenneth Cukier’s Big Data (2013). Of course, 
to qualify a book as ‘important’ in the sense that it 
spots a major trend, correctly describes this trend’s 
future impact upon society and makes an imprint on 
subsequent discussion is only possible in retrospect. 
The saying traditionally attributed to Nils Bohr ac-
cording to which “prediction is very difficult, espe-
cially about the future” also holds true in this re-
spect. After all, ‘big data’ might just be another one of 
those buzz-words succeeding the rather short-lived 
‘cloud computing’ and already being supplanted, at 
the time of publication of Meyer-Schönberger’s and 
Kenneth Cukier’s book, by the term ‘smart data’.1 
However, there is some credible evidence that big 
data does indeed “mark an important step in human-
kind’s quest to quantify and understand the world”, 
as the authors – the first a professor at the Oxford 
Internet Institute and author of Delete: The Virtue 
of Forgetting in the Digital Age (2009), the second The 
Economist’s data editor – claim at the end of their in-
troductory chapter.2

2 What are the reasons why ‘big data’ – which suggests 
a mere increase in the amount of data collected and 

processed – will lead to a fundamental change as the 
authors pretend? The answer is that rather than re-
sulting in a quantum leap, the increase of data re-
sults in a qualitative change of data collection and 
analysis. This qualitative change is threefold. First, 
there is more – as a matter of fact, much more, and 
in some cases all – data relating to a particular phe-
nomenon that can be analysed.3 This represents a 
marked shift from earlier times when only samples 
of data were available that merely represented the 
total reality analysed. Second, in the authors’ words, 
data will be “messier”, i.e. “looking at vastly more 
data … permits us to loosen up our desire for exac-
titude”,4 which again contrasts with the days when 
the basis for analysis was representative data, which 
had to be as accurate as possible in order not to pro-
duce incorrect results. Third, and perhaps most im-
portantly, big data analysis merely searches for cor-
relation rather than for causality, which is a decisive 
“move away from the age-old search for causality”.5 
This move away will lead to a change in the way we 
explain the world (think of the new field of com-
putational social sciences which supplanted ear-
lier empirical methods based on sample statistics). 
It will likewise result in changes in the information 
economy and the way we organize our institutions. 
This “datafication” of society, as the authors call it, 
is driven by digital data collection undertaken both 
by public authorities and private companies, from 
public sector information, customer data, satellite 
data to data collected by the increasing number of 
geo-positioned devices.6
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3 As regards the economy, a new “treasure hunt” has 
just begun, which is “driven by the insights to be ex-
pected from data and the dormant value that can be 
unleashed by a shift from causation to correlation”.7 
While new markets are emerging, the question is 
whether companies that possess huge amounts of 
data should keep them for themselves, whether they 
should hand them over to big data analysts who ag-
gregate them with data resources from other com-
panies thus creating added-value to be sold back to 
the initial producers/owners of data, whether com-
panies should license their data to third parties or 
even competitors, or whether they should make 
them openly – and freely – available to everyone 
(as has been opted for, one might add, by the legisla-
ture with regard to public sector information8). Last 
but not least, there is the tricky yet important issue 
of how to price data. It appears that as of yet, little 
clarity exists regarding the answer to the question 
of which model should be adopted in which case. 
However, almost certainly, the shift from traditional 
modes of data analysis to the analysis of big data 
will produce both winners and losers. According to 
the authors, in the big data value chain composed 
of big data holders, intermediaries – i.e. data spe-
cialists with expertise or technologies to carry out 
complex analysis – and “companies and individuals 
with a big data mindset”,9 data owners and those 
with a big data mindset will most likely be on the 
winner’s side. In contrast, according to the authors, 
in many areas, we’ll see the “demise of the expert” 
whose decisions are mainly based on year-long expe-
rience, whereas newly emerging data analysts who 
often come from fields outside of the area analysed 
will take over. But these intermediaries also operate 
on shaky ground, the more the tools for analysing 
data will become generally available. Also, data own-
ers are in a position to keep their data as property. 
Summing up, the authors conclude that it will be the 
data itself which will be the most important asset in 
the big data value chain. In the book, the authors 
describe and explore each of these trends in sepa-
rate chapters under the rather simple and straight-
forward headings “Now”, “More”, “Messy”, “Corre-
lation”, “Datafication”, “Value” and “Implications”.

4 Of course, this new development will not come with-
out “Risks” (the “dark side of big data” as the authors 
call it), and these risks call for “Control”, if the fu-
ture (“Next”) will be mastered without loss of hu-
man freedom and individual responsibility. These 
risks are also threefold. First, with the new insights 
big data provides to those who analyse them, pri-
vacy and data protection are threatened even more 
than they already are on the Internet.10 Second, the 
correlations found on the basis of big data between 
certain indicators and the behaviour of groups of 
people results in the “possibility of using big data 
predictions about people to judge and punish them 
even before they’ve acted”. Needless to point out, 
such “penalties based on propensities … negate ideas 

of fairness, justice and free will”.11 Third, the dan-
ger exists that data and numbers will be fetishized 
and relied on even in instances where the numbers 
are not the only factor on which an appropriate de-
cision should be based. In sum, “handled responsi-
bly, big data”, the authors believe, “is a useful tool 
of rational decision-making”. However, the authors 
fear, “wielded unwisely, it can become an instru-
ment of the powerful, who may turn it into a source 
of repression”.12

5 What do the authors propose in order to control the 
risks just described? What is lost and what will have 
to be preserved? 

6 As regards privacy, it is obvious that existing data 
protection rules are at odds with big data. Data pro-
tection’s three fundamental principles of (1) data 
avoidance, (2) specification of purpose of use and 
(3) prohibition on passing on data without consent, 
can hardly be maintained in view of the three funda-
mental conditions on which big data analysis rests, 
namely (1) to collect as much data as possible, which 
(2) are used for purposes other than those for which 
the initial consent was given, and which (3) are com-
bined with data held by other sources. In addition, 
in many instances, anonymisation of personal data – 
the traditional means of redress – will not be of help 
when it comes to analysing big data. Since banning 
the collection and use of big data is not a viable al-
ternative, the authors propose to move from pri-
vacy to accountability (in a way similar to the shift, 
in the Gutenberg era, from censorship to freedom of 
expression on the one hand, and legal responsibil-
ity in case of libel and slander on the other hand). In 
other words, in the alternative privacy framework 
Mayer-Schönberger and Cukier propose, big data us-
ers should as a rule have the permission to collect, 
store and analyse personal data as much and for as 
long and for whatever purpose they want. Of course, 
“legislators may choose different time frames for re-
use, depending on the data’s inherent risk, as well as 
on different societies’ values”.13 As a counterpart, ac-
cording to the authors, big data users should be held 
accountable for adverse results of their actions. In 
addition to this regulatory shift from “privacy by 
consent” to “privacy through accountability”, the 
authors rely on technical innovation, mainly tech-
niques of “differential privacy” which blur data so 
that correlations may still be detected without re-
vealing results which make it possible to identify a 
particular individual. 

7 Regarding the problem of judging individuals ac-
cording to group propensities, the authors propose  
“a guarantee that we will continue to judge people by 
considering their personal responsibility and their 
actual behavior, not by ‘objectively’ crunching data 
to determine whether they are likely wrongdoers”.14 
Most importantly, the authors call for monitoring 
and transparency of the algorithms which establish 
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the correlations and which in almost all cases con-
stitute a black box. Inspired mainly by the German 
model of the internal data protection official and 
external auditing systems as well as the dual role of 
in-house accountants and outside auditors, the au-
thors propose the mandatory creation of both inter-
nal and external “algorithmists”. Their task should 
be to “monitor big data companies’ activities”, to act 
“as impartial auditors to review the accuracy or va-
lidity of big-data predictions whenever the govern-
ment requires it” and to “perform audits for firms 
that want expert support”.15 Finally, “as the na-
scent big data industry develops, an additional crit-
ical challenge will be to safeguard competitive big-
data markets”. This challenge the authors want to 
meet by way of antitrust regulation preventing abu-
sive power comparable to the regulatory systems 
that established competition and oversight in the 
area of earlier monopolistic or oligopolistic tech-
nologies such as  railroads, steel manufacturing and 
telegraph networks. 

8 Ultimately, the authors are “confident” that with 
these new strategies in place, “the dark side of big 
data will be contained”.16

9 Most, if not all of this makes perfect sense, and the 
book addresses the major issues that can be spotted 
at present. However, a couple of additional issues 
can already be pointed out which the book does not 
yet address. For example, the aspect of nature of le-
gal “ownership” of data is not dwelt on, nor is the 
issue discussed whether or not performing an anal-
ysis of someone else’s big data infringes upon the 
extraction and reutilization right under the sui ge-
neris protection regime of the EU database Direc-
tive.17 Undeniably, there is always factual “owner-
ship” of data by those who have first collected them. 
But the authors only briefly mention possible strat-
egies of benefiting from the economic value which 
these data may hold. Should a particular company 
keep those data for itself? Should it entrust a data-
intermediary with its analysis and pay for the re-
sults of the analysis? Should it license the data or 
even make them generally available for free? Some 
additional guidance similar to the one given in the 
book by Varian and Shapiro mentioned above with 
regard to doing business on the Internet still seems 
to be called for regarding the economics of big data, 
both on the level of micro- and of macro-econom-
ics. The crucial question is, under what conditions 
will an individual firm and the society at large ben-
efit from big data analysis? Most likely, this answer 
will depend on the amount of data collected and on 
the quality of the algorithms performing the anal-
ysis, as well as on the extent to which the data and 
the analysing software tools will become available 
to third parties.

10 If, in this respect, the authors address the problem 
of judgment of individuals by propensities both as 

one of the individual vis-à-vis the state and vis-à-
vis private firms, their proposed safeguard of pro-
cedural guarantees only seems to address the area 
of criminal law, i.e. the relationship between state 
and citizen. In contrast, they do not provide a hint 
as to how effects of scoring activities on individu-
als should be dealt with. Rather, in this respect the 
authors focus on the core problem that the algo-
rithms designed to detect correlations in the mass 
of data from different sources are not transparent. 
In most cases, they are private property of the firms 
engaging in the business of big data analysis. Hence, 
even the authors cannot tell us how these algorithms 
work. They can only inform the reader about the 
fact that in order to predict the spread of the win-
ter flu in the United States, it took Google “a stag-
gering 450 million different mathematical models in 
order to test the search terms, comparing their pre-
dictions against actual flu cases”18 in earlier years. 
Their call for transparency in this respect is of ut-
most importance and their proposal of data “algo-
rithmists” – which at least in cases of dispute should 
be entrusted with advisory or auditing competencies 
– is at least one solution which might provide re-
dress. However, this novel idea still needs to be prop-
agated. Only recently, the German Federal Supreme 
Court granted the plaintiff, who had been refused 
credit on the basis of the German credit agency’s big 
data calculation, a claim for information against the 
credit agency only concerning the data the agency 
had used for the calculation of the plaintiff’s cred-
itworthiness. In contrast, the Court denied a claim 
for information regarding the algorithm used by the 
credit agency which, in the eyes of the Court, consti-
tutes a protected business secret.19 This decision is 
not only a marked contrast from the call for trans-
parency of the authors of Big Data; it also failed to 
take into account that the credit agency in question 
enjoys a de facto monopoly in Germany.

11 Finally, the non-transparency in this respect raises 
another problem. Decisions directly inflicted upon 
individuals meet with acceptance difficulties when-
ever it is not possible to understand how the de-
cision was arrived at. This is a general problem of 
automated and computerized decisions which is 
aggravated by big data’s complex algorithms and 
which affects more and more areas of society (think 
of the search results produced by Google search and, 
more generally, of how algorithms focus our atten-
tion via the use of computerized data in automated 
media processes20). But then, even before big data, 
we have become accustomed to the fact that a num-
ber of individual decisions are based on collective 
data and mathematical models (think about insur-
ance premiums, airfare, etc.). Therefore, the ques-
tion of transparency will have to be phrased dif-
ferently. Rather than asking whether there should 
be transparency or no transparency, the question 
should be in what situations transparency is called 
for and in what situations non-transparency might 
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be acceptable. Ultimately, one might ask: Can the 
dark side of big data really be contained by imple-
menting appropriate safeguards, or will we end up 
– if only for some time to come – accepting the in-
dividual “false positives” produced by non-trans-
parent algorithms of big data analysis as “collateral 
damage” of a technological system in much the same 
way as we got used to those injured and killed by the 
system of motorized traffic?

12 The book is written in the Anglo-American style that 
appeals to the general public (“tell them what you 
will tell them, tell them, tell them what you just told 
them”). It contains the most famous as well as lesser 
known real-life examples of big data analyses, such 
as Google’s predicting the spread of the flu in the US 
on the basis of 45 search terms used by the users of 
Google’s search engine some days before the actual 
outbreak of the flu in a particular area, or the dis-
covery of an individual woman’s pregnancy on the 
basis of a change in her buying pattern that corre-
lates to most women’s third month of pregnancy, to 
name just two of these examples. The book is not an 
academic one, but as a New York Times and Wall Street 
Journal bestseller (as the paperback cover proudly 
announces), it will get all the attention it deserves. 

1 See, e.g., the call for proposals by the German Ministry for Eco-
nomic Affairs and Energy, www.bmwi.de/DE/Service/wettbe-
werbe,did=596106.html.

2 Mayer-Schönberger/Cukier, Big Data, London 2013, p. 17.
3 Ibid., p. 12 and pp. 19 et seq.
4 Ibid., p. 13 and pp. 32 et seq.
5 Ibid. p. 14 and pp. 50 et seq.
6 Ibid. p. 15 and pp. 73 et seq.
7 Ibid. p. 15 and pp. 98 et seq.
8 Directive 2003/98/EC of the European Parliament and of the 

Council of 17 November 2003 on the re-use of public sector 
information, OJ L 345, 31.12.2003, p. 90, as amended by Direc-
tive 2013/37/EU of the European Parliament and of the Coun-
cil of 26 June 20, OJ L 175, 27.6.2013, p.1.

9 Mayer-Schönberger/Cukier, op. cit. (footnote 2), p. 129.
10 Ibid., p. 151 and pp. 152 et seq.
11 Ibid., p. 151 and pp. 157 et seq.
12 Ibid., p. 151 and pp. 163 et seq.
13 Ibid. p. 174.
14 Ibid., p. 178.
15 Ibid., pp. 178 et seq. and p. 181.
16 Ibid. p. 183.
17 Directive 96/9/EC of the European Parliament and of the 

Council of 11 March 1996 on the legal protection of databases, 
OJ L 77 of 27.3.1996, p. 20.

18 Mayer-Schönberger/Cukier, op. cit. (footnote 2), pp. 2 and 179.
19 German Federal Supreme Court (Bundesgerichtshof) of 28 Jan-

uary 2014, case no. VI ZR 156/13.
20 See, e.g., www.groundbreaking-journalism.com/#konferenz.
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Book Review

1 “European Intellectual Property” is a neologism 
composed of elements that were once thought to 
be mutually exclusive. This was due to the principle 
of territoriality, which provided that IP Rights (IPRs) 
were not universal, but limited in effect to the ter-
ritory of the state in which they had been granted. 
This principle stood in direct opposition to the re-
alization of the single market as set out in the Euro-
pean Treaties, as diverging substantive and proce-
dural IP laws in different Member States made free 
trade virtually impossible. 

2 It was not until the coming into force of the Lisbon 
Treaty that the EU obtained comprehensive compe-
tences for the harmonization of substantive and pro-
cedural norms relating to IP (Art. 118 TFEU). Hence 
the EU resorted to a piecemeal approach of harmo-
nization initiatives relating to individual IPRs, which 
were either driven by international law or aimed at 
the removal of quantitative restrictions on imports 
and all measures having equivalent effect within the 
internal market (Art. 34 TFEU). 

3 Thus when speaking of “European Intellectual Prop-
erty”, we refer to a highly ramified, complex frame-
work of international law, EU primary law and spe-
cial IP related Directives and Regulations, which Kur 
& Dreier’s Textbook endeavors to tame. The text is 
primarily aimed at students but also at practitioners 

from the EU and beyond who seek to obtain a fun-
damental understanding of this complex legal field. 

4 The book is divided into nine chapters of consid-
erable length. The first two chapters are introduc-
tory, whereas the third, fourth, fifth and sixth ad-
dress particular intellectual property rights in detail: 
chapter 3 looks at patents, chapter 4 at trademarks, 
chapter 5 at copyright and chapter 6 at plant variety 
rights, geographical indications, industrial design 
and semiconductor topographies. Chapter 7 deals 
with the interplay of intellectual property and com-
petition law, chapter 8 looks at the harmonization 
of EU-wide enforcement measures and chapter nine 
provides an excursus on  jurisdiction and applicable 
law with special regard to the particularities of IPRs.

5  Chapter 1 constitutes a general introduction to the 
nature of intellectual property, the rationale of pro-
tection and the different international legal instru-
ments, including the Paris and Berne Conventions, 
the TRIPS Agreement and the WIPO Copyright Treaty 
(WCT). Further reference is made to different inter-
national developments such as the WIPO Develop-
ment Agenda, the Doha Round and the role of bi-
lateral trade agreements. The chapter ends with an 
excursus on human rights and its ever growing role 
in the EU under the Charter of Fundamental Rights.
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6 Chapter 2 is essentially a summary of the whole book 
touching upon the topics that are later explained in 
detail. It begins with an overview of the development 
of the European Union, its basic treaties, institutions 
and interaction with EFTA and EEA. Subsequently 
the principles of free movement are explained and 
set in relation to the principle of territoriality appli-
cable to IP law. Reference is made to early ECJ case 
law, which became known as parallel import cases 
ranging from Consten and Grundig1 to Deutsche Gram-
mophon2, but also to cases built on the principle of 
“non-discrimination on grounds of nationality”(Art. 
18 TFEU). The following section provides a short in-
troduction to the nature of Directives and Regula-
tions and to the distinctiveness of enhanced cooper-
ation (Art. 20 TEU). Next up, a short overview of the 
current state of EU legislation on IP is given, start-
ing with trademarks, industrial designs, copyright 
and patents, followed by competition law and en-
forcement rules, specifying not only the Enforce-
ment Directive 2004/48/EC, but also the E-commerce 
Directive 2000/31/EC, which regulates the condi-
tions under which ISPs are to be held liable for con-
tent hosted by them. After that brief reference is 
made to the legal framework relating to jurisdiction 
and applicable law, in particular the Brussels I, Rome 
I and Rome II Regulations. The chapter ends with a 
short explanation of the primacy of EU law and the 
interplay of international conventions and EU IP law.

7 Chapter 5 deals with patents in Europe. It starts with 
a historical overview of the objective pursued by 
the grants of patents, i.e. the promotion of techni-
cal progress by rewarding the inventor with an ex-
clusive market position for a number of years, and 
its recent dimensions in light of the information and 
communication technologies. It follows with a short 
overview of the development of patent law in Eu-
rope, discussing the advantages and disadvantages 
of the European patent vis á vis the unitary patent, 
which at the time of printing had not been agreed 
upon yet.3 Also, first reference is made to the Patent 
Cooperation Treaty (PCT) which allows inventors to 
obtain worldwide patent protection by filing an ap-
plication with WIPO, either directly or through a na-
tional receiving office. 

8 The following section explains in great detail the 
legal framework underlying the European patent, 
which is regulated by the European Patent Conven-
tion (EPC) of 1973 and its implementing regulations. 
Accordingly, the EPC constitutes a special agreement 
within the meaning of Article 19 of the Paris Con-
vention designed to centralize patent administra-
tion in Europe. Patent applications are examined 
and granted by the European Patent Office (EPO) in 
Munich. Most importantly, the European patent is 
not a unitary title valid throughout the EPC Mem-
ber States, but a bundle of national rights subject to 
the diverging substantive and procedural national 
laws. Despite the EPC primarily dealing with orga-

nizational and administrative matters, Articles 52-
74 of the EPC are devoted to substantive patent law 
specifying what constitutes patentable subject mat-
ter, types of patents, conditions for protection and 
scope of protection. 

9 This section is highly recommendable for anyone 
wishing to understand the substance and interplay 
of the EPC and the unitary patent created on the 
basis of enhanced cooperation, as the latter will be 
granted as a European patent subject to the provi-
sions of the EPC. 

10 After that, patents relating to specific fields of tech-
nology are discussed; in particular Directive 98/44/
EC (Biotech Directive) designed to harmonize the 
conditions under which patents can be granted in 
the area of biotechnology and genetic engineering. 
The incorporation of the Biotech Directive into the 
Implementing Regulations of the EPC provided the 
ECJ with the right to adjudicate on matters previ-
ously in the sole power of EPO’s independent Boards 
of Appeal. Reference is made to early and latter case 
law that illustrates this shift. Further discussion sur-
rounds the patentability of computer-implemented 
inventions and the failed initiative of the Commis-
sion to establish a Directive harmonizing this area 
of law. 

11 Thereafter a relatively new development in patent 
law is presented: the Supplementary Protection Cer-
tificates for medical products.  Regulation 469/2009/
EC defines EU-wide rules on granting supplementary 
protection certificates. They are designed to com-
pensate the right-holder for the time lapse between 
the filing of the patent application and the grant-
ing of the authorization to put the medical product 
on the market. As such they are able to prolong the 
20-year-long protection period granted under the 
traditional patent framework by five years. 

12 The chapter ends with a short outlook on the devel-
opment of the unitary patent and the Unitary Pat-
ent Court, without, however, having the benefit of 
knowing that Regulations 1257/2012/EU (UPR) and 
1260/2012/EU came into force on 17 December 2012.

13  Chapter 4 deals with trademarks in Europe. It begins 
with a historic overview of the objective pursued by 
trademark protection and clarifies the fundamen-
tal difference of trademarks compared to other IP 
rights: unlike inventions or original works, distinc-
tive signs are not worthy of protection in itself, but 
in their capacity to convey information about the 
origin of goods or services. Thus in order to foster 
competition, it is of utmost importance  that appro-
priation of a trademark as such does not confer on 
its holder a competitive advantage from which oth-
ers are excluded. 
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14 The following section deals with an overview of the 
trademark law framework in Europe, explaining the 
two-tier system consisting of the Trade Mark Direc-
tive (TMC) and Community Trademark Regulation 
(CTMR). Thereafter the administrative procedures 
of the Community Trademark system are explained 
in detail. In this context, short reference is made to 
the possibility of registering trademarks on an inter-
national level under the auspices of WIPO. 

15 Since trademark protection in Europe is harmonized 
to the greatest possible extent,  substantive law pro-
visions relating to the requirements for protection, 
absolute grounds for refusal, relative grounds for re-
fusal, scope of rights and loss of rights  can be found  
in the TMC and the CTMR. As such, the remainder of 
the chapter guides the reader through the substan-
tive law provisions making reference to the respec-
tive decisions of the ECJ where deemed appropriate. 

16 Chapter 5 deals with copyright in Europe. It begins 
with a historic overview of the objective pursued 
by the granting of copyright, which traditionally 
protected original works in the field of literature 
and arts but was later extended to functional and 
investment intensive subject matter such as com-
puter programs and databases. It follows with an 
overview of copyright law in Europe, which until 
recently was of no major economic interest to the 
EU since cross-border exploitation of copyrighted 
work was rather the exception than the rule. This, 
however, changed with the introduction of new pro-
tectable subject matter and the advent of new com-
munication technologies such as cable, satellite and 
most importantly the Internet. It became clear that 
the territorial approach to protection was hindering 
the realization of the internal market and required 
targeted harmonization initiatives. 

17 In this context, the authors present and explain each 
of the seven copyright Directives relating to copy-
right as of September 2012:

• Directive 2009/24/EC (originally published as 
91/250/EEC) – the Computer Programs Directive

• Directive 2006/115/EC on rental and lending 
rights and on certain rights related to copyright  
in the field of intellectual property (originally 
published as 92/100/EEC) – the Rental and Len-
ding Rights Directive

• Directive 93/83/EEC/ on the coordination of cer-
tain rules concerning copyright and rights re-
lated to copyright applicable to satellite broad-
casting and cable retransmission – the Satellite 
and Cable Directive 

• Directive 2006/116/EC on the term of protec-
tion of copyright and certain related rights 
(originally published as 93/98/EEC) – the Term 
Directive 

• Directive 96/6/EC on the legal protection of Da-
tabases – the Database Directive 

• Directive 2001/29/EC on the harmonization of 
certain aspects of copyright and related rights 
in the information society –  the Information So-
ciety or InfoSoc Directive 

• Directive 2001/84/EC on the resale right for the 
benefit of the author of an original work of art – 
the Resale Right Directive 

18 A brief outline is then given on the discussion of 
the proposed orphan works protection, which was 
later implemented on 25 October 2012 as Directive 
2012/28/EU. 

19 As indicated by the authors, further developments 
may soon be expected in relation to the licensing of 
music throughout Europe with the full Parliament 
expected to vote on the proposed Directive on Col-
lection Societies4 (11th July 2012, COM (2012) 372)) on 
24 February 2014.5

20 The following section entails an amalgamation of 
harmonization initiatives launched by the ECJ, which 
although being limited to individual issues, might 
eventually serve as a blueprint for a uniform Eu-
ropean copyright. With this in mind, the authors 
address aspects of the most prominent cases in 
the order in which the different copyright issues 
are usually dealt with in a legislative instrument, 
i.e. different cases are repeatedly discussed under 
headings such as subject matter, conditions of pro-
tection, ownership of rights, exclusive rights, distri-
bution rights, communication to the public, exhaus-
tion, term of protection and technological protection 
measures.

21 This part constitutes an interesting (academic) ex-
ercise, but it may confuse students new to the field 
or the practitioner who would just like to see a con-
cise summary of the effects of the Murphy6 or the In-
fopaq7 case, without having to gather scattered bits 
and pieces or resort to the full judgment.  

22 The chapter ends with an evaluation of the current 
approach of piecemeal harmonization through di-
rectives, discussing the possibility of the intro-
duction of a community copyright which could be 
brought about by the EU under its new powers set 
out in Article 118 TFEU. 

23 Chapter 6 explains in detail adjacent areas of pro-
tection which are of growing relevance in practice 
but do not fit into the scheme provided by the “clas-
sical” IP rights. 

24 The first right presented is that of plant varieties. 
Recognition of a cultivated plant as a variety pro-
vides its breeder with some legal protection called 
“plant breeder’s rights”. These are, however, diffi-
cult to monitor since plants have the natural abil-
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ity to propagate, enabling the buyer to grow more 
of the same. This dilemma is addressed by Regula-
tion 2100/94/EC on Community Plant Variety rights 
(CPVR Reg.).

25 In the following section, the authors provide a con-
cise overview of the main provisions of the CPVR 
Reg. addressing protection requirements, registra-
tion and examination procedures, exclusive rights 
and limitations, including the so-called farmer’s 
privilege. Food for thought is given in the final part 
where possible overlaps with the Biotech Directive 
are identified and discussed. 

26 The second right presented is that of geographical 
indications (GIs). This section begins with  an over-
view of the nature and rationale of protection of geo-
graphical indications, which are not only intended 
to provide consumers with the ability to make in-
formed choices but also to honor and to preserve 
the traditional ways and means of production of lo-
cal specialties. It follows with an overview of the pro-
tection of GIs in the EU, which is now mainly based 
on Regulation 2006/510/EC (foodstuff regulation). Its 
provisions are explained in detail and set in relation 
to non-EU procedures, in particular in the United 
States where protection for GIs is solely obtained 
through registration of collective marks, without 
any substantive examination as to the link between 
the relevant region and the products designated by 
the collective mark. 

27 Next up, a brief insight is given on the interplay of 
GIs and trademarks, followed by a short discourse 
on the relationship of Community GIs vis á vis na-
tional protection systems, which may provide pro-
tection to GIs not concerning food. The section ends 
with a discussion on the interaction of GIs and EU 
primary law referring to particular ECJ cases that 
adjudicated on the alleged negative effect of GIs on 
the free movement of goods.  

28 The third right presented is that of industrial de-
signs. The section begins with a historical overview 
of the development and rationale of protection of in-
dustrial designs, which evolved from simply mask-
ing industrial utility objects to an important form 
of cultural expression. After that, the two-tier pro-
tection framework consisting of Design Directive 
71/1998/EC and the Community Design Regulation 
6/2002/EC (CDR) are explained in detail and set in 
relation to other forms of protection such as trade-
mark law, copyright law and unfair competition law. 
In this context, short reference is made to the spare 
parts debate, in which independent manufacturers 
request that design protection of  crash parts of au-
tomobiles be limited as to not foreclose the second-
ary market in these parts. The section ends with a 
brief outlook on the effects of prohibiting the mar-
keting of particular product appearances based on 

rules of unfair competition law for the free move-
ment of goods. 

29 The fourth right presented is that of semiconduc-
tor topographies, which due to its limited practical 
importance is only touched upon; i.e. the authors 
provide a short background on the development of 
semiconductor topography protection, which was 
triggered by the US Semiconductor Chip Protection 
Act 1984 (SCPA) and its reciprocity clause.  After that, 
the European legal framework consisting of Direc-
tive 87/54/EC is introduced, and its main provisions 
including  requirements for protection, ownership 
of rights, registration requirements, exclusive rights 
and limitations, term of protection and requirement 
of reciprocity are explained and set in relation to 
the SCPA. 

30 Chapter 7 gives a comprehensive insight into the in-
terplay of European intellectual property and com-
petition law. It begins by explaining the fundamen-
tal dilemma: the aim of granting IPRs is to provide 
incentives and further innovation and competition. 
However, the exclusivity of IPRs may under certain 
circumstances be abused by the right-holder, who 
may thus prevent the development of new and in-
novative products. This phenomenon, in turn, may 
clash with the EU’s competition policy set out in Ar-
ticle 101 et seq.TFEU (ex Art. 81, 82).

31 The authors set out to quote the provisions of Ar-
ticles 101 and 102 TFEU and explain their effects in 
relation to IPRs.

32 Then a short excursus is made on the role of the 
Commission as the watchdog of competition in the 
EU before introducing the Technology Transfer 
Block Exemption Regulation (TTBER) and the Block 
Exemption on R&D Agreements (R&DBER), which 
may be invoked to circumvent the restrictions set 
out in Article 101 TFEU if certain conditions are met. 

33 In this context, further reference is made to so-called 
“patent pools”, in which multiple partners come to-
gether to cooperate in the research and develop-
ment of new technologies. In these cases, no restric-
tion of competition will result if the patents included 
are essential and complementary and if licenses are 
granted under fair, reasonable and non-discrimina-
tory terms (“FRAND”).

34 The following section deals with the overlap of IP 
and competition law as adjudicated upon by the ECJ 
starting with cases that arose under Article 101 TFEU 
(ex Art. 81), including Consten and Grundig,8 Ideal Stan-
dard,9 Nungesser,10 Windsurfing International,11 GlaxoS-
mithKline12 and SABAM II.13 Further case law decided 
under Article 102 TFEU is presented, including Volvo 
v. Veng,14 Magill,15 IMS Health16 and Microsoft.17
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35 The remainder of the chapter is dedicated to the le-
gal framework regulating unfair competition, which 
was first anchored in Article 10 bis of the Paris Con-
vention and can now be found in primary commu-
nity law such as Article 34 TFEU (ex Art. 28) inter-
preted by the ECJ in Dassonville,18 Cassis de Dijon,19 Keck 
& Mithouard20 and secondary instruments such as the 
Unfair Commercial Practices Directive 2005/29/EC 
(UCP) and the Misleading and Comparative Advertis-
ing Directive 2006/114/EC, which overlaps to a con-
siderable extent with trademark law.

36 Chapter 8 deals with the harmonization of legal rem-
edies available in cases of intellectual property in-
fringement. It commences with a discourse on the 
dual nature of the term “infringement”, which on 
the one hand might be considered as “business as 
usual” due to the legal uncertainty inherent in the  
fuzzy boundaries characterizing IP rights, and on the 
other hand as piracy and counterfeiting on a com-
mercial scale. The demand for stronger IP rights is 
usually linked to the latter, often forgetting, how-
ever, that stronger repercussions might seriously 
harm the legitimate interests of persons accused of 
(innocent) infringement.

37 It follows with an outline of the legal development 
of sanctions and enforcement measures, which tra-
ditionally lay in the competences of the Members 
States. It was not until the coming into force of TRIPS 
that a comprehensive set of rules of enforcement 
measures, both civil and criminal, substantive and 
procedural, formed part of an international legal in-
strument. Following the TRIPS Agreement, the EU 
amended and extended the Border Measure Regula-
tion 3295/94/EC, which up until then had only dealt 
with trademarks  and copyright as to include patents 
and other IPRs (Regulation 1383/2003/EC) and ad-
opted Directive 2004/48/EC on the enforcement of 
intellectual property rights (the Enforcement Direc-
tive), which harmonizes the civil sanctions available 
to injured right holders.  On p. 441 the authors give 
a fantastic one-stop overview of the latter’s main 
provisions, which are then explained in detail on 
the following pages. 

38 The next section deals with enforcement of IPRs on 
the Internet, outlining the particular difficulties that 
might arise for any right-holder wishing to get hold 
of an alleged infringer. Accordingly, effective en-
forcement does not only depend on jurisdiction and 
applicable law further elaborated in chapter 9, but 
also on the extent to which ISPs could be held liable 
for acts committed whilst using their services. In this 
context, liability of Internet Service Providers (ISP) 
as set out in Directive 2000/31/EC (E-commerce Di-
rective) is explained and illustrated by ECJ case law. 

39 Following on, the enforcement of IPRs as envisaged 
in the Enforcement Directive is set in relation to the 
European Data Protection Framework; e.g. Art. 8 of 

the Enforcement Directive provides a right-holder 
with the right of information against third parties, 
which would prima facie allow a right-holder to re-
quest personal information, e.g. an IP address, from 
an ISP if it were not for the Data Protection Directive 
95/46/EC, which allowed the processing of personal 
data only if the interests and fundamental rights and 
freedoms of the data subject are not violated. Refer-
ences to case law seeking to strike a balance between 
these opposing regimes include Promusicae,21 LSG Ge-
sellschaft zur Wahrnehmung von Leistungsschutzrech-
ten,22 Scarlet Extended,23 SABAM 24 and Bonnier Audio.25

40 Next up is an explanation of the Border Measures 
Regulation 1383/2003/EC, which provides a special 
procedure that facilitates the seizure and disposal of 
all infringing goods at the outer borders of the EU. It 
follows with a short summary of its main provisions 
and a discussion on its effects on goods in transit.

41 The chapter ends with a discourse on the advan-
tages and pitfalls of criminal sanctions as a deter-
rent to intellectual property infringements. In this 
context, reference is made to the Commission’s pro-
posal of a Directive on criminal measures aimed at 
ensuring the enforcement of intellectual property 
rights (COM (2005) 276 Final), which met with fierce 
resistance from academic circles and was eventually 
abandoned. Nevertheless, the provisions rejected in 
that proposal were raked up in the Anti-Counterfeit-
ing Trade Agreement (ACTA), which had the objec-
tive of enhancing international enforcement over 
and above existing legislative provisions (TRIPS + 
approach). At the time of printing, the Commission 
had referred ACTA to the ECJ, asking whether it was 
compatible with Community law, in particular with 
the Charter of Fundamental Rights. The Commission 
had hoped to reinstitute the failed ratification pro-
cess before the European Parliament had the ver-
dict been positive. However, at the time of writing, 
we have the benefit of knowing that the Commis-
sion has withdrawn its referral to the ECJ in Decem-
ber 2012, meaning that ACTA will definitely never 
become good law in the EU. This makes ratification 
in the individual Member States also highly unlikely. 
The last pages of this chapter thus provide a historic 
overview on the effects of ACTA on civil remedies, 
border measures, ISP liability and criminal sanctions, 
had the current version of the text come into force.  

42 Chapter 9 deals with questions of jurisdiction and 
applicable law (private international law), which be-
come relevant when cross-border claims for intel-
lectual property infringement are raised or when 
claims are derived from contracts to which a for-
eign law applies. In these cases it has to be deter-
mined whether the court seized is actually compe-
tent to hear the case and which law is to be applied 
to the proceedings. The relevant legal framework 
presented and discussed in this context are predom-
inantly Regulation 44/2001/EC on Jurisdiction and 
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the Recognition and Enforcement of Judgments in 
civil and commercial matters, Regulation 593/2008/
EC on the Law applicable on contractual obligations 
(Rome I) and Regulation 864/2007 on the Law ap-
plicable to non-contractual obligations (Rome II). 
Some international and secondary community in-
struments on IPRs do, however, contain their own 
specific provisions on jurisdiction and procedures, 
e.g. the European Patent Convention, the Unitary 
Patent Framework, the Community Trademark Reg-
ulation and the Community Design Directive, which 
need to be taken into account when applicable. 

43 The chapter finishes with an overview on interna-
tional, non-governmental harmonization efforts 
such as the ALI and CLIP principles, which may serve 
as blueprints for an internationally harmonized ap-
proach concerning the unanswered questions of IPRs 
under private international law.

44 To summarize, we can say that the book is a laudable 
endeavor, which has the ambition of explaining ev-
ery aspect of European intellectual property law, and 
as such to provide its reader with a true understand-
ing of the different regimes that come together in 
this field.  It is worth pointing out, however, that due 
to the sheer volume of legislation and case law that 
is constantly produced in this area, some parts of the 
book may already be regarded as historic. However, 
this should not prevent the authors from continu-
ing with this wonderful project and providing reg-
ularly updated versions.
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