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Abstract:
The coordination between territoriality restricted intellectual property rights and the
potential global reach of Internet activities has been
the focus of significant attention in recent years. The
liability of Internet intermediaries offering potentially
global services that may facilitate infringements of
intellectual property rights by others in multiple
countries poses a particular challenge in that regard.

At a substantive law level, significant differences remain between jurisdictions regarding secondary liability for intellectual property rights infringements
and safe harbor provisions for Internet intermediaries. The present article discusses the conflict of laws
aspects of the liability of Internet intermediaries in
light of the recent international efforts to adopt soft
law provisions on intellectual property and private international law.
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A. Introduction
1

3

of under what circumstances they may be held liable in connection with the activities of the users
of their services and the possibility to bring claims
against the intermediaries themselves, has become
a crucial issue for the protection of IP on the Internet. In this context the relevant activities enabling
IP infringements may also include the distribution
of tools such as software that may be used to carry
out allegedly infringing activities in particular with
regard to peer-to-peer file sharing or the circumvention of technical protection measures.

The concept of Internet intermediaries is broad,
comprising providers of many different activities,
facilities and services that enable others to take full
advantage of the Internet and information society
services. Intermediaries provide access to communication networks, services related to the transmission of information in such networks, hosting
services (including cloud-based services, social networking sites, auction sites, blogging sites and other
platforms that enable users to post contents), hyperlinks and search engines, and more. To the extent that the activities, facilities and services provided by intermediaries may result in infringements
of intellectual property (IP) and may especially support or facilitate infringements by others, the liability of Internet intermediaries, the determination

2
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Current developments regarding IP infringement
disputes in the Internet illustrate the importance of
claims against intermediaries.1 Even in situations in
which intermediaries may not be held liable as direct nor secondary infringers they may be required
by a court or authority to terminate or prevent an

2012

Internet Intermediaries and the Law Applicable to Intellectual Property Infringements
infringement, and intermediaries may also play a decisive role in implementing procedures for the removal or disabling of access to infringing content.2
In practice, IP rightholders may have a particular interest in bringing claims against Internet intermediaries. Among the reasons for such an interest are
that intermediaries are in a position to block access
to the damaging content,3 remove it from their services,4 and prevent the infringement in the future.5
Additionally, intermediaries have information that
can locate direct infringers, in particular when such
infringers are users of their services. If damages are
sought by the rightholder, the fact that intermediaries usually have more financial means than individual users becomes very relevant, and it is much
more cost efficient to sue an intermediary than a
multiplicity of alleged individual infringers who may
be scattered around the world.
3

EU, Articles 12 to 15 of the Directive on electronic
commerce basically establish that certain situations
cannot give rise to intermediaries’ liability since the
main purpose of those provisions is to restrict the situations in which intermediaries may be held liable
pursuant to the applicable national law.9 The two basic international models are the U.S. Digital Millennium Copyright Act (DMCA)10 and the EU Directive.
Both encompass important similarities since the Directive used the DMCA as a reference on this issue.

In sharp contrast with the evolution of Internet law
in most major industrialized countries that have adopted specific provisions regarding the (non) liability of Internet intermediaries, the position of intermediaries has not been the subject of a similar
attention from the perspective of private international law.6 However, the activities and services of
those intermediaries having a potentially global reach or impact pose particular challenges from the
perspective of private international law.7 Therefore,
this area seems of special interest when discussing
how private international law should evolve in order to more efficiently adjudicate disputes arising
out of situations involving the cross-border use of IP
protected content. In this context the Committee of
Intellectual Property and Private International Law
of the International Law Association has singled out
the particular interest of this topic. This paper focuses on choice of law considerations regarding alleged infringements carried out through the Internet
and the position of intermediaries.

B. Comparative perspectives
4

3

From a substantive law perspective it is remarkable
that significant differences exist concerning to what
extent Internet intermediaries are to be held liable
for the activities of third parties. Only some jurisdictions recognize secondary liability for IP rights
infringement and even among those jurisdictions
different approaches prevail as to the conditions to
impose with such liability. Indeed, substantive law
standards differ in this regard from country to country and significant uncertainty remains over international standards for secondary liability and the
delimitation between direct and indirect infringement.8 Moreover, through the expansion of the Internet, many jurisdictions have witnessed the adoption of specific provisions regarding the immunity
or limited liability of Internet intermediaries. In the
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It is noteworthy that these two basic regimes have
influenced the adoption of similar provisions in a
number of jurisdictions, and provisions on immunities for Internet intermediaries have even been
included in free trade agreements’ intellectual property chapters concluded by the US and the EU. However, many countries lack specific provisions on
the liability of intermediaries,11 and differences remain regarding the complex issue of secondary liability and safe harbor immunities even between jurisdictions that have rules that were partly based on
common foundations.12 Both the EU E-Commerce Directive and the U.S. DMCA are intended to exclude
liability for intermediaries unless they have actual
knowledge of facts or circumstances indicating illegal activity and failed to react. However, in the
U.S., “safe harbor” provisions on intermediary liability do not have a horizontal nature,13 contrary to
the situation in the EU where the rules cover both
civil and criminal liability regardless of the subject
matter concerned. Although the provisions of the
DMCA and those of the E-Commerce Directive present significant similarities, substantive differences
remain, in particular, due to the DMCA’s more detailed provisions, such as those regarding the system of notice-and-takedown.

6

Additionally, this is an evolving subject in which a
significant level of uncertainty remains in the interpretation of substantive law. For instance, technological evolution and transformation of business
models have influenced a shift in some jurisdictions,
favoring a more active-preventive approach.14 The
areas most affected by such uncertainties include the
application of the liability exemptions to linking sites and search engines, the level of knowledge to establish liability, whether certain services based on
the distribution of user-generated content may require a certain level of prior monitoring or the interaction between the immunities and the obligations imposed on intermediaries under the various
models for graduated response.15 In particular within the EU, further clarification seems to be required as to the activities and providers covered and
the material conditions necessary to benefit from
the exemptions set out in the E-Commerce Directive’s Articles 12 to 14; the implementation of notice
and take down procedures; and implications of Article 15 that prevents Member States from imposing
a monitoring obligation of a general nature.16 This is
2012
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also an area in which the scope of enforcement of IP
rights must especially be balanced against the protection of other fundamental rights, and hence basic
values and policies that are part of national (or European) public policy may become determinative. The
case law of the ECJ17 illustrates to what extent injunctions imposed on intermediaries – such as those resulting in preventive monitoring, content filtering
or website blocking and those implementing models
for graduated response that may restrict users access to the Internet18 - may infringe the fundamental freedom to conduct a business enjoyed by intermediaries and may also violate some fundamental
rights of the users, namely their right to protection
of their personal data19 and their freedom to receive
or convey information.
7

8

3

ability limitations benefiting online service providers that were inspired by the basic features of the
DMCA and the E-Commerce Directive, although not
without some changes.26 Nevertheless, the final text
of the Agreement, even if remaining very much focused on fighting infringement in the digital environment, does not include liability exemption provisions for Internet intermediaries.
9

In order to achieve a high level of simplification facilitating intermediaries to operate in a global marketplace and all other stakeholders to better protect
their rights or avoid liabilities, a substantial legal
approach based on an international consensus at the
substantive level seems to guarantee the required level of simplification better than an approach that establishes common private international law rules.20
A harmonized and predictable international legal
framework would favor the development of global
markets for the use of digital content. The increasing reliance by governments on intermediaries to
ensure law enforcement online is an additional factor when advocating further international coordination to overcome the difficulties posed to intermediaries under multiple conflicting laws.21 Therefore
the issue arises as to what extent the preferable option should be to draft model substantive law provisions, covering the elements of indirect Internet
intermediary liability and the exceptions to such liability. The development of balanced, model substantive provisions could have a significant harmonizing effect at the international level in light of the
absence of specific regulations in many countries
and the need for further clarification in others (such
as in connection with the E-Commerce Directive).
In fact, efforts to develop international substantive
standards by private organizations involving stakeholders started long ago.22

Given the particular difficulties posed by the creation of differing substantive international standards on secondary liability and the absence of international consensus as far as regulatory details are
concerned, conflict of laws provisions should be of
paramount importance when trying to improve predictability and legal certainty. Moreover, given the
complexity of this subject, international harmonization of basic principles would not mean full unification of legal systems so applicable law issues will
continue to play a significant role. Although international jurisdiction falls outside the scope of this paper, the increasing trend to allow the consolidation
of multistate infringement claims before a single
court27 reinforces the practical importance of applicable law issues regarding Internet intermediaries. The extraterritorial effect of measures against
intermediaries and the enforcement of such measures abroad are also of particular interest here. The
use of ubiquitous media creates uncertainties as to
the scope of actions against IP infringements, for
example, concerning damages or the scope of injunctions ordering a party to desist. Coexistence in
the Internet between different national IP rights can
only be achieved if injunctions are limited within the
scope of the jurisdiction of the rendering court and
to what is necessary to exclude significant negative
commercial effects on the territories covered by the
infringed IP rights.

C. Applicable law to the liability
of Internet intermediaries:
general rule on indirect
or secondary liability
10 From a comparative perspective, it has become generally accepted that the law applicable to indirect
or secondary liability is the law that governs the
main infringement. Potential liability of intermediaries linked to the activities of the users of their services, for instance with respect to the information
stored in their servers and services, can be considered an issue concerning the determination of persons who may be held liable for acts performed by
another person. In the EU, under the Rome II Regulation28, the law applicable to a non-contractual obligation arising from an infringement of an IP right
in accordance with Article 8(1) also governs the determination of persons who may be held liable for

However the interest and potential benefits of developing common substantive standards for secondary liability contrast sharply with the almost
complete lack of progress in this field by the international organizations active in creating uniform
provisions regarding intellectual property (such as
WIPO and WTO) or electronic commerce (UNCITRAL).23 Substantive harmonization concerning the
liability of Internet intermediaries have been the
focus of particular attention in the recent negotiations leading to the conclusion of the Anti-Counterfeiting Trade Agreement (ACTA).24 The draft of the
Agreement made public in April 201025 contained in
Article 2.18 paragraph 3 two alternative texts on li352
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acts performed by them - Article 15(a) - and liability
for the acts of another person - Article 15(d).29 Article 15 reflects a trend to favor the application of the
same law to all issues related to a non-contractual
obligation to promote legal certainty and uniformity, which are basic goals of EU instruments in the
field of private international law. Therefore, with regard to a non-contractual obligation arising from an
infringement of an IP right the law of the country
for which protection is claimed is determinative to
establish both direct and indirect or secondary liability under the Rome II regime.30 In the absence of
specific provisions, the law of the country for which
protection is claimed applies to determine the liability of Internet service providers arising from an infringement of an intellectual property right including the limitations or exemptions from liability for
Internet intermediaries.31 Furthermore, according to
Article 15(d) Rome II Regulation the law applicable
to the infringement governs “the measures which
a court may take to prevent or terminate injury or
damage” although “within the limits of powers conferred on the court by its procedural law.” Delimitation between the scope of application of the law applicable to the infringement and the procedural law
of the lex fori32 may raise particular difficulties with
regard to the measures that can be adopted against
intermediaries.

legedly infringes IP rights in its territory.37 As a result of the Internet’s global reach, to the extent that
from the design and functioning of a web site do
not result that its addressees are limited to certain
markets, the finding may prevail in many situations
that the site produces substantial effects in a significant number of countries. Due to the contrast between the territorial fragmentation resulting from
the lex loci protectionis approach and the global offering by many intermediaries of services provided
to users in numerous countries around the world, a
special risk has been identified that intermediaries
may have to bear excessive legal uncertainties regarding their liability.38
13 With a view to control legal risks, intermediaries
may be forced to adapt their business models to reduce the exposure to liability in the light of the multiple applicable laws, for instance when assessing
to what extent they have a duty to act to prevent
or stop illegal activities, and whether they are required to implement prior filtering with respect to
certain illegal contents in addition to notice and takedown procedures. Therefore, subjecting the liability of intermediaries to the laws of each country of
protection has been criticized as a potential source
of unfair and unpredictable results.39 In this context
the idea has been advocated of establishing a special
choice of law rule providing an exception to the lex
loci protectionis with regard to the provision of services that enable service recipients to carry out infringing activities but are clearly detached from the
service provider, in particular, in cases in which a
third party uses the services of Internet intermediaries to infringe IP.

11 In the U.S., a similar trend may be identified with regard to the law applicable to secondary liability as
illustrated by the ALI Principles’ approach. Under §
301, the law that governs the determination of infringement not only establishes direct infringement
but also determines to what extent activities facilitating infringement may be regarded as infringement.33 Therefore, a court should apply the laws of
each jurisdiction in which infringements are alleged
– in conjunction with § 321, which applies to ubiquitous infringements - regardless of the fact that in
some countries the relevant activities may be considered direct infringement, while in others they are
considered secondary infringement.34

D. The search for a single law:
Article 3:604 CLIP Principles
14 Article 3:604 CLIP Principles introduces an innovative and detailed provision aimed at enabling the
application of a single law in those situations. This
approach is linked to the view that the traditional
mosaic requiring intermediaries to adapt their global services to many different national laws may
result in excessive territorialisation of the Internet and cause excessive costs to such intermediaries whose activities benefit from specific exemptions from liability at the substantive law level in
many jurisdictions.40 Furthermore, a so-called autonomous tort approach to determine the law applicable to secondary liability has been proposed as
a means to better reflect the specific policies involved in the regulation of contributory infringement
claims, such as the development of new business models and technological innovation.41 User privacy,
access to information, and freedom of expression
seem also of particular significance in this regard.
The rationale for derogating the application of the

12 Recourse to the lex loci protectionis to determine what
law applies to the liability of Internet intermediaries
may pose special difficulties particularly in those
situations in which intermediaries offer their online services globally. The coordination between the
system of territorially limited intellectual property
rights and the ubiquitous reach of the Internet demands a reassessment of principles that may lead to
the application of a multiplicity of national laws to
Internet activities.35 The lex loci protectionis rule leads
usually to the distributive application of a plurality
of laws with respect to activities performed through
the Internet even if applied in light of the so-called
principle of proportionality36 to achieve a reasonable balance between the territoriality of IP rights
and the Internet’s global reach. The law of each protecting country applies inasmuch as the activity al3
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E. Concerns raised by a special
single law approach with
regard to intermediaries

law of the protecting country in these situations is
connected to the idea that since intermediaries may
not be aware of the acts committed and the contents
disseminated by the users of their global services, it
may be inappropriate to subject their liability to the
law of each protecting country in circumstances in
which it could become excessively burdensome or
even impossible for them to identify the requirements of all the laws that might apply.42 Application
of one single law would provide a secure and stable
legal framework to intermediaries offering neutral
services at global scale. Article 3:604 CLIP Principles
can be deemed as favoring, in principle, the position
and interests of Internet intermediaries since it facilitates the efficient operation of their services to the
extent that their activities would not be governed by
a large number of different laws depending on the
location of the main infringements. Nevertheless,
the single applicable law by virtue of that provision
may be the law of a State which is not particularly
favorable to the interests of the intermediary involved. The search for legal certainty in this context
is also intended to benefit persons seeking redress
from intermediaries, since it favors the determination of the legal system that governs the intermediary’s liability if proceedings are brought against the
intermediary.43

16 Article 3:604 (1) CLIP Principles represents an innovation both with regard to current Private International Law within the EU and with respect to
other proposals since the ALI Principles, the Transparency Project and the Joint Korean Japanese Principles have not created specific choice of law provisions for indirect or secondary liability or to address
the law applicable to exclusions and limitations of
intermediary liability. Given the truly innovative nature of Article 3:604(1) and the evolving nature of its
subject matter, a number of issues seem to deserve
special attention when discussing how to proceed
with the creation of international standards on intermediary liability that deviate from the traditional lex loci protectionis principle.
17 The distinction between secondary or indirect liability and direct infringement may be uncertain
in many situations since characterization of certain
conducts – such as preparatory acts - as direct or
contributory infringements may vary significantly
among States.45 Furthermore, under substantive law,
secondary liability is in many jurisdictions inextricably linked to direct infringement. In these circumstances recourse to a specific conflict of laws provision restricted to the liability of intermediaries may
result in the introduction of additional uncertainty
and complexity when compared to the general criterion leading to the application of the lex loci protectionis both to direct and secondary liability. Such
risk becomes particularly clear with regard to situations in which a defendant is sued both under direct
and secondary liability. Moreover, a deviation from
the general rule that the law applicable to the liability covers also the issue of determining who may be
held liable and the extent of their liability may raise
additional doubts if limited to IP infringements from
the perspective of those jurisdictions having horizontal provisions – not limited to IP infringements
- on the intermediary liability (such as Arts. 12 to 14
of the E-Commerce Directive).

15 Although Article 3:604(1) CLIP Principles reaffirms
the basic rule by establishing that “the law applicable to liability based upon acts or conduct that induce, contribute to or further an infringement is the
same as the law applicable to that infringement”, under Article 3:604(2) one single law may be applied
to certain types of secondary infringements in the
case of providers of facilities or services “that are capable of being used for infringing and non-infringing
purposes by a multitude of users without intervention of the person offering or rendering the facilities
or services in relation to the individual acts resulting in infringement.” Only neutral and fully automated processes or services in which the provider
exercises no control over the alleged direct infringer’s specific activities are covered by this exceptional provision. Additionally, Article 3:604(3) establishes a unique minimum substantive standard. The
single law determined in accordance with paragraph
2 is only applicable if it provides, at least, liability for
failure to react in case of actual knowledge of a primary infringement or, in the case of a manifest infringement and liability, for active inducement. The
exceptional provision of paragraph 2 leading to the
application of a single law does not cover claims relating to information on the identity and the activities of primary infringers, since the inclusion of a
specific rule on the law applicable to the intermediary liability should not undermine the possibility
of proceeding against the direct infringer under the
respective lex loci protectionis.44

3

18 A specific conflict of laws rule for intermediaries
could also pose very complex characterization issues
with regard to the determination of its beneficiaries.
In particular, applicability of the specific rule established in Article 3:604(2) CLIP Principles is limited to
situations in which intermediaries provide facilities
or services that users use to infringe “without intervention of the person offering or rendering the facilities or services in relation to the individual acts resulting in infringement.” Classification of a situation
as falling or not within that category may be particularly difficult and hence add complexity to how the
choice of law rules function. The evolution of the Internet has led to a situation in which identifying cer354
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tain providers as merely passive or neutral intermediaries – such as those covered by the mere conduit
provision or the traditional ISPs acting as hosting
providers - has become more complex particularly
in the light of the boom of user-generated content
sites and other innovative services.46 From the substantive law perspective, it is noteworthy the difficulties found in practice to determine the extent that
information society providers qualify as hosting providers covered by the liability limitation established
in E-Commerce Directive’s Article 1447 and the national laws implementing that provision.48 The need
to carry out a similar delimitation task as a prerequisite to apply a special conflict of laws rule on intermediary liability seems to be a factor of complexity and uncertainty.

the service is very popular also in sixty other countries no one in those other countries is interested
in that film. A key issue to determine if the service
provider may be held liable with respect to the infringement of copyright in Denmark is the standard
of diligence applicable to establish if the provider is
aware of the infringement (or had knowledge of the
activity or information in the terms of Article 14 of
the E-Commerce Directive). Additionally, under Article 14, the limitation of liability does not prevent
courts from ordering the intermediary to remove the
infringing content. In this context the question may
arise: Should the Danish court in such a case disregard Danish law (lex loci protectionis) implementing
Article 14 of the e-Commerce Directive and apply
the law of the centre of gravity to determine the relevant standard of diligence applicable to that provider with respect to the copyright infringement in
Denmark? It can be noted that the service is “very
popular” in Denmark and the service provider benefits from it (because in practice Denmark will be
a relevant market for his advertising services) and
it is not rare that users use the service to post content addressed to Danish Internet users. In cases such
as this, it can be argued that the appropriate approach would be to subject the liability of the intermediary and the possibility to adopt measures against
him referred to Denmark not to the law of the country of the centre of gravity, but to Danish law (law of
the country of protection) even if the service concerned is provided at a global level from the place
where such centre of gravity is located.

19 Additional difficulties may arise when establishing
and applying connecting factors intended to determine a single applicable law to multistate infringements.49 The connecting factor used in Article
3:604(2) CLIP Principles is intended to lead typically
to the law having the closest connection with the infringement-enabling activities. It refers to the law
of the State where the centre of gravity of the activities of the provider relating to those facilities or
services is located. In order to determine where the
“centre of gravity” of the service provider pleading
for the application of one single law is located, Article 3:604(2) does not establish a closed list of factors
but favors an approach that allows courts to consider all circumstances of the case. Such an approach
seems respectful with the principle of proximity but
may pose difficulties from the perspective of legal
certainty and uniform application of the provision.

22 The illustration shows that alleged IP infringements
resulting from the use of intermediary services may
produce significant effects only in a limited number of countries regardless of the global reach of
the intermediary services used, such as the platform where the file is uploaded and made available
to third parties by the alleged infringer. In these situations, the idea of subjecting intermediary liability, or in general secondary liability claims, to a law
other than the law of the country of protection that
governs the infringement seems hard to accept from
the perspective of the affected country to the extent
that it would exclude the liability of a person liable
for the infringement under the law of protection, or
it would exclude the possibility to order an intermediary to terminate or prevent an infringement even
if he is subject to such orders under the law of protection in those situations where he is not directly
liable under such law.50

20 Although some intermediaries provide their services
and facilities on a global scale it is not rare that even
in those situations the possible liability of the intermediary or the possibility to require the intermediary to terminate or prevent an infringement appear closely connected to conducts of their users
that only have an impact on a geographically limited
area. For instance, users tend to make use of global
hosting services – such as social networks - to post
and make available contents that in practice may
have substantial repercussion in a limited number
of jurisdictions (not rarely, in only one) and in those
circumstances non-application of the lex loci protectionis with regard to intermediary liability, even if the
service used is provided at a global level, may raise
special concerns. To assess possible risks the following situation may be considered.

F. Significance of the special rules
on the law applicable to socalled ubiquitous infringements

21 In a user-generated content service site based in the
U.S. a user uploads illegally some parts of a Danish
film. A claim is brought before the Danish courts by
the rightholder requiring the intermediary to remove the content. A significant number of users in
Denmark have downloaded the film by using the service since it is very popular in Denmark. Although
3

23 In the light of the content of both the ALI Principles and the CLIP Principles the interaction bet355
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ween the specific provisions on secondary infringements and the rules on ubiquitous infringements
deserves special attention in this context. Article
3:604(2) CLIP Principles have a similar structure to
Article 3:603 CLIP Principles on ubiquitous infringement and both provisions share some goals although
they may be influenced by different policy considerations. Both provisions allow courts to derogate the
general lex loci protectionis rule in order to replace the
application of a multitude of laws by the law of closest connection However, they have different scopes
since Article 3:604(2) also applies to conduct which
is not ubiquitous in coherence with its intended aim
of increasing legal certainty for service providers acting on an international (not necessarily ubiquitous)
scale. Additionally, the specific provision on ubiquitous infringement of Article 3:603 has a restrictive
scope of application since it only covers transmissions that arguably lead to infringement in each State
where the signals by which the content is communicated can be received. In fact a common feature to
all four projects formulating soft law principles on
Intellectual Property and Private International Law
in recent years is the proposal of a special conflict
of laws rule for so-called ubiquitous infringements,
but only the CLIP Principles envisage a specific conflicts of laws rules on secondary liability. In particular, exceptional provisions making the application
of a single law to IP infringements possible in certain ubiquitous situations are advocated by the ALI
(§ 321), the European Max Planck CLIP Group (Article 3:603)51 and also by the Japanese Transparency
Project (Article 302) and the Joint Japanese Korean
Principles (Art. 306). All four proposals for a special
conflict of laws provision for ubiquitous infringement are based on the idea that although such infringements are multinational, it is appropriate to
single out one or several countries having the closest
connection with the infringement in order to avoid
the complexity resulting from the distributive application of the law of each country for which protection is claimed.

vision on the law applicable to secondary liability,
in contrast with the situation in the ALI Principles,
seems influenced by the fact that under the CLIP
Principles the exceptional provision on ubiquitous
infringement that allows courts to derogate from
the general lex loci protectionis rule has a much more
restrictive scope of application than the similar ALI
Principles provision. Also, Article 306 of the Joint Japanese-Korean Principles that covers infringements
that occur “in unspecific and multiple states” and
Article 302(1) of the Transparency Proposal on ubiquitous infringements, have a broader scope of application than Article 3:603 CLIP Principles. Article
3:603 only applies if the alleged infringement itself
is ubiquitous. For an infringement to qualify as ubiquitous it is required under Article 3:603 that the
transmission of content through a ubiquitous medium such as the Internet must arguably lead to infringement in each State where the signals can be
received. Such a strict understanding of the notion
of ubiquitous infringement in the CLIP Principles
reflects the option for a model more respectful to
the territorial character of IP rights and the arguments against a hasty abandonment of territoriality.53 Such an approach restricts in practice the application of Article 3:603 to copyright and related
rights and only exceptionally to trademarks.54 Hence
many situations of multistate infringements covered
by§ 321(2) ALI Principles are left outside Article 3:603
CLIP Principles.
25 The factors used to determine the single applicable
law in § 321(2) seem to be more flexible, less predictable and more in favor of the rightholder than the
CLIP Principles. As already noted, the relevant provision of the ALI Principles that establish the country or countries with close connections to the dispute refers to the residence or business activities of
both parties but also to the investment of the parties and the principal markets. By contrast, under
Article 3:603(2), the location of the alleged infringer receives special attention as a relevant factor.55
In practice, the tendency of courts to apply forum
law may facilitate a finding that the law with the closest connection is forum law. Article 306 of the Joint
Japanese-Korean Principles uses similar factors than
those referred to in Article 3:603 to determine “the
state that has the closest connection” with regard to
infringements that occur “in unspecific and multiple states.” The Japanese Transparency Proposal adopts a different approach to determine the single law
applicable to ubiquitous infringement. According to
Article 302(1), ubiquitous infringements “shall be the
law of the place where the results of the exploitation
of intellectual property are or are to be maximized,”
that is to be determined by regarding to the quantity of exploitation.56

24 Indeed, § 321 ALI Principles includes certain exceptions to the normal application of the basic conflict
of laws rules on IP infringements. Those basic rules
are established in § 301, which is founded on territoriality and requires the competent court to apply
the laws of each affected State to the part of the infringement that take place within each State’s borders. As an exception, § 321 allows the competent
court to apply in cases of ubiquitous infringements
of IP rights only the law or laws of the State or States
with close connections to the dispute. Additionally
that provision lists several factors that may be relevant to determine the close connection: residence of
the parties; the place where the parties’ relationship
is centered; the extent of the activities and the investment of the parties; and the principal markets
toward which the parties directed their activities.52
The inclusion in the CLIP Principles of a special pro3

26 Even without the inclusion of a special provision that
deals with the law applicable to secondary infringement or the position of Internet intermediaries, the
356
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ALI Principles, as well as the Transparency Proposal
and the Joint Japanese-Korean Principles may also
lead to the application of a single law with regard to
the secondary liability arising out of the multistate
activities of Internet intermediaries. Application of
a single law (or a small group of laws) to the activities of intermediaries may result from § 321 ALI
Principles on ubiquitous infringement, which has a
broader scope of application than the CLIP Principles’ provision on ubiquitous infringement.57 Notwithstanding this, concerns have been raised about
the need to supplement the list of connecting factors contained in § 321 to better accommodate secondary infringement claims.58 However this approach raises, in some aspects, similar concerns as those
posed by Article 3:604(2) CLIP Principles, such as the
possible uncertainties related to the interpretation
of the connecting factor.59 Regardless, the reference
to “the State or States with close connections to the
dispute” as a connecting factor in § 321 ALI Principles provides the opportunity to establish that the
laws of more than one State are applicable. Such an
approach could be appropriate to deal with activities carried out through the Internet that produce
significant effects in a number of countries, to the
extent that it allows for the distributive application
of all those laws.

linked with having recourse to different conflict of
laws rules for primary and secondary liability. However, it could also generate concerns to the extent
that it would amount to a broad derogation of the
lex loci protectionis rule with respect to secondary liability for IP infringements.
28 The basic rationale underlying a special conflict of
laws rule concerning secondary liability for Internet IP infringements is simplification. Its goal is to
avoid the difficulties arising out of the simultaneous
application of a plurality of laws to globally-provided services. In this context an assessment of the
interaction between the global scope of certain services provided by intermediaries and the expansion
of technologies that enable the adoption of reliable territorial restrictions61 and the implementation
of territorially restricted injunctions seems to be of
great practical importance. Geo-location of users is
also of great relevance for Internet intermediaries
to earn advertising revenues. Advertising is typically adapted to the place from where the user accesses the service. To the extent that global intermediaries may also adapt their services to comply
with the different legal standards of the different
territories (as illustrated, for instance, by the policies implemented by global microblogging sites that
allow them to remove or block content only for specific jurisdictions), the idea that in connection with
IP infringements lex loci protectionis should be especially abandoned with respect to the provision of intermediary services should perhaps be revisited, in
particular in light of the idea that such services are
used frequently to post and make available contents
that in practice may have substantial repercussion
in a limited number of jurisdictions (not rarely, only
one). It seems that in those circumstances the burden of complying with local laws as a consequence
of providing services offered to all those jurisdictions should not be overemphasized with regard to
intermediaries to the extent that they have the means to implement technologies that enable territorial restrictions, and if needed they can design and
provide a service to have substantial effects only in
certain countries.

27 In sum, as far as the secondary or indirect liability
of Internet intermediaries for IP infringements is
concerned, the proposed model rules offer two different approaches. One is based on the adoption of
a special conflict of laws rule with regard to the liability resulting form certain activities of those intermediaries. Such a rule leads to the application of
a single law and avoids intermediaries being subject
to a multitude of laws. The other approach seems
more aligned with the traditional view that the law
applicable to the infringement also governs the determination of the persons to be liable, both directly and indirectly, including secondary liability. Under such a model no special rule for intermediaries is
proposed. However, under this second approach Internet intermediaries providing their services or facilities in many countries may also not be subject to
the general lex loci protectionis principle and mosaic
rule. Internet intermediaries are also subject to the
provision on the law applicable to ubiquitous infringement that has a broad scope of application. This
second approach is influenced by the broader derogation of the basic lex loci protectionis rule resulting
from the ubiquitous infringements provision. The
implementation of such a rule in future international or national legislative instruments may be controversial given the close connection between the
lex loci protectionis rule and the principle of territoriality of IP rights and its implications for legal sovereignty.60 On the other hand, the approach based
on drafting a special choice-of-law provision with regard to intermediaries may raise doubts in connection with the rationale and additional uncertainties
3

G. Conclusion
29 The liability of Internet intermediaries has been
identified as an area that requires specific substantive laws as illustrated, among others, by the safe
harbor provisions of the DMCA in the U.S. and the
limitations of the E- Commerce Directive in the EU.
However, in this area significant divergences remain between legal systems, and applicable law issues have become of great practical importance in
particular when multistate infringement claims are
consolidated before a single court. Given the multinational and even global scope of the activities of in-
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termediaries, concerns have been raised about the
burden and unpredictability of subjecting the intermediary liability to the law of each country of protection, which results from the general approach
that the law applicable to indirect or secondary liability is the law that governs the main infringement.
Article 3:604(1) CLIP Principles contains an innovative provision derogating from such an approach in
some cases to favor the application of a single law to
the activities of Internet intermediaries. A number of
issues concerning a provision like that could require
further discussion on things such as the scope of the
beneficiaries and the determination of the connecting factor that makes possible the application of a
single law. Under the ALI and other sets of Principles, recourse to a single law with regard to Internet
intermediaries can also be the result of the application of the specific provisions on ubiquitous infringement without abandoning the traditional view
that the law applicable to the infringement also governs secondary liability. The assessment of the interaction between a specific provision on secondary
infringements and the rules on ubiquitous infringements in the light of the applicability of the latter
to the activities of intermediaries is necessary to determine if a new proposal would be appropriate and
what approach should be taken among the possible
alternatives. Beyond conflict of laws, another option
to improve legal certainty would be the creation of
model substantive law provisions in this field that
could contribute to international harmonization in
an area where such a development seems especially
necessary. Nevertheless, experience shows that uniformity at a substantive law level is harder to achieve
than in the field of private international law and that
international harmonization covering some basic
principles in this area would not mean full unification of legal systems, and hence the need to determine the applicable law would remain.
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