Internet Service Provider Liability

Internet Service Provider Liability
The Swiss Perspective
by Rolf H. Weber, Zürich
Prof., Dr. iur., Director Center for Information and Communication Law, University Zurich, Visiting Professor
University Honkong

Abstract:
Switzerland does not have a concrete legal framework dealing with rights and obligations of ISPs; however, legal doctrine and practice
apply similar principles as stated in the E-Commerce
Directive of the EU.
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A. Introduction
1

1

As an introductory remark, the following two related observations can be made: (1) Switzerland does
not have a concrete legal framework dealing with Internet Service Provider (ISP) liability; and (2) Switzerland has not and most likely will not take over
the corresponding provisions of the EU E-Commerce
Directive of June 2000.1 The Swiss Minister of Justice presented proposals for a possible revision of
the Swiss Code of Obligations in 2001 encompassing
rules on electronic contracting, on distance selling
requirements and on ISP liability; whereas the proposals related to the electronic contracting have remained uncontested, particularly the proposals on
the distance selling framework and also on ISP lia�����������������������������������������������������action consisted in a “calming down” of the debate;
afterwards, the subsequent Minister of Justice de���������������������������������������������������vitalisation at a later stage.2 In February 2008, the
������������������������������������������������������
meaning that a revision of the Swiss Code of Obligations might not occur during the coming years. The
����������������������������������������������������ment of the Swiss Penal Code.
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2

These facts, however, do not mean that the legal situation in Switzerland is completely different from
the legal framework in the surrounding countries.
Obvious similarities exist, but this diagnosis is based
more on the voices of legal doctrine than on decided court cases since relevant court practice is almost inexistent.

3

Like the EU member states, Switzerland addresses
the different participants of an information chain
in the Internet in a distinct manner; liability gradually increases subject to the closeness to the illegal
or offensive content. Therefore, light must be shed
on the following “players” in the Internet:
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B. Legal Framework
4

5

7

In respect of the civil and the criminal liability of an
������������������������� ��������������������������sonnel apply:4

8

Generally, the four well-known elements of a liabi������������������ �� ����������� ����� �� �������������
start a legal action:

9

Based on this general understanding of the legal
framework for the different types of ISPs, the spe���������������������������� ��������������������ronment will be discussed in regard to the various
providers.

Looking from a general legal angle, the following situations can lead to undesired anomalies and therefore to the application of legal provisions:3
§

�����������������������������n: The illegality of information transported by way of the Internet
consists in the fact that the information beco���������������������������������������������

§

��������������������� The making available of information to the public infringes the privacy
and data protection provisions (Art. 28 Civil
Code and Art. 15 Data Protection Act), in particular the authenticity and the integrity of
information.

§

��������������������������: The most important cases of illegal activities concern the content – for
example, the distribution or making available of
pornographic, obscene, racist and similarly critical material; mistakes in advice giving and information gathering; misleading acts in information search; unfair competition; violation of
copyright; or other intellectual property rights.

§

�����������������������������������������������������������������������This group of anomalies encompasses technical aspects of the information
delivery, including risks caused, for example, by
denial-of-service attacks.

As far as the applicable legal framework is concerned, an overview leads to the following picture that
encompasses various legally covered segments:

C. Civil Law Differentiations for
Specific Provider Types
I. Content Provider

6

1

10 A content provider makes content of whatever na������������������������������������������������������
the public. Obviously, in case of harm, the content
provider becomes liable. However, two major issues
are at stake: on the one hand, a “clever” content provider will try to hide any traces or remain invisible
and therefore not recognizable; on the other hand,
a content provider could be domiciled in a jurisdiction which does not know an adequate legal framework or which does not allow the enforcement of a
judgment rendered in another country.5

Liability can generally be based on civil or criminal law. Within the range of civil law, liability may
be derived from a contractual relationship between
the provider and the person concerned. If the parties involved have not entered into a contractual relationship, liability can arise from general tort law
or from special laws such as copyright, trademark or
data protection law. If the alleged content violates
personal rights, civil liability is based on the personality right. In the criminal law framework, the provider may be held responsible directly or indirectly
in an accessory function.

11 Contractual liability depends on whether a contract
has indeed been concluded between the content pro�������������������������������������������������
occur if the content or information produced by the
content provider is available at no charge; in that
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case, it must be judged whether the parties involved
had any intention to enter into a legally binding relationship. In addition, even if a contractual relationship exists between the content provider and the
user, often the content is accessible free of charge,
which leads to a reduction of liability according to
general contractual principles for non-remunerable deliveries (Art. 99 para. 3 and Art. 44 para. 1 CO).

16 Furthermore, according to contract law, the access
provider is obliged to inform the user about upcoming access problems and also to protect its server
against phishing, hacking or viral attacks. Nevertheless, access provider contracts often also contain terms about obligations of the user; mostly, such
�������������������������������������������������rial available.

12 Copyright infringement is of crucial importance with
regard to the legal position of the content provider.
According to the Swiss Copyright Act (Art. 10 para.
2), the content provider – if it is not the copyright
owner – is not only liable for the creation of the infringing content but also for collecting the content
from third persons and making it available to third
persons by uploading it on a server. The same applies
for the download and integration of content created
by third persons through hyperlinks.6

17 In addition, the contractual framework can be consi���������������������������������������������������������������������������������������������������������
access related to content being knowingly harmful
to the user. So far there have been no Swiss court
decisions, but such an understanding may be drawn
from the general notion of a contractual framework.
18 The access provider is only exercising a “transport” function since normally the material is carried through an automatic technical process without
acknowledgement of the access provider. Even if the
usually applicable criteria of damage, illegality and
�����������������������������������������������������
contractual situations must be established, which is
often not easy to achieve. Legal doctrine denies an
obligation of the access provider to control all possible content that can be reached through its services
(similarly to Art. 12 of the E-Commerce Directive).9
The fact that the access provider makes it technically
possible for the user to get access to illegal content
is not considered a non-diligent behaviour per se.

13 Similarly, a liability of the content provider can be
based on Unfair Competition Law, Trademark Law
or Data Protection Law if the uploaded content is
not in compliance with the provisions of these laws.
Furthermore, the general provisions of tort law may
apply.
14 ���������������� ���������������������������������tent provider under the Product Liability Law. To
what extent a failure in electronic data or software
can be considered a product failure is still contested;
���������������������������������������������������
in Switzerland. Generally, the legal doctrine is reluctant to apply Product Liability Law.7

19 If, however, the access provider is advised to take
down illegal content, legal doctrine generally assumes an obligation to immediately proceed to a take��������������������������������������������������
reliable and the content is obviously illegal. However, it is not reasonable for the access provider to
pursue every lead, so notices should be directed
through a governmental agency (for example, KOBIK [Coordination Unit to Combat Internet Criminality], a special organisational unit of the federal
government).10 Apart from that, the illegality of con�������������������������� ������������������ �����������
trademark or copyright infringements are indistinguishable for non-professionals in this area. For the
time being, there is still no concrete court practice
in Switzerland.11

II. Access Provider
15 The contractual relationship between the access provider and the user cannot qualify as a traditional
contract type regulated in the Swiss Code of Obligations. Even if analogies to the provisions on Sale and
Purchase Law, on Lease Law and on Mandate Law are
possible, in principle the general norms on non-execution of contracts (Art. 97-109 CO) remain the most
important source in case of any anomalies.8 As the
making available of Internet access is the main duty
of the access provider, non-performance of a contract must be assumed if the user does not have access to the Internet or to the mail account. In such
cases, it also has to be taken into account that malfunctions related to Internet access are part of the
daily business, and the access provider is not liable for 100 percent Internet access availability. Normally, access providers commit to providing users an
access ratio of 97 - 98 percent. Often this access risk
is contractually transferred from the access provider
to the user; however, the transfer of duties is only legally binding to the extent that the access provider
complies with the general due diligence behaviour.

1

20 The debate in Switzerland about the suitability and
reasonableness of access blocking by the access provider is also open because a blocking may not be in
compliance with freedom of expression and freedom
of information as fundamental rights of the users.12
Furthermore, the effect of access blocking is uncertain as such measures can be evaded easily. In such
a situation, the access provider has to rely on legal
advice or on the opinion of KOBIK. Since 2010, domain names suspected of being used for illegal activities can be blocked for a short time through the
registry operator.
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21 Similar considerations that have been developed in
regard to tort law in general also apply in relation
to compliance with copyright law, unfair competition law, trademark law and data protection law. A
special rule applies to the telecommunications pro���������������������������������������������������ring a period of six months (and disclosed to prosecution authorities), but after the expiration of this
time period the respective data needs to be deleted.13

����������������������������������������������������tional provisions on non-performance of contracts
��������������������������������������������������
the virtual world.

V. Link Provider
26 The legal position of the provider of links depends on
the factual question whether its action is to be qua�������������������������������������������������duced by third persons or whether the provider of
links – similarly to a content provider – keeps its own
content available. Normally, a link provider cannot
be compared with an access provider because the
link provider refers to websites for their substantial
content, and the link provider can check those before linking to them. However, it is not feasible for
the link provider to supervise all the linked websites. Insofar, the link provider’s situation is close to
that of a host provider. The main legal issue concerns the suitability of a control duty of the provider setting the link.

III. Host Provider
22 In a webhosting agreement, the host provider leaves storage location on its server to the content provider. The contract is considered to be governed by
the provisions of lease law and entrepreneur’s law.
Most crucial is the question whether the host provider can be held liable for illegally acting on behalf
of third persons.
23 Similarly to Article 14 of the E-Commerce Directive,
the extra-contractual liability of a host provider depends on the activities in a given situation and under
the prevailing circumstances. In the case of private
websites/homepages – and particularly of non-moderated newsgroups – special diligence obligations
do not apply if the host provider is not advertising
for its own special services. In parallel to the access
provider, a host provider does not have an extensive control obligation in regard to all information
available on such private websites/homepages or in
non-moderated newsgroups; however, compliance
with the notice-and-take-down approach is required since knowledge of illegal content can cause a
liability.14

27 As far as visible links (hypertext links) are concerned, the user immediately and obviously becomes
aware of the fact that the link refers to a website of
a third person. Nevertheless, the link provider does
not completely escape any kind of liability; a similar legal treatment as in the case of a host provider
���������������������16 Finally, it should be noted
that for the link provider – even if the link provider
is aware of illegal content – it is not feasible to supervise additional links (links going from the linked
website to other websites).
28 If the link provider is setting so-called inline links
and not obviously recognizable frames, giving the
impression that the websites referred to are part
of the website of the link provider (aspect of identity), a not limited liability regime does take place.
Consequently, the link provider is liable as the content provider.17

24 A different legal appreciation applies in the case of
serviced homepages/websites and moderated newsgroups since the control activity is considered to be
adequately limited because it does not exceed reasonable efforts of the provider. If a host or service
provider announces in public that the content of
such generally available platforms will be serviced,
a similar situation to traditional media is given: the
provider has to take care that illegal content is not
uploaded or is removed within a short time. This obligation relates to all relevant legal provisions (copyright, unfair competition, trademark, data protection, product liability).15

VI.Disclaimers and
Limitation of Liability
29 Limitation of liability is only possible to a certain extent;18 in contractual relations, fundamental obligations cannot be excluded from the stated liability,
and the limitation of liability for reckless or institutional acts is null and void. However, according to
Swiss law, disclaimers and clauses limiting liability
apply not only in contractual relations (Art. 100/101
CO) but also, under certain conditions, in non-contractual situations.19

IV.Service Provider
25 A service provider in general can enter into different contractual relationships with a user. A mail
service contract encompasses elements of a lease
contract and a mandate, while an information broker or a search machine provider mainly delivers
mandate services. Notwithstanding the actual qua-

1

30 ���������������������������������������� �����������
General Business Conditions (GBC). Only a few rules
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developed by court practice apply, such as the principle that General Business Conditions must be made
available to the users in a transparent way and that
unclear terms are to be interpreted in favour of the
customer. However, court practice in Switzerland
does not begin to reach the level of consumer protection given in the member states of the European
Union and based on the Directive 1993 on General
Business Conditions20 and the Directive 2005 on Unfair Business Practices.21

not be easily based on Article 28 and Article 322bis Penal Code.25 As mentioned, an access provider only
transmits material and therefore cannot be compared with a print medium editor because its part
in the publication process is passive rather than active;26 the same applies to the host provider. In the
case of a host or service provider, a criminal sanction
may only be considered for a moderated newsgroup.
37 Accessorial liability is possible if a provider commits “auxiliary” services and provides the means for
others to commit the crime.27 This notion of auxiliary services was applied once by the Swiss Supreme
Court in relation to a “Telekiosk” offered through
the services of the state-owned telecommunications
company;28 however, the decision was widely criticized with the argument that if a relevant negligence
had to be assumed, a direct liability is given. Moreover, liability for auxiliary services under Swiss law
requires the knowledge and the intent of the respective person that a certain offence is committed,
a provision making it unlikely to be related to most
access or host providers.29

31 As far as the visibility of General Business Conditions
on the website of a provider is concerned, the legal
requirements in Switzerland are relatively low. In
particular, no requirement applies that would make
it necessary for the user to expressly agree to the
GBC by pushing a button.

VII.

Criminal Law Issues

32 �������������������������������������������������vention on Cybercrime (2001); the respective provisions have led to a few minor amendments of the
Swiss Penal Code set to come into force in the second
half of 2010 (for example, on computer hacking).22

38 To limit the risk or even to avoid criminal liability, a
provider can get in touch with the above-mentioned
KOBIK, which is prepared and mandated to give advice on possible lines of action.

33 Seven years ago, the Swiss Penal Code was revised to
introduce the possibility of criminalizing enterprises apart from the sanctions that could be levied on
individuals (Art. 102).23 An enterprise eventually be�����������������������������������������������������
the context of entrepreneurial objectives that cannot be easily allocated to an individual person. So
far, this new provision has not played any practical role in relation to illegal content available on
the Internet.

39 Furthermore, it is generally assumed that service
providers have a special kind of obligation to cooperate with state authorities – in particular the prosecution authorities – to combat Internet criminality.
Therefore, in case of doubt, a service provider is well
advised to liaise with the authorities.

D. Conclusions

34 Apart from general criminal sanctions in cases of misuse of the freedom of expression (pornographic, obscene, racist, defamatory information), the Swiss Pe��������������������������������������������������
as illegal collection of data, hacking or misuse of data
collection equipment, and computer sabotage.24

40 As mentioned, Switzerland does not have a concrete
legal framework dealing with Internet service providers; therefore, liability of service providers needs to
be assessed by the conventional legal rules. However,
the legal situation is not totally different from the
situation in other countries, especially in EU countries, as legal doctrine (court decisions are practically non-existent) tends to apply a similar liability
regime on Internet providers as the EU E-Commerce
Directive.

35 For the last ten years, Switzerland has discussed the
�����������������������������������������������������
framework for a criminal liability of Internet service
providers. However, as already mentioned, these attempts have failed. Criminal liability can arise from
direct or accessorial liability. A direct criminal liability of a host or an access provider is rather unlikely;
the only provision that can be taken into account remains Article 322bis Penal Code, which is applicable
to the media in general. This provision criminalizes
those media that actively participate in making illegal information public if the author of the content
cannot be found.

41 While content providers are responsible for all infringing or illegal materials, direct responsibility of
access providers as well as host providers appears
to be extremely unlikely; only in cases of serviced
homepages/websites can a direct liability of host
providers be taken into account. However, as soon
as the access or host provider becomes aware of illegal or harmful content, legal doctrine assumes a
provider’s obligation to delete the content concerned. As the legal situation in Switzerland is quite
uncertain, providers are well-advised to rely on the

36 Since an access provider usually does not actively
make available illegal content, criminal liability can1
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legal advice of state authorities in unclear situations
to help avoid civil or criminal liability.
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